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Color selection 

3EBOB�>OB�����K>JBA�"22�@LILOP�� ��KLQ�FK@IRAFKD�QEB�PMB@F>I�S>IRBP�transparent �>KA�

currentcolor 
�8LR�@>K�RPB�QEBPB�?V�QEBFO�PQOFKD�K>JB�CLO�JLOB�OB>A>?IB�PQVIFKD
�3EB�JLPQ�

MLMRI>O�K>JBA�@LILOP�>OB�black �>KA�white ��RKPROMOFPFKDIV��CLIILTBA�?V�red �>KA�blue 
�

+>KDR>DB�FP�FKQBOBPQFKDIV�FKCBOOBA�SF>�@LILO�>P�TBII
�3EBOB�>OB�JLOB�FKPQ>K@BP�LC�QEB� JBOF@>K�

PQVIB�^DO>V_�QE>K�QEB�!OFQFPE�PQVIB�^DOBV_
� IJLPQ�BSBOV�FKPQ>K@B�LC�DO>V�@LILOP�� �� gray ��

lightgray �� darkgray �� slategray ��BQ@
��E>A�KB>OIV�ALR?IB�QEB�RP>DB�TEBK�PMBIIBA�TFQE�>K�

>̂_�FKPQB>A�LC�>K�^B_
�(C�DO:>�B;VP�TBOB�@LJ?FKBA��QEBV�TLRIA�O>KH�EFDEBO�QE>K�?IRB��PLIFAFCVFKD�

QEBJPBISBP�FK�QEB����PMLQ
�3EFP�@LRIA�?B�TEV�silver �FP�O>KHBA�EFDEBO�QE>K�grey �TFQE�>K�^B_�

FK�QEB�@E>OQP��

Color count 

'LT�J>K V�AFCCBOBKQ�CLKQ�@LILOP�>OB�RPBA�>@OLPP�QEB�TB?��2L�QEFP�FPK]Q�QEB�QLQ>I�KRJ?BO�LC�

RKFNRB�@LILOP��O>QEBO��FQ]P�ELT�J>KV�AFCCBOBKQ�@LILOP�>OB�RPBA�GRPQ�CLO�QBUQ
�3EB�KRJ?BOP�FK�QEFP�

@E>OQ�>OB�NRFQB�EFDE��>KA�COLJ�BUMBOFBK@B��TB�HKLT�QE>Q�TFQELRQ�"22�S>OF>?IBP��PM>@FKD��PFWBP�

!?=KH;����� �/ EF�D7C;:�9EBEHI��

���   >JJFI�

MMM�M��EH=
/-
9II�9EBEH��
�D7C;:�9EBEHI�
���   >JJFI�

MMM�H7F?:J78B;I�9EC
M;8
9EBEH
=H7O�9EBEH�>JCB�

Part I Chapter 2 : CSS

2019 Web Almanac by HTTP Archive 23

https://www.w3.org/TR/css-color-4/#named-colors
https://almanac.httparchive.org/static/images/2019/css/fig2.png
https://almanac.httparchive.org/static/images/2019/css/fig2.png
https://www.rapidtables.com/web/color/gray-color.html


>KA�@LILOP�@>K�NRF@HIV�DBQ�>T>V�COLJ�VLR�>KA�CO>DJBKQ�FKQL�ILQP�LC�QFKV�S>IRBP�>@OLPP�VLRO�

PQVIBP
�3EBPB�KRJ?BOP�OBdB@Q�>�AFCc@RIQV�LC�PQVIB�J>K>DBJBKQ��>KA�TB�ELMB�QEFP�EBIMP�@OB>QB�

PLJB�MBOPMB@QFSB�CLO�VLR�QL�?OFKD�?>@H�QL�VLRO�QB>JP�LO�MOLGB@QP
�'LT�@>K�VLR�OBAR@B�QEFP�

KRJ?BO�FKQL�>�J>K>DB>?IB�>KA�OB>PLK>?IB�>JLRKQ��

Color duplication 

6 BII��TB�DLQ�@ROFLRP�EBOB�>KA�T>KQBA�QL�FKPMB@Q�ELT�J>KV�ARMIF@>QB�@LILOP�>OB�MOBPBKQ�LK�>�

M>DB
�6FQELRQ�>�QFDEQIV�J>K>DBA�OBRP>?IB�@I>PP�"22�PVPQBJ��ARMIF@>QBP�>OB�NRFQB�B>PV�QL�@OB>QB
�

(Q�QROKP�LRQ�QE>Q�QEB�JBAF>K�E>P�BKLRDE�ARMIF@>QBP�QE>Q�FQ�@LRIA�?B�TLOQE�ALFKD�>�M>PP�QL�RKFCV�

QEBJ�TFQE�@RPQLJ�MOLMBOQFBP
�

!?=KH;����� ��?IJH?8KJ?ED�E<�9EBEHI�F;H�F7=;��

Part I Chapter 2 : CSS

24 2019 Web Almanac by HTTP Archive

https://almanac.httparchive.org/static/images/2019/css/fig3.png
https://almanac.httparchive.org/static/images/2019/css/fig3.png


Units 
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Length and sizing 
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Viewport-based units 
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Selectors 
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 �KF@B�CLIILT�RM�@E>OQ�FP�QEFP�LKB��PELTFKD�QE>Q�@I>PPBP�Q>HB�RM�����LC�QEB�PBIB@QLOP�CLRKA�FK�>�

PQVIBPEBBQ
�

!?=KH;����� �+EFKB7H?JO�E<�I;B;9JEH�JOF;I�F;H�F7=;��
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Attribute selectors 

"22�E>P�PLJB�SBOV�MLTBOCRI�@LJM>OFPLK�PBIB@QLOP
�3EBPB�>OB�PBIB@QLOP�IFHB�

[target="_blank"] �� [attribute^="value"] �� [title~="rad"] �� [attribute$="-

rad"] �LO�[attribute*="value"] 
�#L�VLR�RPB�QEBJ��3EFKH�QEBV]OB�RPBA�>�ILQ��+BQ]P�

@LJM>OB�ELT�QELPB�>OB�RPBA�TFQE�(#P�>KA�@I>PPBP�>@OLPP�QEB�TB?
�

!?=KH;����� �+EFKB7H?JO�E<�EF;H7JEHI�F;H�$��7JJH?8KJ;�I;B;9JEH��
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3EBPB�LMBO>QLOP�>OB�JR@E�JLOB�MLMRI>O�TFQE�@I>PP�PBIB@QLOP�QE>K�(#P��TEF@E�CBBIP�K>QRO>I�PFK@B�

>�PQVIBPEBBQ�RPR>IIV�E>P�CBTBO�(#�PBIB@QLOP�QE>K�@I>PP�PBIB@QLOP��?RQ�PQFII�KB>Q�QL�PBB�QEB�RPBP�LC�

>II�QEBPB�@LJ?FK>QFLKP
�

Classes per element 

6FQE�QEB�OFPB�LC�.."22��>QLJF@��>KA�CRK@QFLK>I�"22�PQO>QBDFBP�TEF@E�@>K�@LJMLPB����LO�JLOB�

@I>PPBP�LK�>K�BIBJBKQ�QL�>@EFBSB�>�ABPFDK�ILLH��MBOE>MP�TB]A�PBB�PLJB�FKQBOBPQFKD�OBPRIQP
�3EB�

NRBOV�@>JB�?>@H�NRFQB�RKBU@FQFKD��TFQE�QEB�JBAF>K�LK�JL?FIB�>KA�ABPHQLM�?BFKD���@I>PP�MBO�

BIBJBKQ
�

!?=KH;������ �+EFKB7H?JO�E<�EF;H7JEHI�F;H�9B7II�7JJH?8KJ;�I;B;9JEH��

!?=KH;������ �/>;�C;:?7D�DKC8;H�E<�9B7II�D7C;I�F;H�9B7II�7JJH?8KJ;��:;IAJEF�7D:�CE8?B;���

1 

Part I Chapter 2 : CSS

30 2019 Web Almanac by HTTP Archive

https://almanac.httparchive.org/static/images/2019/css/fig10.png
https://almanac.httparchive.org/static/images/2019/css/fig10.png


Layout 

Flexbox 

%IBU?LU�� �FP�>�@LKQ>FKBO�PQVIB�QE>Q�AFOB@QP�>KA�>IFDKP�FQP�@EFIAOBK��QE>Q�FP��FQ�EBIMP�TFQE�I>VLRQ�FK�>�

@LKPQO>FKQ�?>PBA�T>V
�(Q�E>A�>�NRFQB�OL@HV�?BDFKKFKD�LK�QEB�TB?��>P�FQP�PMB@Fc@>QFLK�TBKQ�

QEOLRDE�QTL�LO�QEOBB�NRFQB�AO>PQF@�@E>KDBP�?BQTBBK������>KA�����
�%LOQRK>QBIV��FQ�PBQQIBA�>KA�

T>P�FJMIBJBKQBA�>@OLPP�>II�?OLTPBOP�?V�����
�&FS BK�QE>Q�EFPQLOV��FQ�E>A�>�PILT�>ALMQFLK�O>QB��

?RQ�FQ]P�?BBK�>�CBT�VB>OP�PFK@B�QEBK��(Q]P�NRFQB�MLMRI>O�KLT�>KA�E>P�J>KV�>OQF@IBP�>?LRQ�FQ�>KA�

ELT�QL�IBSBO>DB�FQ��?RQ�FQ]P�PQFII�KBT�FK�@LJM>OFPLK�QL�LQEBO�I>VLRQ�Q>@QF@P
�

0RFQB�QEB�PR@@BPP�PQLOV�PELTK�EBOB��>P�KB>OIV�����LC�QEB�TB?�E>P�dBU?LU�RP>DB�FK�FQP�

PQVIBPEBBQP
�

Grid 

+FHB�dBU?LU��DOFA�� �QLL�TBKQ�QEOLRDE�>�CBT�PMB@�>IQBOK>QFLKP�B>OIV�LK�FK�FQP�IFCBPM>K��?RQ�TFQELRQ�

@E>KDFKD�FJMIBJBKQ>QFLKP�FK�MR?IF@IV�ABMILVBA�?OLTPBOP
�,F@OLPLCQ�E>A�DOFA�FK�QEB�cOPQ�

SBOPFLKP�LC�6FKALTP����>P�QEB�MOFJ>OV�I>VLRQ�BKDFKB�CLO�FQP�ELOFWLKQ>IIV�P@OLIIFKD�ABPFDK�PQVIB
�(Q�

T>P�SBQQBA�QEBOB�cOPQ��QO>KPFQFLKBA�QL�QEB�TB?��>KA�QEBK�E>OABKBA�?V�QEB�LQEBO�?OLTPBOP�RKQFI�

!?=KH;������ ��:EFJ?ED�E<�W;N8EN��

���   >JJFI�

:;L ;BEF;H�CEP?BB7�EH=
:E9I
2;8
�..
�..6!B; N?8B;6�EN6'7OEKJ
�7I?96�ED9;FJI6E<6!B;N8EN�
���   >JJFI�

:;L ;BEF;H�CEP?BB7�EH=
:E9I
2;8
�..
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FQP�cK>I�OBIB>PB�FK�����
�(Q�E>A�>�SBOV�PR@@BPPCRI�I>RK@E�FK�QE>Q�KB>OIV�>II�?OLTPBOP�OBIB>PBA�QEBFO�

FJMIBJBKQ>QFLKP�>Q�QEB�P>JB�QFJB��PL�TB?�ABSBILMBOP�GRPQ�TLHB�RM�LKB�A>V�QL�PRMBO?�DOFA�

PRMMLOQ
�3LA>V��>Q�QEB�BKA�LC�������DOFA�PQFII�CBBIP�IFHB�>�KBT�HFA�LK�QEB�?IL@H��>P�CLIHP�>OB�PQFII�

>T>HBKFKD�QL�FQP�MLTBO�>KA�@>M>?FIFQFBP
�

3EFP�PELTP�GRPQ�ELT�IFQQIB�QEB�TB?�ABSBILMJBKQ�@LJJRKFQV�E>P�BUBO@FPBA�>KA�BUMILOBA�QEBFO�

I>QBPQ�I>VLRQ�QLLI
�6B�ILLH�CLOT>OA�QL�QEB�BSBKQR>I�Q>HBLSBO�LC�DOFA�>P�QEB�MOFJ>OV�I>VLRQ�

BKDFKB�CLIHP�IB>K�LK�TEBK�?RFIAFKD�>�PFQB
�%LO�RP�>RQELOP��TB�ILSB�TOFQFKD�DOFA��TB�QVMF@>IIV�OB>@E�

CLO�FQ�cOPQ��QEBK�AF>I�LRO�@LJMIBUFQV�?>@H�>P�TB�OB>IFWB�>KA�FQBO>QB�LK�I>VLRQ
�(Q�OBJ>FKP�QL�?B�

PBBK�TE>Q�QEB�OBPQ�LC�QEB�TLOIA�TFII�AL�TFQE�QEFP�MLTBOCRI�"22�CB>QROB�LSBO�QEB�KBUQ�CBT�VB>OP
�

Writing modes 

3EB�TB?�>KA�"22�>OB�FKQBOK>QFLK>I�MI>QCLOJ�CB>QROBP��>KA�TOFQFKD�JLABP�LCCBO�>�T>V�CLO�'3,+�

>KA�"22�QL�FKAF@>QB�>�RPBO]P�MOBCBOOBA�OB>AFKD�>KA�TOFQFKD�AFOB@QFLK�TFQEFK�LRO�BIBJBKQP
�

!?=KH;������ �+;H9;DJ�E<�M;8I?J;I�KI?D=�=H?:��
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Typography 

Web fonts per page 

'LT�J>K V�TB?�CLKQP�>OB�VLR�IL>AFKD�LK�VLRO�TB?�M>DB���������3EB�JBAF>K�KRJ?BO�LC�TB?�

CLKQP�MBO�M>DB�FP����

Popular font families 

 �K>QRO>I�CLIILT�RM�QL�QEB�FKNRFOV�LC�QLQ>I�KRJ?BO�LC�CLKQP�MBO�M>DB��FP��TE>Q�CLKQP�>OB�QEBV���

#BPFDKBOP��QRKB�FK��?B@>RPB�VLR]II�KLT�DBQ�QL�PBB�FC�VLRO�@ELF@BP�>OB�FK�IFKB�TFQE�TE>Q]P�MLMRI>O�

LO�KLQ
�

!?=KH;������ ��?IJH?8KJ?ED�E<�J>;�DKC8;H�E<�M;8�<EDJI�BE7:;:�F;H�F7=;��
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.MBK�2>KP�FP�>�ERDB�TFKKBO�EBOB��TFQE�KB>OIV���FK���"22�@font-family �AB@I>O>QFLKP�

PMB@FCVFKD�FQ
�6B]SB�ABcKFQBIV�RPBA�.MBK�2>KP�FK�MOLGB@QP�>Q�>DBK@FBP
�

(Q]P�>IPL�FKQBOBPQFKD�QL�KLQB�QEB�AFCCBOBK@BP�?BQTBBK�ABPHQLM�>KA�JL?FIB�>ALMQFLK
�%LO�BU>JMIB��

JL?FIB�M>DBP�RPB�.MBK�2>KP�PIFDEQIV�IBPP�LCQBK�QE>K�ABPHQLM
�,B>KTEFIB��QEBV�>IPL�RPB�1L?LQL�

PIFDEQIV�JLOB�LCQBK
�

Font sizes 

3EFP�FP�>�CRK�LKB��?B@>RPB�FC�VLR�>PHBA�>�RPBO�ELT�J>KV�CLKQ�PFWBP�QEBV�CBBI�>OB�LK�>�M>DB��QEBV]A�

DBKBO>IIV�OBQROK�>�KRJ?BO�LC���LO�ABcKFQBIV�IBPP�QE>K���
�(P�QE>Q�OB>IFQV�QELRDE��$SBK�FK�>�ABPFDK�

PVPQBJ��ELT�J>KV�CLKQ�PFWBP�>OB�QEBOB��6B�NRBOFBA�QEB�TB?�>KA�CLRKA�QEB�JBAF>K�QL�?B����LK�

JL?FIB�>KA����LK�ABPHQLM
�,FDEQ�?B�QFJB�QL�OB>IIV�QEFKH�E>OA�>?LRQ�@RPQLJ�MOLMBOQFBP�LO�

@OB>QFKD�PLJB�OBRP>?IB�@I>PPBP�QL�EBIM�VLR�AFPQOF?RQB�VLRO�QVMB�O>JM
�
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Spacing 

Margins 

 �J>ODFK�FP�QEB�PM>@B�LRQPFAB�LC�BIBJBKQP��IFHB�QEB�PM>@B�VLR�ABJ>KA�TEBK�VLR�MRPE�VLRO�>OJP�

LRQ�COLJ�VLROPBIC
�3EFP�LCQBK�ILLHP�IFHB�QEB�PM>@FKD�?BQTBBK�BIBJBKQP��?RQ�FP�KLQ�IFJFQBA�QL�QE>Q�

BCCB@Q
�(K�>�TB?PFQB�LO�>MM��PM>@FKD�MI>VP�>�ERDB�OLIB�FK�47�>KA�ABPFDK
�+BQ]P�PBB�ELT�JR@E�

J>ODFK�PM>@FKD�@LAB�DLBP�FKQL�>�PQVIBPEBBQ��PE>II�TB��

!?=KH;������ ��?IJH?8KJ?ED�E<�J>;�DKC8;H�E<�:?IJ?D9J�<EDJ�I?P;I�F;H�F7=;��
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0RFQB�>�ILQ��FQ�PBBJP��3EB�JBAF>K�ABPHQLM�M>DB�E>P����AFPQFK@Q�J>ODFK�S>IRBP�>KA�����LK�

JL?FIB
�3E>Q�J>HBP�CLO�>�ILQ�LC�RKFNRB�PM>@FKD�JLJBKQP�FK�VLRO�ABPFDK
�"ROFLRP�ELT�J>KV�

J>ODFKP�VLR�E>SB�FK�VLRO�PFQB��'LT�@>K�TB�J>HB�>II�QEFP�TEFQBPM>@B�JLOB�J>K>DB>?IB��

Logical properties 

6 B�BPQFJ>QB�QE>Q�QEB�EBDBJLKV�LC�margin-left �>KA�padding-top �FP�LC�IFJFQBA�ARO>QFLK��

PLLK�QL�?B�PRMMIBJBKQBA�?V�QEBFO�TOFQFKD�AFOB@QFLK�>DKLPQF@��PR@@BPPFSB��ILDF@>I�MOLMBOQV�

PVKQ>U
�6EFIB�TB]OB�LMQFJFPQF@��@ROOBKQ�RP>DB�FP�NRFQB�ILT�>Q��
����RP>DB�LK�ABPHQLM�M>DBP
�3L�

RP��QEFP�CBBIP�IFHB�>�E>?FQ�@E>KDB�TB]II�KBBA�QL�ABSBILM�>P�>K�FKARPQOV��TEFIB�ELMBCRIIV�QO>FKFKD�

KBT�ABSBILMBOP�QL�RPB�QEB�KBT�PVKQ>U
�

z-index 

5BOQF@>I�I>VBOFKD��LO�PQ>@HFKD��@>K�?B�J>K>DBA�TFQE�z-index �FK�"22
�6B�TBOB�@ROFLRP�ELT�

J>KV�AFCCBOBKQ�S>IRBP�CLIHP�RPB�FK�QEBFO�PFQBP
�3EB�O>KDB�LC�TE>Q�z-index �>@@BMQP�FP�

!?=KH;������ ��?IJH?8KJ?ED�E<�J>;�DKC8;H�E<�:?IJ?D9J�C7H=?D�L7BK;I�F;H�F7=;��

!?=KH;������ �+;H9;DJ�E<�:;IAJEF�7D:�CE8?B;�F7=;I�J>7J�?D9BK:;�BE=?97B�FHEF;HJ?;I��
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QEBLOBQF@>IIV�FKcKFQB��?LRKABA�LKIV�?V�>�?OLTPBO]P�S>OF>?IB�PFWB�IFJFQ>QFLKP
� OB�>II�QELPB�PQ>@H�

MLPFQFLKP�RPBA��+BQ]P�PBB��

Popular z-index values 

%OLJ�LRO�TLOH�BUMBOFBK@B��>KV�KRJ?BO�LC��]P�PBBJBA�QL�?B�QEB�JLPQ�MLMRI>O�@ELF@B
�$SBK�

QELRDE�TB�Q>RDEQ�LROPBISBP�QL�RPB�QEB�ILTBPQ�KRJ?BO�MLPPF?IB��QE>Q]P�KLQ�QEB�@LJJRK>I�KLOJ
�

2L�TE>Q�FP�QEBK���(C�CLIHP�KBBA�QEFKDP�LK�QLM��TE>Q�>OB�QEB�JLPQ�MLMRI>O�z-index �KRJ?BOP�QL�

M>PP�FK��/RQ�VLRO�AOFKH�ALTK��QEFP�LKB�FP�CRKKV�BKLRDE�VLR�JFDEQ�ILPB�FQ
�

!?=KH;������ ��?IJH?8KJ?ED�E<�J>;�DKC8;H�E<�:?IJ?D9J�z-index �L7BK;I�F;H�F7=;��
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!?=KH;������ �(EIJ�<H;GK;DJBO�KI;:�z-index �L7BK;I��

!?=KH;������ �/>;�B7H=;IJ�ADEMD�z-index �L7BK;��

99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999
99999999999999999999999999999999999999999999999

9999999999999999999999999999 !important 
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Decoration 

Filters 

%FIQBOP�>OB�>�CRK�>KA�DOB>Q�T>V�QL�JLAFCV�QEB�MFUBIP�QEB�?OLTPBO�FKQBKAP�QL�AO>T�QL�QEB�P@OBBK
�

(Q]P�>�MLPQ�MOL@BPPFKD�BCCB@Q�QE>Q�FP�ALKB�>D>FKPQ�>�d>Q�SBOPFLK�LC�QEB�BIBJBKQ��KLAB��LO�I>VBO�QE>Q�

FQ]P�?BFKD�>MMIFBA�QL
�/ELQLPELM�J>AB�QEBJ�B>PV�QL�RPB��QEBK�(KPQ>DO>J�J>AB�QEBJ�>@@BPPF?IB�

QL�QEB�J>PPBP�QEOLRDE�?BPMLHB��PQVIFWBA�@LJ?FK>QFLKP
�3EBV]SB�?BBK�>OLRKA�PFK@B�>?LRQ�������

QEBOB�>OB����LC�QEBJ��>KA�QEBV�@>K�?B�@LJ?FKBA�QL�@OB>QB�RKFNRB�BCCB@QP
�

6 B�TBOB�BU@FQBA�QL�PBB�QE>Q�����LC�PQVIBPEBBQP�@LKQ>FK�QEB�filter �MOLMBOQV��3E>Q�KRJ?BO�

T>P�>IPL�PL�EFDE�FQ�PBBJBA�>�IFQQIB�cPEV��PL�TB�ARD�FK�>KA�PLRDEQ�QL�BUMI>FK�QEB�EFDE�KRJ?BO
�

!B@>RPB�IBQ]P�?B�ELKBPQ��cIQBOP�>OB�KB>Q��?RQ�QEBV�ALK]Q�J>HB�FQ�FKQL�>II�LC�LRO�>MMIF@>QFLKP�>KA�

MOLGB@QP
�4KIBPP��

4MLK�CROQEBO�FKSBPQFD>QFLK��TB�AFP@LSBOBA�%LKQ TBPLJB�� ]P�PQVIBPEBBQ�@LJBP�TFQE�PLJB�

filter �RP>DB��>P�TBII�>P�>�8LR3R?B�� �BJ?BA
�3EBOBCLOB��TB�?BIFBSB� filter �PKR@H�FK�QEB�?>@H�

ALLO�?V�MFDDV?>@HFKD�LKQL�>�@LRMIB�SBOV�MLMRI>O�PQVIBPEBBQP
�6B�>IPL�?BIFBSB�QE>Q�-ms-

filter �MOBPBK@B�@LRIA�E>SB�?BBK�FK@IRABA�>P�TBII��@LKQOF?RQFKD�QL�QEB�EFDE�MBO@BKQ�LC�RPB
�

Blend modes 

!IBKA�JLABP�>OB�PFJFI>O�QL�cIQBOP�FK�QE>Q�QEBV�>OB�>�MLPQ�MOL@BPPFKD�BCCB@Q�QE>Q�>OB�ORK�>D>FKPQ�>�

d>Q�SBOPFLK�LC�QEBFO�Q>ODBQ�BIBJBKQP��?RQ�>OB�RKFNRB�FK�QE>Q�QEBV�>OB�@LK@BOKBA�TFQE�MFUBI�

@LKSBODBK@B
�2>FA�>KLQEBO�T>V��?IBKA�JLABP�>OB�ELT���MFUBIP�I>EKB:�FJM>@Q�B>@E�LQEBO�TEBK�

QEBV�LSBOI>M
�6EF@EBSBO�BIBJBKQ�FP�LK�QEB�QLM�LO�QEB�?LQQLJ�TFII�>CCB@Q�QEB�T>V�QE>Q�QEB�?IBKA�

JLAB�J>KFMRI>QBP�QEB�MFUBIP
�3EBOB�>OB����?IBKA�JLABP����IBQ]P�PBB�TEF@E�LKBP�>OB�QEB�JLPQ�

MLMRI>O
�

!?=KH;������ �+;H9;DJ�E<�F7=;I�J>7J�?D9BK:;�7�IJOB;I>;;J�M?J>�J>;�filter �FHEF;HJO��
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.S BO>II��RP>DB�LC�?IBKA�JLABP�FP�JR@E�ILTBO�QE>K�LC�cIQBOP��?RQ�FP�PQFII�BKLRDE�QL�?B�@LKPFABOBA�

JLABO>QBIV�RPBA
�

(K�>�CRQROB�BAFQFLK�LC�QEB�6B?� IJ>K>@��FQ�TLRIA�?B�DOB>Q�QL�AOFII�ALTK�FKQL�?IBKA�JLAB�RP>DB�QL�

DBQ�>K�FAB>�LC�QEB�BU>@Q�JLABP�ABSBILMBOP�>OB�RPFKD��IFHB�JRIQFMIV��P@OBBK��@LILO�?ROK��IFDEQBK��

BQ@
�

Animation 
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Keyframe animations 
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Popular media query breakpoint sizes 

%LO�SFBTMLOQ�JBAF>�NRBOFBP��>KV�QVMB�LC�"22�RKFQ�@>K�?B�M>PPBA�FKQL�QEB�NRBOV�BUMOBPPFLK�CLO�

BS>IR>QFLK
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min-width  vs max-width 
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Print and speech 
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Page-level stats 
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Stylesheet names 
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Library Desktop Mobile 
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Lots of data: real DOM on the real web 
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Products (and libraries) and their custom markup 
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https://rainy-periwinkle.glitch.me/
https://x.com/HTTPArchive
https://github.com/tomhodgins/hade
https://web.archive.org/web/20060203031245/http://code.google.com/webstats/2005-12/editors.html
https://en.wikipedia.org/wiki/Claris_Home_Page
https://rainy-periwinkle.glitch.me/permalink/28b0b7abb3980af793a2f63b484e7815365b91c04ae625dd4170389cc1ab0a52.html
https://rainy-periwinkle.glitch.me/permalink/28b0b7abb3980af793a2f63b484e7815365b91c04ae625dd4170389cc1ab0a52.html
https://www.oxatis.co.uk/
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https://rainy-periwinkle.glitch.me/permalink/579abc77652df3ac2db1338d17aab0a8dc737b9d945510b562085d8522b18799.html
https://rainy-periwinkle.glitch.me/permalink/579abc77652df3ac2db1338d17aab0a8dc737b9d945510b562085d8522b18799.html
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https://rainy-periwinkle.glitch.me/permalink/e8bf0130c4f29b28a97b3c525c09a9a423c31c0c813ae0bd1f227bd74ddec03d.html
https://rainy-periwinkle.glitch.me/permalink/e8bf0130c4f29b28a97b3c525c09a9a423c31c0c813ae0bd1f227bd74ddec03d.html
https://www.npmjs.com/package/yandex-metrica-watch
https://rainy-periwinkle.glitch.me/permalink/a532f18bbfd1b565b460776a64fa9a2cdd1aa4cd2ae0d37eb2facc02bfacb40c.html
https://rainy-periwinkle.glitch.me/permalink/a532f18bbfd1b565b460776a64fa9a2cdd1aa4cd2ae0d37eb2facc02bfacb40c.html
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https://almanac.httparchive.org/static/images/2019/markup/fig9.png
https://almanac.httparchive.org/static/images/2019/markup/fig9.png
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https://rainy-periwinkle.glitch.me/permalink/53567ec94b328de965eb821010b8b5935b0e0ba316e833267dc04f1fb3b53bd5.html
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FKPMB@QFLK��QEB�LRQILLH�FP�KLQ�>P�DLLA
�(C�TB�BU>JFKB�QEB�IBKDQE�LC�QEB�alt �Q>DP�MOBPBKQ�FK�QEB�

A>Q>PBQ��TB�cKA�QE>Q�QEB�JBAF>K�IBKDQE�LC�QEB�alt �Q>D�FP�PFU�@E>O>@QBOP
�3EFP�J>MP�QL�>K�BJMQV�

alt �Q>D��>MMB>OFKD�>P�alt="" �
�.KIV�����LC�FJ>DBP�RPB�alt �QBUQ�QE>Q�FP�ILKDBO�QE>K�PFU�

@E>O>@QBOP
�3EB�JBAF>K�S>IRB�LC�^OB>I_�alt �QBUQ�FP����@E>O>@QBOP��LC�TEF@E����>@QR>IIV�ABP@OF?B�

QEB�FJ>DB
�

Video 

6EFIB�FJ>DBP�ALJFK>QB�QEB�JBAF>�?BFKD�PBOSBA�LK�TB?�M>DBP��SFABLP�>OB�?BDFKKFKD�QL�E>SB�>�

J>GLO�OLIB�FK�@LKQBKQ�ABIFSBOV�LK�QEB�TB?
� @@LOAFKD�QL�'33/� O@EFSB��TB�cKA�QE>Q��
����LC�

ABPHQLM�>KA��
����LC�JL?FIB�PFQBP�>OB�PBIC�ELPQFKD�SFABL�cIBP
�(K�LQEBO�TLOAP��QEB�SFABL�cIBP�>OB�

KLQ�ELPQBA�?V�TB?PFQBP�IFHB�8LR3R?B�LO�%>@B?LLH
�

Video formats 

5FABL�@>K�?B�ABIFSBOBA�TFQE�J>KV�AFCCBOBKQ�CLOJ>QP�>KA�MI>VBOP
�3EB�ALJFK>KQ�CLOJ>QP�CLO�

JL?FIB�>KA�ABPHQLM�>OB�.ts ��PBDJBKQP�LC�'+2�PQOB>JFKD��>KA�.mp4 ��QEB�'����,/$&���

.QEBO�CLOJ>QP�QE>Q�>OB�PBBK�FK@IRAB�webm�� mov �� m4s ��>KA�m4v ��,/$&�#  2'�PQOB>JFKD�

PBDJBKQP�
�(Q�FP�@IB>O�QE>Q�QEB�J>GLOFQV�LC�PQOB>JFKD�LK�QEB�TB?�FP�'+2��>KA�QE>Q�QEB�J>GLO�

CLOJ>Q�CLO�PQ>QF@�SFABLP�FP�QEB�mp4 
�
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3EB�JBAF>K�SFABL�PFWB�CLO�B>@E�CLOJ>Q�FP�PELTK�?BILT��

3EB�JBAF>K�S>IRBP�>OB�PJ>IIBO�LK�JL?FIB��TEF@E�MOL?>?IV�GRPQ�JB>KP�QE>Q�PLJB�PFQBP�QE>Q�E>SB�

SBOV�I>ODB�SFABLP�LK�QEB�ABPHQLM�AFP>?IB�QEBJ�CLO�JL?FIB��>KA�QE>Q�SFABL�PQOB>JP�PBOSB�PJ>IIBO�

SBOPFLKP�LC�SFABLP�QL�PJ>IIBO�P@OBBKP
�

Video file sizes 

6EBK�ABIFSBOFKD�SFABL�LK�QEB�TB?��JLPQ�SFABLP�>OB�ABIFSBOBA�TFQE�QEB�'3,+��SFABL�MI>VBO
�3EB�

'3,+�SFABL�MI>VBO�FP�BUQOBJBIV�@RPQLJFW>?IB�QL�ABIFSBO�SFABL�CLO�J>KV�AFCCBOBKQ�MROMLPBP
�%LO�

BU>JMIB��QL�>RQLMI>V�>�SFABL��QEB�M>O>JBQBOP�autoplay �>KA�muted �TLRIA�?B�>AABA
�3EB�

controls �>QQOF?RQB�>IILTP�QEB�RPBO�QL�PQ>OQ�PQLM�>KA�P@>K�QEOLRDE�QEB�SFABL
�!V�M>OPFKD�QEB�

SFABL�Q>DP�FK�QEB�'33/� O@EFSB��TB]OB�>?IB�QL�PBB�QEB�RP>DB�LC�B>@E�LC�QEBPB�>QQOF?RQBP��
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RPBA�LK�TB?PFQB�ELJB�M>DBP
�

6EFIB�JLPQ�LC�QEB�>QQOF?RQBP�E>SB�PFJFI>O�RP>DB�LK�ABPHQLM�>KA�JL?FIB��QEBOB�>OB�>�CBT�QE>Q�

E>SB�PFDKFc@>KQ�AFCCBOBK@BP
�3EB�QTL�>QQOF?RQBP�TFQE�QEB�I>ODBPQ�AFCCBOBK@B�?BQTBBK�JL?FIB�>KA�

ABPHQLM�>OB�width �>KA�height ��TFQE����CBTBO�PFQBP�RPFKD�QEBPB�>QQOF?RQBP�LK�JL?FIB
�

(KQBOBPQFKDIV��QEBOB�FP�>�PJ>II�FK@OB>PB�LC�QEB�poster �>QQOF?RQB��MI>@FKD�>K�FJ>DB�LSBO�QEB�

SFABL�TFKALT�?BCLOB�MI>V?>@H��LK�JL?FIB
�
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�
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404 �BOOLO
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QEB�QO>@H��BSBK�TEBK�FQ�FP�KLQ�FK�RPB
�

Video players 

%LO�JLOB�>AS>K@BA�MI>V?>@H��>KA�QL�MI>V�SFABL�PQOB>JP���QEB�'3,+��K>QFSB�SFABL�MI>VBO�TFII�

KLQ�TLOH
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Conclusion 
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Third Parties 
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Introduction 
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@LJMIBU�IF?O>OV�>KA�RPB�FQ�LK�VLRO�PFQB�TFQE�>�PFKDIB�<link> �LO�<script> �BIBJBKQ�E>P�
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Definitions 

ÒThird PartyÓ 

 �QEFOA�M>OQV�FP�>K�BKQFQV�LRQPFAB�QEB�MOFJ>OV�PFQB�RPBO�OBI>QFLKPEFM��F
B
�QEB�>PMB@QP�LC�QEB�PFQB�

KLQ�AFOB@QIV�TFQEFK�QEB�@LKQOLI�LC�QEB�PFQB�LTKBO�?RQ�MOBPBKQ�TFQE�QEBFO�>MMOLS>I
�%LO�BU>JMIB��

QEB�&LLDIB� K>IVQF@P�P@OFMQ�FP�>K�BU>JMIB�LC�>�@LJJLK�QEFOA�M>OQV�OBPLRO@B
�

3EFOA�M>OQV�OBPLRO@BP�>OB��

`� 'LPQBA�LK�>�I>7H;: �>KA�FK8B?9�LOFDFK�

`� 6FABIV�RPBA�?V�>�S>OFBQV�LC�PFQBP�

`� 4KFKdRBK@BA�?V�>K�FKAFSFAR>I�PFQB�LTKBO�

3L�J>Q@E�QEBPB�DL>IP�>P�@ILPBIV�>P�MLPPF?IB��QEB�CLOJ>I�ABcKFQFLK�RPBA�QEOLRDELRQ�QEFP�@E>MQBO�
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CLRKA�LK�>Q�IB>PQ����RKFNRB�M>DBP�FK�QEB�'33/� O@EFSB�A>Q>PBQ
�
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@LRKQBA�>P�QEFOA�M>OQV�@LKQBKQ
�%LO�BU>JMIB��cOPQ�M>OQV�FJ>DBP�PBOSBA�LSBO�>�"#-�LK�>�QEFOA�

M>OQV�ALJ>FK�>OB�@LKPFABOBA�QEFOA�M>OQV�@LKQBKQ
�
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ABP@OFMQFLK�FP�FK@IRABA�?BILT�>KA�QEB�J>MMFKD�LC�ALJ>FK�QL�@>QBDLOV�@>K�?B�CLRKA�FK�QEB�QEFOA�

M>OQV�TB?�OBMLPFQLOV�� 
�

`� �* ���AFPMI>V�>KA�JB>PROBJBKQ�LC�>ASBOQFPBJBKQP�

`� �3'1>9/)8 ���QO>@HFKD�PFQB�SFPFQLO�?BE>SFLO�

`� ��� ���MOLSFABOP�QE>Q�ELPQ�MR?IF@�PE>OBA�RQFIFQFBP�LO�MOFS>QB�@LKQBKQ�LC�QEBFO�RPBOP�

`� �439+39���MOLSFABOP�QE>Q�C>@FIFQ>QB�MR?IFPEBOP�>KA�ELPQ�PVKAF@>QBA�@LKQBKQ�
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`� �489/3- ���MOLSFABOP�QE>Q�ELPQ�QEB�>O?FQO>OV�@LKQBKQ�LC�QEBFO�RPBOP�

`� �'70 +9/3-���P>IBP��IB>A�DBKBO>QFLK��>KA�BJ>FI�J>OHBQFKD�CRK@QFLK>IFQV�

`� !4)/'1 ���PL@F>I�KBQTLOHP�>KA�QEBFO�>CcIF>QBA�FKQBDO>QFLKP�

`� " '-��'3'-+7 ���MOLSFABO�TELPB�PLIB�OLIB�FP�QL�J>K>DB�QEB�FK@IRPFLK�LC�LQEBO�QEFOA�

M>OQFBP�

`� #9/1/9>���@LAB�QE>Q�>FAP�QEB�ABSBILMJBKQ�L?GB@QFSBP�LC�QEB�PFQB�LTKBO�

`� $/*+4 ���MOLSFABOP�QE>Q�ELPQ�QEB�>O?FQO>OV�SFABL�@LKQBKQ�LC�QEBFO�RPBOP�

`� �9.+7 ���RK@>QBDLOFWBA�LO�KLK�@LKCLOJFKD�>@QFSFQV�

Note on CDNs��/>;���)�97J;=EHO�>;H;�?D9BK:;I�FHEL?:;HI�J>7J�FHEL?:;�H;IEKH9;I�ED�public���)�
:EC7?DI��;�=��8EEJIJH7F9:D�9EC
�9:D@I�9BEK:W7H;�9EC
�;J9���7D:�:E;I�not�?D9BK:;�H;IEKH9;I�J>7J�7H;�
I?CFBO�I;HL;:�EL;H�7���)��?�;��FKJJ?D=��BEK:W7H;�?D�<HEDJ�E<�7�F7=;�MEKB:�DEJ�?DWK;D9;�?JI�VHIJ�F7HJO�
:;I?=D7J?ED�799EH:?D=�JE�EKH�9H?J;H?7��

Caveats 

`�  II�A>Q>�MOBPBKQBA�EBOB�FP�?>PBA�LK�>�KLK�FKQBO>@QFSB��@LIA�IL>A
�3EBPB�S>IRBP�@LRIA�

PQ>OQ�QL�ILLH�NRFQB�AFCCBOBKQ�>CQBO�RPBO�FKQBO>@QFLK
�

`� 1LRDEIV�����LC�>II�QEFOA�M>OQV�ALJ>FKP�?V�OBNRBPQ�SLIRJB�E>SB�?BBK�FABKQFcBA�>KA�

@>QBDLOFWBA
�3EB�OBJ>FKFKD�����C>II�FKQL�QEB�^.QEBO_�@>QBDLOV
�

Data 

3EFOA�M>OQV�@LAB�FP�BSBOVTEBOB
�����LC�M>DBP�FK@IRAB�>Q�IB>PQ�LKB�QEFOA�M>OQV�OBPLRO@B������LC�

M>DBP�FPPRB�>�OBNRBPQ�QL�>K�>K>IVQF@P�ALJ>FK��QEB�JBAF>K�M>DB�OBNRBPQP�@LKQBKQ�COLJ�>Q�IB>PQ���

KD?GK;�QEFOA�M>OQV�ALJ>FKP�QE>Q�OBMOBPBKQ�����LC�QEBFO�QLQ>I�KBQTLOH�>@QFSFQV��>KA�QEB�JLPQ�

>@QFSB�����LC�M>DBP�FPPRB�>�TELMMFKD�����QEFOA�M>OQV�OBNRBPQP�LO�JLOB
�(Q]P�KLQ�>�PQOBQ@E�QL�P>V�

QE>Q�QEFOA�M>OQFBP�>OB�>K�FKQBDO>I�M>OQ�LC�QEB�TB?
�

!?=KH;����� �+;H9;DJ7=;�E<�:;IAJEF�F7=;I�J>7J�?D9BK:;�7J�B;7IJ�ED;�J>?H:�F7HJO�H;IEKH9;��

93.59% 
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Categories 

(C�QEB�R?FNRFQV�LC�QEFOA�M>OQV�@LKQBKQ�FP�RKPROMOFPFKD��MBOE>MP�JLOB�FKQBOBPQFKD�FP�QEB�

?OB>HALTK�LC�QEFOA�M>OQV�@LKQBKQ�?V�MOLSFABO�QVMB
�

6EFIB�>ASBOQFPFKD�JFDEQ�?B�QEB�JLPQ�RPBO�SFPF?IB�BU>JMIB�LC�QEFOA�M>OQV�MOBPBK@B�LK�QEB�TB?��

>K>IVQF@P�MOLSFABOP�>OB�QEB�JLPQ�@LJJLK�QEFOA�M>OQV�@>QBDLOV�TFQE�����LC�PFQBP�FK@IRAFKD�>Q�

IB>PQ�LKB�>K>IVQF@P�OBNRBPQ
�"#-P�>Q������>AP�>Q������>KA�ABSBILMBO�RQFIFQFBP�IFHB�2BKQOV��2QOFMB��

>KA�&LLDIB�,>MP�2#*�>Q�����CLIILT�RM�>P�>�@ILPB�PB@LKA��QEFOA��>KA�CLROQE�CLO�>MMB>OFKD�LK�QEB�

JLPQ�TB?�MOLMBOQFBP
�3EB�MLMRI>OFQV�LC�QEBPB�@>QBDLOFBP�CLOJP�QEB�CLRKA>QFLK�LC�LRO�TB?�RP>DB�

M>QQBOKP�FABKQFcBA�I>QBO�FK�QEB�@E>MQBO
�

Providers 

 �OBI>QFSBIV�PJ>II�PBQ�LC�MOLSFABOP�ALJFK>QB�QEB�QEFOA�M>OQV�I>KAP@>MB��QEB�QLM�����ALJ>FKP�

>@@LRKQ�CLO�����LC�KBQTLOH�OBNRBPQP�>@OLPP�QEB�TB?
�/LTBOELRPBP�IFHB�&LLDIB��%>@B?LLH��>KA�

8LR3R?B�J>HB�QEB�EB>AIFKBP�EBOB�TFQE�CRII�MBO@BKQ>DB�MLFKQP�LC�PE>OB�B>@E��?RQ�PJ>IIBO�BKQFQFBP�

IFHB�6FU�>KA�2ELMFCV�@LJJ>KA�>�PR?PQ>KQF>I�MLOQFLK�LC�QEFOA�M>OQV�MLMRI>OFQV�>P�TBII
�

6EFIB�JR@E�@LRIA�?B�P>FA�>?LRQ�BSBOV�FKAFSFAR>I�MOLSFABO]P�MLMRI>OFQV�>KA�MBOCLOJ>K@B�FJM>@Q��

QEFP�JLOB�LMFKFLK>QBA�>K>IVPFP�FP�IBCQ�>P�>K�BUBO@FPB�CLO�QEB�OB>ABO�>KA�LQEBO�MROMLPB�?RFIQ�QLLIP�

PR@E�>P�QEFOA�M>OQV�TB?�� 
�

!?=KH;����� �+;H9;DJ7=;�E<�:;IAJEF�F7=;I�J>7J�?D9BK:;�7J�B;7IJ�ED;�7:�H;IEKH9;��

55.63% 

���   >JJFI�

J>?H:F7HJOM;8�JE:7O�
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Rank Third party domain Percent of requests 

�� fonts.gstatic.com �
����

�� www.facebook.com �
����

�� www.google-analytics.com �
����

�� www.google.com �
����

�� fonts.googleapis.com �
����

�� www.youtube.com �
����

�� connect.facebook.net �
����

�� googleads.g.doubleclick.net �
����

�� cdn.shopify.com �
����

��� maps.googleapis.com �
����

%FDROB��
�
�3LM����JLPQ�MLMRI>O�QEFOA�M>OQV�ALJ>FKP
�
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Rank Third party URL 
Percent of 

requests 

�� https://www.google-analytics.com/analytics.js �
����

�� https://connect.facebook.net/en_US/fbevents.js �
����

��
https://connect.facebook.net/signals/plugins/

inferredEvents.js?v=2.8.51 
�
����

��
https://staticxx.facebook.com/connect/

xd_arbiter.php?version=44 
�
����

��
https://fonts.gstatic.com/s/opensans/v16/

mem8YaGs126MiZpBA-UFVZ0b.woff2 
�
����

��
https://www.googletagservices.com/activeview/js/

current/osd.js?cb=%2Fr20100101 
�
����

��
https://fonts.gstatic.com/s/roboto/v18/

KFOmCnqEu92Fr1Mu4mxK.woff2 
�
����

�� https://googleads.g.doubleclick.net/pagead/id �
����

��
https://fonts.gstatic.com/s/roboto/v19/

KFOmCnqEu92Fr1Mu4mxK.woff2 
�
����

���
https://www.googleadservices.com/pagead/

conversion_async.js 
�
����

%FDROB��
�
�3LM����JLPQ�MLMRI>O�QEFOA�M>OQV�OBNRBPQP
�

Resource types 

3EB�OBPLRO@B�QVMB�?OB>HALTK�LC�QEFOA�M>OQV�@LKQBKQ�>IPL�IBKAP�FKPFDEQ�FKQL�ELT�QEFOA�M>OQV�

@LAB�FP�RPBA�>@OLPP�QEB�TB?
�6EFIB�cOPQ�M>OQV�OBNRBPQP�>OB�����FJ>DBP������P@OFMQ������"22��

>KA�LKIV����'3,+ ��QEFOA�M>OQV�OBNRBPQP�PHBT�JLOB�EB>SFIV�QLT>OA�P@OFMQ�>KA�'3,+�>Q�����

P@OFMQ������FJ>DBP������'3,+ ��>KA�LKIV����"22
�6EFIB�QEFP�PRDDBPQP�QE>Q�QEFOA�M>OQV�@LAB�FP�

IBPP�COBNRBKQIV�RPBA�QL�>FA�QEB�ABPFDK�>KA�FKPQB>A�RPBA�JLOB�COBNRBKQIV�QL�C>@FIFQ>QB�LO�L?PBOSB�

FKQBO>@QFLKP�QE>K�cOPQ�M>OQV�@LAB��>�?OB>HALTK�LC�OBPLRO@B�QVMBP�?V�M>OQV�PQ>QRP�QBIIP�>�JLOB�

KR>K@BA�PQLOV
�6EFIB�"22�>KA�FJ>DBP�>OB�ALJFK>KQIV�cOPQ�M>OQV�>Q�����>KA�����OBPMB@QFSBIV��

CLKQP�>OB�I>ODBIV�PBOSBA�?V�QEFOA�M>OQV�MOLSFABOP�TFQE�LKIV�����?BFKD�PBOSBA�COLJ�cOPQ�M>OQV�

PLRO@BP
�3EFP�@LK@BMQ�LC�RP>DB�M>QQBOKP�FP�BUMILOBA�FK�JLOB�ABMQE�I>QBO�FK�QEFP�@E>MQBO
�
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2BSBO>I�LQEBO�>JRPFKD�C>@QLFAP�GRJM�LRQ�COLJ�QEFP�A>Q>
�3O>@HFKD�MFUBIP��FJ>DB�OBNRBPQP�QL�

>K>IVQF@P�ALJ>FKP��J>HB�RM��
���LC�>II�KBQTLOH�OBNRBPQP��PFU�QFJBP�>P�J>KV�SFABL�OBNRBPQP�>OB�

QL�PL@F>I�KBQTLOHP�IFHB�%>@B?LLH�>KA�3TFQQBO�QE>K�ABAF@>QBA�SFABL�MOLSFABOP�IFHB�8LR3R?B�>KA�

5FJBL��MOBPRJ>?IV�?B@>RPB�QEB�ABC>RIQ�8LR3R?B�BJ?BA�@LKPFPQP�LC�'3,+�>KA�>�MOBSFBT�

QERJ?K>FI�?RQ�KLQ�>K�>RQLMI>VFKD�SFABL���>KA�QEBOB�>OB�PQFII�JLOB�OBNRBPQP�CLO�cOPQ�M>OQV�FJ>DBP�

QE>K�>II�P@OFMQP�@LJ?FKBA
�

Request count 

����LC�>II�OBNRBPQP�>OB�QEFOA�M>OQV
� Q������cOPQ�M>OQV�@>K�PQFII�K>OOLTIV�ELIA�LK�QL�QEB�@OLTK�FK�

�����LC�@LJMOFPFKD�QEB�J>GLOFQV�LC�QEB�TB?�OBPLRO@BP
�&FSBK�QE>Q�GRPQ�RKABO�E>IC�LC�>II�QEB�

OBNRBPQP�>OB�QEFOA�M>OQV�VBQ�>�PJ>II�PBQ�LC�M>DBP�AL�KLQ�FK@IRAB�>KV�>Q�>II��QEB�JLPQ�>@QFSB�QEFOA�

M>OQV�RPBOP�JRPQ�?B�ALFKD�NRFQB�>�?FQ�JLOB�QE>K�QEBFO�C>FO�PE>OB
�(KABBA��>Q�QEB���QE����QE��>KA�

��QE�MBO@BKQFIBP�TB�PBB�KB>OIV�>II�LC�QEB�M>DB�?BFKD�@LJMOFPBA�LC�QEFOA�M>OQV�@LKQBKQ
�(K�C>@Q��

CLO�PLJB�PFQBP�EB>SFIV�OBIVFKD�LK�AFPQOF?RQBA�682(68&�MI>QCLOJP�IFHB�6FU�>KA�2NR>OB2M>@B��

QEB�OLLQ�AL@RJBKQ�JFDEQ�?B�QEB�PLIB�cOPQ�M>OQV�OBNRBPQ��

3EB�KRJ?BO�LC�OBNRBPQP�FPPRBA�?V�B>@E�QEFOA�M>OQV�MOLSFABO�>IPL�S>OFBP�@LKPFABO>?IV�?V�

@>QBDLOV
�6EFIB�>K>IVQF@P�>OB�QEB�JLPQ�TFABPMOB>A�QEFOA�M>OQV�@>QBDLOV�>@OLPP�TB?PFQBP��QEBV�

>@@LRKQ�CLO�LKIV����LC�>II�QEFOA�M>OQV�KBQTLOH�OBNRBPQP
� AP��LK�QEB�LQEBO�E>KA��>OB�CLRKA�LK�

KB>OIV�����CBTBO�PFQBP�VBQ�J>HB�RM�����LC�>II�QEFOA�M>OQV�KBQTLOH�OBNRBPQP
�3EBFO�LRQPFWBA�

OBPLRO@B�FJM>@Q�@LJM>OBA�QL�QEBFO�MLMRI>OFQV�TFII�?B�>�QEBJB�TB�@LKQFKRB�QL�RK@LSBO�FK�QEB�

!?=KH;����� �+;H9;DJ�E<�J>?H:�F7HJO�H;GK;IJI�8O�97J;=EHO�7D:�9EDJ;DJ�JOF;��
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OBJ>FKFKD�A>Q>
�

Byte weight 

6EFIB�����LC�OBNRBPQP�>OB�QEFOA�M>OQV��QEBFO�PE>OB�LC�QEB�TB?�FK�QBOJP�LC�?VQBP�FP�NRFQB�>�?FQ�

ILTBO�>Q�LKIV����
�3EB�P>JB�DLBP�CLO�QEB�?OB>HALTK�?V�JRIQFMIB�OBPLRO@B�QVMBP
�3EFOA�M>OQV�

CLKQP�J>HB�RM�����LC�>II�CLKQP��?RQ�QEBV]OB�LKIV�����LC�CLKQ�?VQBP������LC�'3,+�OBNRBPQP��?RQ�

LKIV�����LC�'3,+�? VQBP������LC�SFABL�OBNRBPQP��?RQ�LKIV�����LC�SFABL�?VQBP
� II�QEFP�PBBJP�QL�

PRDDBPQ�QEFOA�M>OQV�MOLSFABOP�>OB�OBPMLKPF?IB�PQBT>OAP�TEL�HBBM�QEBFO�OBPMLKPB�PFWBP�ILT��>KA��

CLO�QEB�JLPQ�M>OQ��QE>Q�FP�FK�C>@Q�QEB�@>PB�RKQFI�VLR�ILLH�>Q�P@OFMQP
�

#BPMFQB�PBOSFKD�����LC�P@OFMQP��QEFOA�M>OQFBP�@LJMOFPB�����LC�P@OFMQ�?VQBP
�JB>KFKD�QEBFO�P@OFMQP�

>OB�I>ODBO�LK�>SBO>DB�QE>K�cOPQ�M>OQV�P@OFMQP
�3EFP�FP�>K�B>OIV�T>OKFKD�PFDK�CLO�QEBFO�MBOCLOJ>K@B�

FJM>@Q�QL�@LJB�FK�QEB�KBUQ�CBT�PB@QFLKP
�

 P�CLO�PMB@Fc@�QEFOA�M>OQV�MOLSFABOP��QEB�P>JB�GRDDBOK>RQP�QLMMFKD�QEB�OBNRBPQ�@LRKQ�

IB>ABO?L>OAP�J>HB�QEBFO�>MMB>O>K@B�FK�?VQB�TBFDEQ�>P�TBII
�3EB�LKIV�CBT�KLQ>?IB�JLSBJBKQP�

>OB�QEB�I>ODB��JBAF>�EB>SV�MOLSFABOP�PR@E�>P�8LR3R?B��2ELMFCV��>KA�3TFQQBO�TEF@E�@IFJ?�QL�QEB�

QLM�LC�QEB�?VQB�FJM>@Q�@E>OQP
�

!?=KH;����� ��?IJH?8KJ?EDI�E<�H;IEKH9;�8OJ;I�F;H�J>?H:�F7HJO�97J;=EHO��
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Script execution 

����LC�P@OFMQ�BUB@RQFLK�QFJB�FP�COLJ�QEFOA�M>OQV�P@OFMQP��>KA�QEB�QLM�����ALJ>FKP�>IOB>AV�

>@@LRKQ�CLO�����LC�>II�P@OFMQ�BUB@RQFLK�QFJB�LK�QEB�TB?
�3EFP�RKABOP@LOBP�GRPQ�ELT�I>ODB�>K�

FJM>@Q�>�PBIB@Q�CBT�BKQFQFBP�OB>IIV�E>SB�LK�TB?�MBOCLOJ>K@B
�3EFP�QLMF@�FP�BUMILOBA�JLOB�FK�

ABMQE�FK�QEB�1BMBO@RPPFLKP���/BOCLOJ>K@B�PB@QFLK
�

3EB�@>QBDLOV�?OB>HALTKP�>JLKD�P@OFMQ�BUB@RQFLK�I>ODBIV�CLIILT�QE>Q�LC�OBPLRO@B�@LRKQP
�'BOB�

QLL�>ASBOQFPFKD�ILLJP�I>ODBPQ
� A�P@OFMQP�@LJMOFPB�����LC�QEFOA�M>OQV�P@OFMQ�BUB@RQFLK�QFJB�TFQE�

ELPQFKD�>KA�PL@F>I�MOLSFABOP�FK�>�AFPQ>KQ�QFB�CLO�PB@LKA�>Q����
�

6EFIB�JR@E�@LRIA�?B�P>FA�>?LRQ�BSBOV�FKAFSFAR>I�MOLSFABO]P�MLMRI>OFQV�>KA�MBOCLOJ>K@B�FJM>@Q��

QEFP�JLOB�LMFKFLK>QBA�>K>IVPFP�FP�IBCQ�>P�>K�BUBO@FPB�CLO�QEB�OB>ABO�>KA�LQEBO�MROMLPB�?RFIQ�QLLIP�

PR@E�>P�QEB�MOBSFLRPIV�JBKQFLKBA�QEFOA�M>OQV�TB?�� 
�

Usage patterns 

6E V�AL�PFQB�LTKBOP�RPB�QEFOA�M>OQV�@LAB��'LT�AFA�QEFOA�M>OQV�@LKQBKQ�DOLT�QL�?B�KB>OIV�E>IC�LC�

>II�KBQTLOH�OBNRBPQP��6E>Q�>OB�>II�QEBPB�OBNRBPQP�ALFKD�� KPTBOP�QL�QEBPB�NRBPQFLKP�IFB�FK�QEB�

QEOBB�MOFJ>OV�RP>DB�M>QQBOKP�LC�QEFOA�M>OQV�OBPLRO@BP
�!OL>AIV��PFQB�LTKBOP�OB>@E�CLO�QEFOA�

M>OQFBP�QL�DBKBO>QB�>KA�@LKPRJB�A>Q>�COLJ�QEBFO�RPBOP��JLKBQFWB�QEBFO�PFQB�BUMBOFBK@BP��>KA�

PFJMIFCV�TB?�ABSBILMJBKQ
�

Generate and consume data 

 K>IVQF@P�FP�QEB�JLPQ�MLMRI>O�QEFOA�M>OQV�@>QBDLOV�CLRKA�>@OLPP�QEB�TB?�>KA�VBQ�FP�JFKFJ>IIV�

RPBO�SFPF?IB
�"LKPFABO�QEB�SLIRJB�LC�FKCLOJ>QFLK�>Q�MI>V�FK�QEB�IFCBQFJB�LC�>�TB?�SFPFQ��QEBOB]P�

RPBO�@LKQBUQ��ABSF@B��?OLTPBO��@LKKB@QFLK�NR>IFQV��IL@>QFLK��M>DB�FKQBO>@QFLKP��PBPPFLK�IBKDQE��

OBQROK�SFPFQLO�PQ>QRP��>KA�JLOB�?BFKD�DBKBO>QBA�@LKQFKRLRPIV
�(Q]P�AFCc@RIQ��@RJ?BOPLJB��>KA�

BUMBKPFSB�QL�J>FKQ>FK�QLLIP�QE>Q�T>OBELRPB��KLOJ>IFWB��>KA�>K>IVWB�QFJB�PBOFBP�A>Q>�LC�QEFP�

J>DKFQRAB
�6EFIB�KLQEFKD�@>QBDLOF@>IIV�KB@BPPFQ>QBP�QE>Q�>K>IVQF@P�C>II�FKQL�QEB�ALJ>FK�LC�QEFOA�

M>OQV�MOLSFABOP��QEB�TFABPMOB>A�>QQO>@QFSBKBPP�LC�RKABOPQ>KAFKD�VLRO�RPBOP��ABBM�@LJMIBUFQV�LC�

QEB�MOL?IBJ�PM>@B��>KA�FK@OB>PFKD�BJME>PFP�LK�J>K>DFKD�A>Q>�OBPMB@QCRIIV�>KA�OBPMLKPF?IV�

K>QRO>IIV�PROC>@BP�>K>IVQF@P�>P�>�MLMRI>O�QEFOA�M>OQV�RP>DB�M>QQBOK
�

3EBOB]P�>IPL�>�dFM�PFAB�QL�RPBO�A>Q>�QELRDE��@LKPRJMQFLK
�6EFIB�>K>IVQF@P�FP�>?LRQ�DBKBO>QFKD�

A>Q>�COLJ�VLRO�PFQB]P�SFPFQLOP��LQEBO�QEFOA�M>OQV�OBPLRO@BP�CL@RP�LK�@LKPRJFKD�A>Q>�>?LRQ�VLRO�

SFPFQLOP�QE>Q�FP�HKLTK�LKIV�?V�LQEBOP
�2L@F>I�MOLSFABOP�C>II�PNR>OBIV�FKQL�QEFP�RP>DB�M>QQBOK
� �

���   >JJFI�
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PFQB�LTKBO�CKIJ�RPB�%>@B?LLH�OBPLRO@BP�FC�QEBV�TFPE�QL�FKQBDO>QB�FKCLOJ>QFLK�COLJ�>�SFPFQLO]P�

%>@B?LLH�MOLcIB�FKQL�QEBFO�PFQB
� P�ILKD�>P�PFQB�LTKBOP�>OB�FKQBOBPQBA�FK�MBOPLK>IFWFKD�QEBFO�

BUMBOFBK@B�TFQE�TFADBQP�COLJ�PL@F>I�KBQTLOHP�>KA�IBSBO>DFKD�QEB�PL@F>I�KBQTLOHP�LC�QEBFO�

SFPFQLOP�QL�FK@OB>PB�QEBFO�OB>@E��PL@F>I�FKQBDO>QFLKP�>OB�IFHBIV�QL�OBJ>FK�QEB�ALJ>FK�LC�QEFOA�M>OQV�

BKQFQFBP�CLO�QEB�CLOBPBB>?IB�CRQROB
�

Monetize web traffic 

3EB�LMBK�JLABI�LC�QEB�TB?�ALBP�KLQ�>IT>VP�PBOSB�QEB�cK>K@F>I�FKQBOBPQP�LC�@LKQBKQ�@OB>QLOP�QL�

QEBFO�IFHFKD�>KA�J>KV�PFQB�LTKBOP�OBPLOQ�QL�JLKBQFWFKD�QEBFO�PFQBP�TFQE�>ASBOQFPFKD
�!B@>RPB�

?RFIAFKD�AFOB@Q�OBI>QFLKPEFMP�TFQE�>ASBOQFPBOP�>KA�KBDLQF>QFKD�MOF@FKD�@LKQO>@QP�FP�>�OBI>QFSBIV�

AFCc@RIQ�>KA�QFJB�@LKPRJFKD�MOL@BPP��QEFP�@LK@BOK�FP�I>ODBIV�E>KAIBA�?V�QEFOA�M>OQV�MOLSFABOP�

MBOCLOJFKD�Q>ODBQBA�>ASBOQFPFKD�>KA�OB>I�QFJB�?FAAFKD
�6FABPMOB>A�KBD>QFSB�MR?IF@�LMFKFLK��

QEB�MLMRI>OFQV�LC�>A�?IL@HFKD�QB@EKLILDV��>KA�OBDRI>QLOV�>@QFLK�FK�J>GLO�DIL?>I�J>OHBQP�PR@E�>P�

$ROLMB�MLPB�QEB�I>ODBPQ�QEOB>Q�QL�QEB�@LKQFKRBA�RPB�LC�QEFOA�M>OQV�MOLSFABOP�CLO�JLKBQFW>QFLK
�

6EFIB�FQ]P�RKIFHBIV�QE>Q�PFQB�LTKBOP�PRAABKIV�PQOFHB�QEBFO�LTK�>ASBOQFPFKD�AB>IP�LO�?RFIA�?BPMLHB�

>A�KBQTLOHP��>IQBOK>QFSB�JLKBQFW>QFLK�JLABIP�IFHB�M>VT>IIP�>KA�BUMBOFJBKQP�IFHB�!O>SB]P�!>PF@�

 QQBKQFLK�3LHBK�� �E>SB�>�OB>I�@E>K@B�LC�PE>HFKD�RM�QEB�QEFOA�M>OQV�>A�I>KAP@>MB�LC�QEB�CRQROB
�

Simplify development 

 ?L SB�>II��QEFOA�M>OQV�OBPLRO@BP�>OB�RPBA�QL�PFJMIFCV�QEB�TB?�ABSBILMJBKQ�BUMBOFBK@B
�$SBK�

MOBSFLRP�RP>DB�M>QQBOKP�@LRIA�>ODR>?IV�C>II�FKQL�QEFP�M>QQBOK�>P�TBII
�6EBQEBO�>K>IVWFKD�RPBO�

?BE>SFLO��@LJJRKF@>QFKD�TFQE�>ASBOQFPBOP��LO�MBOPLK>IFWFKD�QEB�RPBO�BUMBOFBK@B��QEFOA�M>OQV�
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QE>Q�TB�TFII�AFP@RPP�?BILT
�

&LLDIB�PBOSBP�CLKQP�RPFKD�QEFOA�M>OQV�"22�cIBP�ELPQBA�LK�

https://fonts.googleapis.com 
�#BSBILMBOP�>AA�OBNRBPQP�QL�QEBPB�PQVIBPEBBQP�RPFKD�

<link> �Q>DP�FK�QEBFO�J>OHRM
�6EFIB�QEBPB�PQVIBPEBBQP�>OB�OBKABO�?IL@HFKD��QEBV�>OB�SBOV�PJ>II
�

'LTB SBO��QEB�CLKQ�cIBP�>OB�ELPQBA�LK�VBQ�>KLQEBO�ALJ>FK��https://fonts.gstatic.com 
�

3EB�JLABI�LC�OBNRFOFKD�QTL�PBM>O>QB�ELMP�QL�QTL�AFCCBOBKQ�ALJ>FKP�J>HBP�preconnect �>�

DOB>Q�LMQFLK�EBOB�CLO�QEB�PB@LKA�OBNRBPQ�QE>Q�TFII�KLQ�?B�AFP@LSBOBA�RKQFI�QEB�"22�FP�

ALTKIL>ABA
�

-LQB�QE>Q�TEFIB�preload �TLRIA�?B�>�KF@B�>AAFQFLK�QL�IL>A�QEB�CLKQ�cIBP�EFDEBO�FK�QEB�OBNRBPQ�

T>QBOC>II��OBJBJ?BO�QE>Q�preconnect �PBQP�RM�QEB�@LKKB@QFLK��FQ�ALBPK]Q�OBNRBPQ�QEB�cIB�

@LKQBKQ���preload �FP�KLQ�VBQ�>S>FI>?IB�TFQE�&LLDIB�%LKQP
�&LLDIB�%LKQP�DBKBO>QBP�RKFNRB�

41+P�CLO�QEBFO�CLKQ�cIBP�TEF@E�>OB�PR?GB@Q�QL�@E>KDB��� 
�

����   >JJFI�

=?J>K8�9EC
=EE=B;
<EDJI
?IIK;I
�����
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What are the most popular third-party hosts? 

Host Desktop Mobile 

CLKQP
DPQ>QF@
@LJ� ��
��� ��
���

RPB
QVMBHFQ
KBQ� �
��� �
���

J>U@AK
?LLQPQO>M@AK
@LJ� �
��� �
���

RPB
CLKQ>TBPLJB
@LJ� �
��� �
���

PQ>QF@
M>O>PQLO>DB
@LJ� �
��� �
���

CLKQP
PELMFCV@AK
@LJ� �
��� �
���

@AK
PELMFCV
@LJ� �
��� �
���

@AKGP
@ILRAd>OB
@LJ� �
��� �
���

RPB
QVMBHFQ
@LJ� �
��� �
���

KBQAK>
?LLQPQO>M@AK
@LJ� �
��� �
���

C>PQ
CLKQP
KBQ� �
��� �
���

PQ>QF@
AB>IBO
@LJ� �
��� �
���

QEBJBP
DLLDIBRPBO@LKQBKQ
@LJ� �
��� �
���

PQ>QF@�S
Q>TH
QL� �
��� �
���

PQ@
RQAPQ@
@LJ� �
��� �
���

@AK
GPABIFSO
KBQ� �
��� �
���

HFQ�COBB
CLKQ>TBPLJB
@LJ� �
��� �
���

LMBK
P@AK
@L� �
��� �
���

>PPBQP
PNR>OBPM>@B
@LJ� �
��� �
���

CLKQP
GFJPQ>QF@
@LJ� �
��� �
���

%FDROB��
�
�3LM����CLKQ�ELPQP�?V�MBO@BKQ�LC�OBNRBPQP
�

3EB�ALJFK>K@B�LC�&LLDIB�%LKQP�EBOB�T>P�PFJRIQ>KBLRPIV�PROMOFPFKD�>KA�RKPROMOFPFKD�>Q�QEB�

P>JB�QFJB
�(Q�T>P�RKPROMOFPFKD�FK�QE>Q�(�BUMB@QBA�QEB�PBOSF@B�QL�?B�QEB�JLPQ�MLMRI>O�>KA�

PROMOFPFKD�FK�QEB�PEBBO�ALJFK>K@B�LC�FQP�MLMRI>OFQV
�����LC�CLKQ�OBNRBPQP�FP�>PQLRKAFKD
�3VMB*FQ�

T>P�>�AFPQ>KQ�PFKDIB�AFDFQ�PB@LKA�MI>@B��TFQE�QEB�!LLQPQO>M�IF?O>OV�>@@LRKQFKD�CLO�>K�BSBK�JLOB�
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AFPQ>KQ�QEFOA�MI>@B
�

6EFIB�QEB�EFDE�RP>DB�LC�&LLDIB�%LKQP�EBOB�FP�SBOV�FJMOBPPFSB��FQ�FP�>IPL�KLQBTLOQEV�QE>Q�LKIV�

����LC�M>DBP�FK@IRABA�>�&LLDIB�%LKQP�<link> �BIBJBKQ
�3EFP�@LRIA�JB>K�>�CBT�QEFKDP��

`� 6EBK�M>DBP�RPBP�&LLDIB�%LKQP��QEBV�RPB�7�BEJ�LC�&LLDIB�%LKQP
�3EBV�>OB�MOLSFABA�

TFQELRQ�JLKBQ>OV�@LPQ��>CQBO�>II
�/BOE>MP�QEBV]OB�?BFKD�RPBA�FK�>�MLMRI>O�682(68&�

BAFQLO��3EFP�PBBJP�IFHB�>�SBOV�IFHBIV�BUMI>K>QFLK
�

`� .O�>�JLOB�RKIFHBIV�PQLOV�FP�QE>Q�FQ�@LRIA�JB>K�QE>Q�>�ILQ�LC�MBLMIB�>OB�RPFKD�&LLDIB�

%LKQP�TFQE�@import �FKPQB>A�LC�<link> 
�

`� .O�FC�TB�T>KQ�QL�DL�LCC�QEB�ABBM�BKA�FKQL�PRMBO�RKIFHBIV�P@BK>OFLP��FQ�@LRIA�JB>K�QE>Q�

J>KV�MBLMIB�>OB�RPFKD�&LLDIB�%LKQP�TFQE�>K�'33/� Link: �EB>ABO�FKPQB>A
�

&LLDIB�%LKQP�AL@RJBKQ>QFLK�BK@LRO>DBP�QEB�<link> �CLO�QEB�&LLDIB�%LKQP�"22�QL�?B�MI>@BA�>P�

QEB�cOPQ�@EFIA�FK�QEB�<head> �LC�>�M>DB
�3EFP�FP�>�?FD�>PH��(K�MO>@QF@B��QEFP�FP�KLQ�@LJJLK�>P�LKIV�

E>IC�>�MBO@BKQ�LC�>II�M>DBP��>?LRQ��������M>DBP��QLLH�QEFP�>ASF@B
�

,LOB�PL��FC�>�M>DB�FP�RPFKD�preconnect �LO�dns-prefetch �>P�<link> �BIBJBKQP��QEBPB�

TLRIA�@LJB�?BCLOB�QEB�&LLDIB�%LKQP�"22�>KVT>V
�1B>A�LK�CLO�JLOB�>?LRQ�QEBPB�OBPLRO@B�EFKQP
�

Speeding up third-party hosting 

 P�JBKQFLKBA�>?LSB��>�PRMBO�B>PV�T>V�QL�PMBBA�RM�TB?�CLKQ�OBNRBPQP�QL�>�QEFOA�M>OQV�ELPQ�FP�QL�

RPB�QEB�preconnect �OBPLRO@B�EFKQ
�

!?=KH;����� �+;H9;DJ�E<�F7=;I�J>7J�?D9BK:;�7�"EE=B;�!EDJI�IJOB;I>;;J�B?DA�?D�J>;�:E9KC;DJ�<head> ��

29% 

!?=KH;����� �+;H9;DJ�E<�F7=;I�J>7J�?D9BK:;�7�"EE=B;�!EDJI�IJOB;I>;;J�B?DA�7I�J>;�VHIJ�9>?B:�?D�J>;�
:E9KC;DJ�<head> ��

0.4% 
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6 LT��+BPP�QE>K����LC�M>DBP�>OB�RPFKD�preconnect ��&FSBK�QE>Q�&LLDIB�%LKQP�FP�>Q������QEFP�

PELRIA�?B�EFDEBO��#BSBILMBOP��FC�VLR�RPB�&LLDIB�%LKQP��RPB�preconnect ��&LLDIB�%LKQP��

MOLPBIVQFWB�preconnect �JLOB��

(K�C>@Q��FC�VLR]OB�RPFKD�&LLDIB�%LKQP�DL�>EB>A�>KA�>AA�QEFP�QL�VLRO�<head> �FC�FQ]P�KLQ�QEBOB�

>IOB>AV��

<link  rel =" preconnect "  href =" https://fonts.gstatic.com/ " > 

!?=KH;����� �+;H9;DJ�E<�CE8?B;�F7=;I�FH;9EDD;9J?D=�JE�7�M;8�<EDJ�>EIJ��

1.7% 
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Most popular typefaces 

Rank Font family Desktop Mobile 

�� .MBK�2>KP� ���� ����

�� 1L?LQL� ���� ����

�� ,LKQPBOO>Q� ��� ���

�� 2LRO@B�2>KP�/OL� ��� ���

�� -LQL�2>KP�)/� ��� ���

�� +>QL� ��� ���

�� ->KRJ�&LQEF@� ��� ���

�� -LQL�2>KP�*1� ��� ���

�� 1L?LQL�"LKABKPBA� ��� ���

��� 1>IBT>V� ��� ���

��� %LKQ TBPLJB� ��� ���

��� 1L?LQL�2I>?� ��� ���

��� -LQL�2>KP�3"� ��� ���

��� / LMMFKP� ��� ���

��� 4?RKQR� ��� ���

��� .PT>IA� ��� ���

��� ,BOOFTB>QEBO� ��� ���

��� /3�2>KP� ��� ���

��� /I> VC>FO�#FPMI>V� ��� ���

��� -LQL�2>KP� ��� ���

%FDROB��
�
�3LM����CLKQ�C>JFIFBP�>P�>�MBO@BKQ�LC�>II�CLKQ�AB@I>O>QFLKP
�

(Q�FP�RKPROMOFPFKD�QE>Q�QEB�QLM�BKQOFBP�EBOB�PBBJ�QL�J>Q@E�RM�SBOV�PFJFI>OIV�QL�&LLDIB�%LKQP]�IFPQ�

LC�CLKQP�PLOQBA�?V�MLMRI>OFQV��� 
�

����   >JJFI�

<EDJI�=EE=B;�9EC
�IEHJ�FEFKB7H?JO�
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What font formats are being used? 

6.%%��FP�MOBQQV�TBII�PRMMLOQBA��� �FK�TB?�?OLTPBOP�QLA>V
�&LLDIB�%LKQP�PBOSBP�6.%%���>�

CLOJ>Q�QE>Q�LCCBOP�FJMOLSBA�@LJMOBPPFLK�LSBO�FQP�MOBAB@BPPLO�6.%%��TEF@E�T>P�FQPBIC�>IOB>AV�

>K�FJMOLSBJBKQ�LSBO�LQEBO�BUFPQFKD�CLKQ�CLOJ>QP
�

%OLJ�J V�MBOPMB@QFSB��>K�>ODRJBKQ�@LRIA�?B�J>AB�QL�DL�6.%%��LKIV�CLO�TB?�CLKQP�>CQBO�PBBFKD�

QEB�OBPRIQP�EBOB
�(�TLKABO�TEBOB�QEB�ALR?IB�AFDFQ�6.%%�RP>DB�FP�@LJFKD�COLJ��/BOE>MP�

ABSBILMBOP�PQFII�PBOSFKD�TB?�CLKQP�QL�(KQBOKBQ�$UMILOBO��

3EFOA�MI>@B�octet-stream ��>KA�plain �>�IFQQIB�CROQEBO�ALTK��TLRIA�PBBJ�QL�PRDDBPQ�QE>Q�>�

ILQ�LC�TB?�PBOSBOP�>OB�@LKcDROBA�FJMOLMBOIV��PBKAFKD�>K�FK@LOOB@Q�,(,$�QVMB�TFQE�TB?�CLKQ�cIB�

OBNRBPQP
�

+BQ]P�AFD�>�?FQ�ABBMBO�>KA�ILLH�>Q�QEB�format() �S>IRBP�RPBA�FK�QEB�src: �MOLMBOQV�LC�@font-

face �AB@I>O>QFLKP��

!?=KH;����� �+EFKB7H?JO�E<�M;8�<EDJ�($( �JOF;I��

����   >JJFI�

97D?KI;�9EC
�<;7J�ME<<��
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(�T>P�ELMFKD�QL�PBB�25&�CLKQP��� �LK�QEB�AB@IFKB
�3EBV]OB�?RDDV�>KA�FJMIBJBKQ>QFLKP�E>SB�?BBK�

OBJLSBA�COLJ�BSBOV�?OLTPBO�BU@BMQ�2>C>OF
�3FJB�QL�AOLM�QEBPB��V]>II
�

3EB�25&�A>Q>�MLFKQ�EBOB�>IPL�J>HBP�JB�TLKABO�TE>Q�,(,$�QVMB�V]>II�>OB�PBOSFKD�QEBPB�25&�

CLKQP�TFQE
�(�ALK]Q�PBB�image/svg+xml �>KVTEBOB�FK�%FDROB��
�
� KVT>V��ALK]Q�TLOOV�>?LRQ�

cUFKD�QE>Q��GRPQ�DBQ�OFA�LC�QEBJ��

!?=KH;����� �+EFKB7H?JO�E<�<EDJ�<EHC7JI�?D�@font-face �:;9B7H7J?EDI��

����   >JJFI�

97D?KI;�9EC
�<;7J�IL=�<EDJI�
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WOFF2-only 

Rank Format combinations Desktop Mobile 

�� TLCC�� ��
��� ��
���

�� PSD��QORBQVMB��TLCC� �
��� �
���

�� PSD��QORBQVMB��TLCC��TLCC�� �
��� �
���

�� BLQ��PSD��QORBQVMB��TLCC� �
��� �
���

�� TLCC��TLCC�� �
��� �
���

�� BLQ��PSD��QORBQVMB��TLCC��TLCC�� �
��� �
���

�� QORBQVMB��TLCC� �
��� �
���

�� TLCC� �
��� �
���

�� QORBQVMB� �
��� �
���

��� QORBQVMB��TLCC��TLCC�� �
��� �
���

��� LMBKQVMB��TLCC��TLCC�� �
��� �
���

��� PSD� �
��� �
���

��� BLQ��QORBQVMB��TLCC� �
��� �
���

��� LMBKQVMB��TLCC� �
��� �
���

��� LMBKQVMB� �
��� �
���

��� BLQ� �
��� �
���

��� LMBKQVMB��PSD��QORBQVMB��TLCC� �
��� �
���

��� LMBKQVMB��QORBQVMB��TLCC��TLCC�� �
��� �
���

��� BLQ��QORBQVMB��TLCC��TLCC�� �
��� �
���

��� PSD��TLCC� �
��� �
���

%FDROB��
�
�3LM����CLKQ�CLOJ>Q�@LJ?FK>QFLKP
�

3EFP�A>Q>PBQ�PBBJP�QL�PRDDBPQ�QE>Q�QEB�J>GLOFQV�LC�MBLMIB�>OB�>IOB>AV�RPFKD�6.%%��LKIV�FK�

QEBFO�@font-face �?IL@HP
�!RQ�QEFP�FP�JFPIB>AFKD�LC�@LROPB��MBO�LRO�B>OIFBO�AFP@RPPFLK�LK�QEB�

ALJFK>K@B�LC�&LLDIB�%LKQP�FK�QEB�A>Q>�PBQ
�&LLDIB�%LKQP�ALBP�PLJB�PKFCcKD�JBQELAP�QL�PBOSB�>�

PQOB>JIFKBA�"22�cIB�>KA�LKIV�FK@IRABP�QEB�JLPQ�JLABOK�format() 
�4KPROMOFPFKDIV��6.%%��
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ALJFK>QBP�QEB�OBPRIQP�EBOB�CLO�QE>Q�OB>PLK��>P�?OLTPBO�PRMMLOQ�CLO�6.%%��E>P�?BBK�MOBQQV�

?OL>A�CLO�PLJB�QFJB�KLT
�

(JMLOQ>KQIV��QEFP�M>OQF@RI>O�A>Q>�ALBPK]Q�OB>IIV�PRMMLOQ�LO�ABQO>@Q�COLJ�QEB�@>PB�QL�DL�

6.%%��LKIV�V BQ��?RQ�FQ�OBJ>FKP�>�QBJMQFKD�FAB>
�

Fighting against invisible text 

3EB�KRJ?BO�LKB�QLLI�TB�E>SB�QL�cDEQ�QEB�ABC>RIQ�TB?�CLKQ�IL>AFKD�?BE>SFLO�LC�^FKSFPF?IB�TEFIB�

IL>AFKD_��>IPL�HKLTK�>P�%.(3���FP�font-display 
� AAFKD�font-display: swap �QL�VLRO�

@font-face �?IL@H�FP�>K�B>PV�T>V�QL�QBII�QEB�?OLTPBO�QL�PELT�C>II?>@H�QBUQ�TEFIB�QEB�TB?�CLKQ�

FP�IL>AFKD
�

!OLTPBO�PRMMLOQ��� �FP�DOB>Q�QLL
�(KQBOKBQ�$UMILOBO�>KA�MOB�"EOLJFRJ�$ADB�ALK]Q�E>SB�PRMMLOQ�

?RQ�QEBV�>IPL�OBKABO�C>II?>@H�QBUQ�?V�ABC>RIQ�TEBK�>�TB?�CLKQ�IL>AP��KL�%.(3P�>IILTBA�EBOB�
�%LO�

LRO�"EOLJB�QBPQP��ELT�@LJJLKIV�FP�font-display �RPBA��

(�>PPRJB�QEFP�TFII�?B�@OBBMFKD�RM�LSBO�QFJB��BPMB@F>IIV�KLT�QE>Q�&LLDIB�%LKQP�FP�>AAFKD�font-

display �QL�>II�KBT�@LAB�PKFMMBQP�@LMFBA�COLJ�QEBFO�PFQB
�

(C�VLR]OB�RPFKD�&LLDIB�%LKQP��RMA>QB�VLRO�PKFMMBQP��(C�VLR]OB�KLQ�RPFKD�&LLDIB�%LKQP��RPB�font-

display ��1B>A�JLOB�>?LRQ�font-display �LK�,#- ��� 
�

+BQ]P�E>SB�>�ILLH�>Q�TE>Q�font-display �S>IRBP�>OB�MLMRI>O��

!?=KH;������ �+;H9;DJ�E<�CE8?B;�F7=;I�J>7J�KJ?B?P;�J>;�font-display �IJOB;��

26% 

����   >JJFI�

97D?KI;�9EC
�<;7J�C:D�9II67J�HKB;I6<EDJ�<79;6<EDJ�:?IFB7O�
����   >JJFI�

:;L ;BEF;H�CEP?BB7�EH=
:E9I
2;8
�..
 �<EDJ�<79;
<EDJ�:?IFB7O�
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 P�>K�B>PV�T>V�QL�PELT�C>II?>@H�QBUQ�TEFIB�>�TB?�CLKQ�FP�IL>AFKD��font-display: swap 

OBFDKP�PRMOBJB�>KA�FP�QEB�JLPQ�@LJJLK�S>IRB
�swap �FP�>IPL�QEB�ABC>RIQ�S>IRB�RPBA�?V�KBT�

&LLDIB�%LKQP�@LAB�PKFMMBQP�QLL
�(�TLRIA�E>SB�BUMB@QBA�optional ��LKIV�OBKABO�FC�@>@EBA��QL�

E>SB�>�?FQ�JLOB�RP>DB�EBOB�>P�>�CBT�MOLJFKBKQ�ABSBILMBO�BS>KDBIFPQP�IL??FBA�CLO�FQ�>�?FQ��?RQ�KL�

AF@B
�

How many web fonts are too many? 

3EFP�FP�>�NRBPQFLK�QE>Q�OBNRFOBP�PLJB�JB>PROB�LC�KR>K@B
�'LT�>OB�QEB�CLKQP�?BFKD�RPBA��%LO�

ELT�JR@E�@LKQBKQ�LK�QEB�M>DB��6EBOB�ALBP�QEFP�@LKQBKQ�IFSB�FK�QEB�I>VLRQ��'LT�>OB�QEB�CLKQP�

?BFKD�OBKABOBA��(K�IFBR�LC�KR>K@B�ELTBSBO�IBQ]P�AFSB�OFDEQ�FKQL�PLJB�?OL>A�>KA�EB>SV�E>KABA�

>K>IVPFP�PMB@Fc@>IIV�@BKQBOBA�LK�OBNRBPQ�@LRKQP
�

!?=KH;������ �0I7=;�E<�font-display �L7BK;I��
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3EB�JBAF>K�TB?�M>DB�J>HBP�QEOBB�TB?�CLKQ�OBNRBPQP
� Q�QEB���QE�MBO@BKQFIB��OBNRBPQBA�PFU�>KA�

KFKB�TB?�CLKQP�LK�JL?FIB�>KA�ABPHQLM��OBPMB@QFSBIV
�

(Q�ALBP�PBBJ�NRFQB�FKQBOBPQFKD�QE>Q�TB?�CLKQ�OBNRBPQP�PBBJ�QL�?B�MOBQQV�PQB>AV�>@OLPP�ABPHQLM�

!?=KH;������ ��?IJH?8KJ?ED�E<�<EDJ�H;GK;IJI�F;H�F7=;��

!?=KH;������ �#?IJE=H7C�E<�M;8�<EDJI�H;GK;IJ;:�F;H�F7=;��
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Color fonts might also be the future? 
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FCP by device 
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FCP by effective connection type 
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FCP by geography 
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FID by device 
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FID by effective connection type 
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FID by geo 
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�

Certificate Authorities 
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https://tools.ietf.org/html/rfc8446
https://almanac.httparchive.org/static/images/2019/security/fig3.png
https://almanac.httparchive.org/static/images/2019/security/fig3.png


 RQELOFQV��" �
�6FQE�QEB�FK@OB>PB�FK�QEB�RPB�LC�'33/2�@LJBP�QEB�FK@OB>PB�FK�RPB�LC�" P�>KA�

QEBFO�MOLAR@QP�PBOSF@BP
�'BOB�>OB�QEB�QLM�QBK�@BOQFc@>QB�FPPRBOP�?>PBA�LK�QEB�SLIRJB�LC�3+2�

OBNRBPQP�QE>Q�RPB�QEBFO�@BOQFc@>QB
�

Issuing Certificate Authority Desktop Mobile 

&LLDIB�(KQBOKBQ� RQELOFQV�&�� ��
���� ��
����

+BQ]P�$K@OVMQ� RQELOFQV�7�� ��
���� �
����

#FDF"BOQ�2' ��'FDE� PPRO>K@B�2BOSBO�" � �
���� �
����

#FDF"BOQ�2' ��2B@ROB�2BOSBO�" � �
���� �
����

&32�" ��.�� �
���� �
����

#FDF"BOQ�2' ��2B@ROB�2BOSBO�" � �
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".,.#.�12 �#LJ>FK�5 >IFA>QFLK�2B@ROB�2BOSBO�" � �
���� �
����

&L�#>AAV�2B@ROB�"BOQFc@>QB� RQELOFQV���&�� �
���� �
����

 J>WLK� �
���� �
����

".,.#.�$""�#LJ>FK�5 >IFA>QFLK�2B@ROB�2BOSBO�" ��� �
���� �
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�
�3LM�QBK�"BOQFc@>QB� RQELOFQV�RPBA
�

 P�MOBSFLRPIV�AFP@RPPBA��QEB�SLIRJB�CLO�&LLDIB�IFHBIV�OBdB@QP�OBMB>QBA�RPB�LC�&LLDIB� K>IVQF@P��

&LLDIB� ATLOAP��LO�&LLDIB�%LKQP�LK�LQEBO�PFQBP
�

3EB�OFPB�LC�+BQ]P�$K@OVMQ��� �E>P�?BBK�JBQBLOF@�>CQBO�QEBFO�I>RK@E�FK�B>OIV�������PFK@B�QEBK�QEBV]SB�

?B@LJB�LKB�LC�QEB�QLM�@BOQFc@>QB�FPPRBOP�FK�QEB�TLOIA
�3EB�>S>FI>?FIFQV�LC�COBB�@BOQFc@>QBP�>KA�

QEB�>RQLJ>QBA�QLLIFKD�E>P�?BBK�@OFQF@>IIV�FJMLOQ>KQ�QL�QEB�>ALMQFLK�LC�'33/2�LK�QEB�TB?
�+BQ]P�

$K@OVMQ�@BOQ>FKIV�E>A�>�PFDKFc@>KQ�M>OQ�QL�MI>V�FK�?LQE�LC�QELPB
�

3EB�OBAR@BA�@LPQ�E>P�OBJLSBA�QEB�?>OOFBO�QL�BKQOV�CLO�'33/2��?RQ�QEB�>RQLJ>QFLK�+BQ]P�$K@OVMQ�

RPBP�FP�MBOE>MP�JLOB�FJMLOQ>KQ�FK�QEB�ILKD�ORK�>P�FQ�>IILTP�PELOQBO�@BOQFc@>QB�IFCBQFJBP�TEF@E�

E>P�J>KV�PB@ROFQV�?BKBcQP��� 
�

Authentication key type 

 ILKDPFAB�QEB�FJMLOQ>KQ�OBNRFOBJBKQ�QL�RPB�'33/2�FP�QEB�OBNRFOBJBKQ�QL�>IPL�RPB�>�DLLA�
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https://letsencrypt.org/
https://scotthelme.co.uk/why-we-need-to-do-more-to-reduce-certificate-lifetimes/
https://scotthelme.co.uk/why-we-need-to-do-more-to-reduce-certificate-lifetimes/
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%FOPQ�LC�>II��TB]II�ILLH�>Q�QEB�HBVP�RPBA�CLO�>RQEBKQF@>QFLK�MROMLPBP
�3O>AFQFLK>IIV�@BOQFc@>QBP�

E>SB�?BBK�FPPRBA�?>PBA�LK�HBVP�RPFKD�QEB�12 �>IDLOFQEJ��ELTBSBO�>�KBTBO�>KA�?BQQBO�

>IDLOFQEJ�RPBP�$"#2 ��$IIFMQF@�"ROSB�#FDFQ>I�2FDK>QROB� IDLOFQEJ��TEF@E�>IILTP�QEB�RPB�LC�

PJ>IIBO�HBVP�QE>Q�ABJLKPQO>QB�?BQQBO�MBOCLOJ>K@B�QE>K�QEBFO�12 �@LRKQBOM>OQP
�+LLHFKD�>Q�QEB�

OBPRIQP�LC�LRO�@O>TI�TB�PQFII�PBB�>�I>ODB���LC�QEB�TB?�RPFKD�12 
�

Key Type Desktop Mobile 

12 �* BVP� ��
���� ��
���

$"#  �* BVP� ��
���� ��
����

%FDROB��
�
� RQEBKQF@>QFLK�HBV�QVMBP�RPBA
�

6EFIPQ�$"#2 �HBVP�>OB�PQOLKDBO��TEF@E�>IILTP�QEB�RPB�LC�PJ>IIBO�HBVP�>KA�ABJLKPQO>QB�?BQQBO�

MBOCLOJ>K@B�QE>K�QEBFO�12 �@LRKQBOM>OQP��@LK@BOKP�>OLRKA�?>@HT>OAP�@LJM>QF?FIFQV��>KA�

@LJMIF@>QFLKP�FK�PRMMLOQFKD�?LQE�FK�QEB�JB>KQFJB��AL�MOBSBKQ�PLJB�TB?PFQB�LMBO>QLOP�COLJ�

JFDO>QFKD
�

Forward secrecy 

%LOT>OA�PB@OB@V��� �FP�>�MOLMBOQV�LC�PLJB�HBV�BU@E>KDB�JB@E>KFPJP�QE>Q�PB@ROBP�QEB�@LKKB@QFLK�

FK�PR@E�>�T>V�QE>Q�FQ�MOBSBKQP�B>@E�@LKKB@QFLK�QL�>�PBOSBO�COLJ�?BFKD�BUMLPBA�BSBK�FK�@>PB�LC�>�

CRQROB�@LJMOLJFPB�LC�QEB�PBOSBO]P�MOFS>QB�HBV
�3EFP�FP�TBII�RKABOPQLLA�TFQEFK�QEB�PB@ROFQV�

@LJJRKFQV�>P�ABPFO>?IB�LK�>II�3+2�@LKKB@QFLKP�QL�P>CBDR>OA�QEB�PB@ROFQV�LC�QELPB�@LKKB@QFLKP
�
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J>KA>QLOV�FK������TFQE�3+2S�
��OBNRFOFKD�QEB�RPB�LC�%LOT>OA�2B@OB@V
�

+LLHFKD�>Q�QEB���LC�3+2�OBNRBPQP�QE>Q�MOLSFAB�%LOT>OA�2B@OB@V��TB�@>K�PBB�QE>Q�PRMMLOQ�FP�

QOBJBKALRP
���
����LC�#BPHQLM�>KA���
����LC�JL?FIB�OBNRBPQP�RPB�%LOT>OA�PB@OB@V
�6 B]A�

BUMB@Q�QE>Q�QEB�@LKQFKRFKD�FK@OB>PB�FK�QEB�>ALMQFLK�LC�3+2S�
��TFII�CROQEBO�FK@OB>PB�QEBPB�

KRJ?BOP
�

Cipher suites 

3+2�>IILTP�QEB�RPB�LC�S>OFLRP�@FMEBO�PRFQBP���PLJB�KBTBO�>KA�JLOB�PB@ROB��>KA�PLJB�LIABO�>KA�
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https://en.wikipedia.org/wiki/Forward_secrecy


PRFQBP�>KA�TFII�KLQ�MBOJFQ�QEB�LIABO��FKPB@ROB��@FMEBO�PRFQBP�QL�?B�RPBA
�3LLIP�IFHB�22+�+>?P��� �>IILT�

QEB�3+2�PBQRM�LC�>�TB?PFQB��FK@IRAFKD�QEB�@FMEBO�PRFQBP�PRMMLOQBA�>KA�QEBFO�MOBCBOOBA�LOABO��QL�

?B�B>PFIV�PBBK��TEF@E�EBIMP�AOFSB�?BQQBO�@LKcDRO>QFLKP
�6B�@>K�PBB�QE>Q�QEB�J>GLOFQV�LC�@FMEBO�

PRFQBP�KBDLQF>QBA�CLO�3+2�OBNRBPQP�TBOB�FKABBA�BU@BIIBKQ��

Cipher Suite Desktop Mobile 

AES_128_GCM ��
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AES_256_GCM ��
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AES_256_CBC �
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AES_128_CBC �
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Mixed content 
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https://www.ssllabs.com/
https://blog.cloudflare.com/it-takes-two-to-chacha-poly/
https://en.wikipedia.org/wiki/Triple_DES#Security
https://www.ssllabs.com/ssl-pulse/


Mixed Content Type Desktop Mobile 
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Security headers 
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FKQL�QEB�?OLTPBO
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https://blog.chromium.org/2019/10/no-more-mixed-messages-about-https.html
https://securityheaders.com/
https://securityheaders.com/


HTTP Strict Transport Security 
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?OLTPBO�QL�OBNRFOB�FQ
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HSTS Directive Desktop Mobile 
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https://almanac.httparchive.org/static/images/2019/security/fig8.png
https://almanac.httparchive.org/static/images/2019/security/fig8.png
https://tools.ietf.org/html/rfc6797
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HSTS preloading 
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�
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>@@BPP�QL�'33/�LKIV�PFQBP
�

Content Security Policy 
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https://en.wikipedia.org/wiki/Trust_on_first_use
https://hstspreload.org/
https://en.wikipedia.org/wiki/Cross-site_scripting
https://en.wikipedia.org/wiki/Cross-site_scripting
https://www.w3.org/TR/CSP2/


"2/�FP�>K�'33/�EB>ABO��Content-Security-Policy ��MR?IFPEBA�?V�>�TB?PFQB�TEF@E�QBIIP�QEB�

?OLTPBO�ORIBP�>OLRKA�@LKQBKQ�>IILTBA�LK�>�PFQB
�(C�>AAFQFLK>I�@LKQBKQ�FP�FKGB@QBA�FKQL�QEB�PFQB�

ARB�QL�>�PB@ROFQV�d>T��>KA�FQ�FP�KLQ�>IILTBA�?V�QEB�MLIF@V��QEB�?OLTPBO�TFII�?IL@H�FQ�COLJ�?BFKD�

RPBA
� ILKDPFAB�722�MOLQB@QFLK��"2/�>IPL�LCCBOP�PBSBO>I�LQEBO�HBV�?BKBcQP�PR@E�>P�J>HFKD�

JFDO>QFLK�QL�'33/2�B>PFBO
�

#BPMFQB�QEB�J>KV�?BKBcQP�LC�"2/��FQ�@>K�?B�@LJMIF@>QBA�QL�FJMIBJBKQ�LK�TB?PFQBP�PFK@B�FQP�SBOV�

MROMLPB�FP�QL�IFJFQ�TE>Q�FP�>@@BMQ>?IB�LK�>�M>DB
�3EB�MLIF@V�JRPQ�>IILT�>II�@LKQBKQ�>KA�OBPLRO@BP�

VLR�KBBA�>KA�@>K�B>PFIV�DBQ�I>ODB�>KA�@LJMIBU
�3LLIP�IFHB�1BMLOQ�41(��� �@>K�EBIM�VLR�>K>IVWB�>KA�

?RFIA�QEB�>MMOLMOF>QB�MLIF@V
�

6 B�cKA�QE>Q�LKIV��
����LC�ABPHQLM�M>DBP�FK@IRAB�>�"2/�>KA�LKIV��
����LC�JL?FIB�M>DBP�FK@IRAB�

>�"2/ ��IFHBIV�ARB�QL�QEB�@LJMIBUFQV�LC�ABMILVJBKQ
�

Hash/nonce 

 �@LJJLK�>MMOL>@E�QL�"2/�FP�QL�@OB>QB�>K�>IILTIFPQ�LC��OA�M>OQV�ALJ>FKP�QE>Q�>OB�MBOJFQQBA�QL�

IL>A�@LKQBKQ��PR@E�>P�)>S>2@OFMQ��FKQL�VLRO�M>DBP
�"OB>QFKD�>KA�J>K>DFKD�QEBPB�IFPQP�@>K�?B�

AFCc@RIQ�PL�E>PEBP��� �>KA�KLK@BP��� �TBOB�FKQOLAR@BA�>P�>K�>IQBOK>QFSB�>MMOL>@E
� �E>PE�FP�

@>I@RI>QBA�?>PBA�LK�@LKQBKQP�LC�QEB�P@OFMQ�PL�FC�QEFP�FP�MR?IFPEBA�?V�QEB�TB?PFQB�LMBO>QLO�>KA�QEB�

P@OFMQ�FP�@E>KDBA��LO�>KLQEBO�P@OFMQ�FP�>AABA��QEBK�FQ�TFII�KLQ�J>Q@E�QEB�E>PE�>KA�TFII�?B�?IL@HBA
�

 �KLK@B�FP�>�LKB�QFJB�@LAB��TEF@E�PELRIA�?B�@E>KDBA�B>@E�QFJB�QEB�M>DB�FP�IL>ABA�QL�MOBSBKQ�FQ�

?BFKD�DRBPPBA��TEF@E�FP�>IILTBA�?V�QEB�"2/�>KA�TEF@E�QEB�P@OFMQ�FP�Q>DDBA�TFQE
�8LR�@>K�PBB�>K�

BU>JMIB�LC�>�KLK@B�LK�QEFP�M>DB�?V�SFBTFKD�QEB�PLRO@B�QL�PBB�ELT�&LLDIB�3>D�,>K>DBO�FP�

IL>ABA
�

.C�QEB�PFQBP�PROSBVBA�LKIV��
����LC�ABPHQLM�M>DBP�RPB�>�KLK@B�PLRO@B�>KA�LKIV��
����LC�

ABPHQLM�M>DBP�RPB�>�E>PE�PLRO@B
�3EB�KRJ?BO�LC�JL?FIB�M>DBP�RPB�>�KLK@B�PLRO@B�FP�PIFDEQIV�

EFDEBO�>Q��
����?RQ�QEB�RPB�LC�E>PE�PLRO@BP�FP�ILTBO�LK�JL?FIB�M>DBP�>Q��
���
�

strict-dynamic 

3EB�MOLMLP>I�LC�strict-dynamic �FK�QEB�KBUQ�FQBO>QFLK�LC�"2/ ��� �CROQEBO�OBAR@BP�QEB�?ROABK�LK�

PFQB�LMBO>QLOP�CLO�RPFKD�"2/�?V�>IILTFKD�>K�>MMOLSBA�P@OFMQ�QL�IL>A�CROQEBO�P@OFMQ�ABMBKABK@FBP
�

#BPMFQB�QEB�FKQOLAR@QFLK�LC�QEFP�CB>QROB��TEF@E�>IOB>AV�E>P�PRMMLOQ�FK�PLJB�JLABOK�?OLTPBOP��� ��

LKIV��
����LC�ABPHQLM�M>DBP�>KA��
���LC�JL?FIB�M>DBP�FK@IRAB�FQ�FK�QEBFO�MLIF@V
�

����   >JJFI�
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�
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/-
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MMM�M��EH=
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�.+�
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����   >JJFI�

MMM�M��EH=
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�
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https://report-uri.com/
https://www.w3.org/TR/CSP2/#source-list-valid-hashes
https://www.w3.org/TR/CSP2/#source-list-valid-nonces
https://www.w3.org/TR/CSP3/#strict-dynamic-usage
https://www.w3.org/TR/CSP3/#strict-dynamic-usage
https://www.w3.org/TR/CSP3/
https://caniuse.com/#feat=mdn-http_headers_csp_content-security-policy_strict-dynamic


trusted-types 

722�>QQ>@HP�@LJB�FK�S>OFLRP�CLOJP�>KA�3ORPQBA�3VMBP��� �T>P�@OB>QBA�QL�EBIM�PMB@Fc@>IIV�TFQE�

#.,�722
�#BPMFQB�?BFKD�>K�BCCB@QFSB�JB@E>KFPJ��LRO�A>Q>�PELTP�QE>Q�LKIV���JL?FIB�>KA�

ABPHQLM�M>DBP�RPB�QEB�3ORPQBA�3VMBP�AFOB@QFSB
�

unsafe inline  and unsafe-eval 

6EBK�>�"2/�FP�ABMILVBA�LK�>�M>DB��@BOQ>FK�RKP>CB�CB>QROBP�IFHB�FKIFKB�P@OFMQP�LO�QEB�RPB�LC�

eval() �>OB�AFP>?IBA
� �M>DB�@>K�ABMBKA�LK�QEBPB�CB>QROBP�>KA�BK>?IB�QEBJ�FK�>�P>CB�C>PEFLK��

MBOE>MP�TFQE�>�KLK@B�LO�E>PE�PLRO@B
�2FQB�LMBO>QLOP�@>K�>IPL�OB�BK>?IB�QEBPB�RKP>CB�CB>QROBP�

TFQE�unsafe-inline �LO�unsafe-eval �FK�QEBFO�"2/�QELRDE��>P�QEBFO�K>JBP�PRDDBPQ��ALFKD�PL�

ALBP�ILPB�JR@E�LC�QEB�MOLQB@QFLKP�QE>Q�"2/�DFSBP�VLR
�.C�QEB��
����LC�ABPHQLM�M>DBP�QE>Q�

FK@IRAB�>�"2/����
����LC�QEBJ�FK@IRAB�unsafe-inline �>KA���
����LC�QEBJ�FK@IRAB�unsafe-

eval 
�.K�JL?FIB�M>DBP�TB�cKA�QE>Q�LC�QEB��
����QE>Q�@LKQ>FK�>�"2/����
����RPB� unsafe-

inline �>KA���
����RPB� unsafe-eval 
�

upgrade-insecure-requests 

6 B�JBKQFLKBA�B>OIFBO�QE>Q�>�@LJJLK�MOL?IBJ�QE>Q�PFQB�LMBO>QLOP�C>@B�FK�QEBFO�JFDO>QFLK�COLJ�

'33/�QL�'33/2�FP�QE>Q�PLJB�@LKQBKQ�@>K�PQFII�?B�>@@FABKQ>IIV�IL>ABA�LSBO�'33/�LK�QEBFO�'33/2�

M>DB
�3EFP�MOL?IBJ�FP�HKLTK�>P�JFUBA�@LKQBKQ�>KA�"2/�MOLSFABP�>K�BCCB@QFSB�T>V�QL�PLISB�QEFP�

MOL?IBJ
�3EB�upgrade-insecure-requests �AFOB@QFSB�FKPQOR@QP�>�?OLTPBO�QL�IL>A�>II�

PR?OBPLRO@BP�LK�>�M>DB�LSBO�>�PB@ROB�@LKKB@QFLK��>RQLJ>QF@>IIV�RMDO>AFKD�'33/�OBNRBPQP�QL�

'33/2�OBNRBPQP�>P�>K�BU>JMIB
�3EFKH�LC�FQ�IFHB�'232�CLO�PR?OBPLRO@BP�LK�>�M>DB
�

6 B�PELTBA�B>OIFBO�FK�%FDROB��
��QE>Q��LC�QEB�'33/2�M>DBP�PROSBVBA�LK�QEB�ABPHQLM����
����LC�

QEBJ�IL>ABA�JFUBA�@LKQBKQ�TFQE��
����LC�M>DBP�IL>AFKD�>@QFSB�JFUBA�@LKQBKQ�IFHB�)2�"22�

CLKQP
�.K�JL?FIB�M>DBP�TB�PBB���
����LC�'33/2�M>DBP�IL>AFKD�JFUBA�@LKQBKQ�TFQE��
����

IL>AFKD�>@QFSB�JFUBA�@LKQBKQ
�!V�IL>AFKD�>@QFSB�@LKQBKQ�PR@E�>P�)>S>2@OFMQ�LSBO�'33/�>K�

>QQ>@HBO�@>K�B>PFIV�FKGB@Q�ELPQFIB�@LAB�FKQL�QEB�M>DB�QL�I>RK@E�>K�>QQ>@H
�3EFP�FP�TE>Q�QEB�

upgrade-insecure-requests �AFOB@QFSB�FK�"2/�MOLQB@QP�>D>FKPQ
�

3EB�upgrade-insecure-requests �AFOB@QFSB�FP�CLRKA�FK�QEB�"2/�LC��
����LC�ABPHQLM�M>DBP�

>KA��
����LC�JL?FIB�M>DBP��FKAF@>QFKD�QE>Q�>K�FK@OB>PB�FK�>ALMQFLK�TLRIA�MOLSFAB�PR?PQ>KQF>I�

?BKBcQP
�(Q�@LRIA�?B�FKQOLAR@BA�TFQE�OBI>QFSB�B>PB��TFQELRQ�OBNRFOFKD�>�CRIIV�IL@HBA�ALTK�"2/�

>KA�QEB�@LJMIBUFQV�QE>Q�TLRIA�BKQ>FI��?V�>IILTFKD�?OL>A�@>QBDLOFBP�TFQE�>�MLIF@V�IFHB�?BILT��LO�

BSBK�FK@IRAFKD�unsafe-inline �>KA�unsafe-eval ��

����   >JJFI�
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M�9
M;87FFI;9�JHKIJ;:�JOF;I�

Part II Chapter 8 : Security

2019 Web Almanac by HTTP Archive 161

https://github.com/w3c/webappsec-trusted-types


Content-Security-Policy: upgrade-insecure-requests; default-src 

https: 

frame-ancestors 

 KLQEBO�@LJJLK�>QQ>@H�HKLTK�>P�@IF@HG>@HFKD��� �FP�@LKAR@QBA�?V�>K�>QQ>@HBO�TEL�TFII�MI>@B�>�

Q>ODBQ�TB?PFQB�FKPFAB�>K�FCO>JB�LK�>�ELPQFIB�TB?PFQB��>KA�QEBK�LSBOI>V�EFAABK�@LKQOLIP�>KA�

?RQQLKP�QE>Q�QEBV�>OB�FK�@LKQOLI�LC
�6EFIPQ�QEB�X-Frame-Options �EB>ABO��AFP@RPPBA�?BILT��

LOFDFK>IIV�PBQ�LRQ�QL�@LKQOLI�CO>JFKD��FQ�T>PK]Q�dBUF?IB�>KA�frame-ancestors �FK�"2/�PQBMMBA�

FK�QL�MOLSFAB�>�JLOB�dBUF?IB�PLIRQFLK
�2FQB�LMBO>QLOP�@>K�KLT�PMB@FCV�>�IFPQ�LC�ELPQP�QE>Q�>OB�

MBOJFQQBA�QL�CO>JB�QEBJ�>KA�>KV�LQEBO�ELPQP�>QQBJMQFKD�QL�CO>JB�QEBJ�TFII�?B�MOBSBKQBA
�

.C�QEB�M>DBP�PROSBVBA���
����LC�ABPHQLM�M>DBP�FK@IRAB�QEB�frame-ancestors �AFOB@QFSB�FK�

"2/�TFQE��
����LC�ABPHQLM�M>DBP�PBQQFKD�%O>JB� K@BPQLOP�QL�'none' ��MOBSBKQFKD�>KV�

CO>JFKD��>KA��
����LC�M>DBP�PBQQFKD�frame-ancestors �QL�'self' ��>IILTFKD�LKIV�QEBFO�LTK�

PFQB�QL�CO>JB�FQPBIC
�.K�JL?FIB�TB�PBB��
����LC�M>DBP�RPFKD�frame-ancestors �TFQE��
����

PBQQFKD�QEB�S>IRB�LC�'none' �>KA��
����PBQQFKD�QEB�S>IRB�QL�'self' 
�

Referrer Policy 

3EB�Referrer-Policy �EB>ABO�>IILTP�>�PFQB�QL�@LKQOLI�TE>Q�FKCLOJ>QFLK�TFII�?B�PBKQ�FK�QEB�

Referer �EB>ABO�TEBK�>�RPBO�K>SFD>QBP�>T>V�COLJ�QEB�@ROOBKQ�M>DB
�3EFP�@>K�?B�QEB�PLRO@B�LC�

FKCLOJ>QFLK�IB>H>DB�FC�QEBOB�FP�PBKPFQFSB�A>Q>�FK�QEB�41+��PR@E�>P�PB>O@E�NRBOFBP�LO�LQEBO�RPBO�

ABMBKABKQ�FKCLOJ>QFLK�FK@IRABA�FK�41+�M>O>JBQBOP
�!V�@LKQOLIIFKD�TE>Q�FKCLOJ>QFLK�FP�PBKQ�FK�

QEB�Referer �EB>ABO��FAB>IIV�IFJFQFKD�FQ��>�PFQB�@>K�MOLQB@Q�QEB�MOFS>@V�LC�QEBFO�SFPFQLOP�?V�

OBAR@FKD�QEB�FKCLOJ>QFLK�PBKQ�QL��OA�M>OQFBP
�

-LQB�QEB�1BCBOOBO�/LIF@V�ALBP�KLQ�CLIILT�QEB�Referer �EB>ABO]P�JFPPMBIIFKD�TEF@E�E>P�?B@LJB�

>�TBII�HKLTK�BOOLO��� 
�

 �QLQ>I�LC��
����LC�ABPHQLM�M>DBP�>KA��
����LC�JL?FIB�M>DBP�FPPRB�>�Referrer-Policy 

EB>ABO�>KA�?BILT�TB�@>K�PBB�QEB�@LKcDRO>QFLKP�QELPB�M>DBP�RPBA
�

����   >JJFI�
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https://en.wikipedia.org/wiki/Clickjacking
https://www.w3.org/TR/referrer-policy/
https://www.w3.org/TR/referrer-policy/
https://stackoverflow.com/questions/3087626/was-the-misspelling-of-the-http-field-name-referer-intentional
https://stackoverflow.com/questions/3087626/was-the-misspelling-of-the-http-field-name-referer-intentional


Configuration Desktop Mobile 

no-referrer-when-downgrade ��
���� ��
����

strict-origin-when-cross-origin ��
���� ��
����

unsafe-url ��
���� ��
����

same-origin �
���� �
����

origin-when-cross-origin �
���� �
����

no-referrer �
���� �
����

strict-origin �
���� �
����

origin �
���� �
����

%FDROB��
��
� Referrer-Policy �@LKcDRO>QFLK�LMQFLK�RP>DB
�

3EFP�Q>?IB�PELTP�QEB�S>IFA�S>IRBP�PBQ�?V�M>DBP�>KA�QE>Q��LC�QEB�M>DBP�TEF@E�RPB�QEFP�EB>ABO��

��
����LC�QEBJ�LK�ABPHQLM�>KA���
����LC�QEBJ�LK�JL?FIB�>OB�PBQQFKD�>�S>IFA�MLIF@V
�3EB�JLPQ�

MLMRI>O�@ELF@B�LC�@LKcDRO>QFLK�FP�no-referrer-when-downgrade �TEF@E�TFII�MOBSBKQ�QEB�

Referer �EB>ABO�?BFKD�PBKQ�TEBK�>�RPBO�K>SFD>QBP�COLJ�>�'33/2�M>DB�QL�>�'33/�M>DB
�3EB�

PB@LKA�JLPQ�MLMRI>O�@ELF@B�FP�strict-origin-when-cross-origin �TEF@E�MOBSBKQP�>KV�

FKCLOJ>QFLK�?BFKD�PBKQ�LK�>�P@EBJB�ALTKDO>AB��'33/2�QL�'33/�K> SFD>QFLK��>KA�TEBK�

FKCLOJ>QFLK�FP�PBKQ�FK�QEB�Referer �FQ�TFII�LKIV�@LKQ>FK�QEB�LOFDFK�LC�QEB�PLRO@B�>KA�KLQ�QEB�CRII�

41+��CLO�BU>JMIB�https://www.example.com �O>QEBO�QE>K�https://www.example.com/

page/ �
�#BQ>FIP�LK�QEB�LQEBO�S>IFA�@LKcDRO>QFLKP�@>K�?B�CLRKA�FK�QEB�1BCBOOBO�/LIF@V�

PMB@Fc@>QFLK��� ��QELRDE�PR@E�>�EFDE�RP>DB�LC�unsafe-url �T>OO>KQP�CROQEBO�FKSBPQFD>QFLK�?RQ�FP�

IFHBIV�QL�?B�>�QEFOA�M>OQV�@LJMLKBKQ�IFHB�>K>IVQF@P�LO�>ASBOQFPBJBKQ�IF?O>OFBP
�

Feature Policy 

 P�QEB�TB?�MI>QCLOJ�?B@LJBP�JLOB�MLTBOCRI�>KA�CB>QROB�OF@E��>QQ>@HBOP�@>K�>?RPB�QEBPB�KBT�

 /(P�FK�FKQBOBPQFKD�T>VP
�(K�LOABO�QL�IFJFQ�JFPRPB�LC�MLTBOCRI� /(P��>�PFQB�LMBO>QLO�@>K�FPPRB�>�

Feature-Policy �EB>ABO�QL�AFP>?IB�CB>QROBP�QE>Q�>OB�KLQ�OBNRFOBA��MOBSBKQFKD�QEBJ�COLJ�

?BFKD�>?RPBA
�

'BOB�>OB�QEB���JLPQ�MLMRI>O�CB>QROBP�QE>Q�>OB�@LKQOLIIBA�TFQE�>�%B>QROB�/LIF@V
�

����   >JJFI�
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https://www.w3.org/TR/referrer-policy/#referrer-policies
https://www.w3.org/TR/referrer-policy/#referrer-policies
https://w3c.github.io/webappsec-feature-policy/
https://w3c.github.io/webappsec-feature-policy/


Feature Desktop Mobile 

microphone ��
���� ��
����

camera �
���� ��
����

payment �
���� �
����

geolocation �
���� �
����

gyroscope �
���� �
����

%FDROB��
��
�3LM��� Feature-Policy �LMQFLKP�RPBA
�

6 B�@>K�PBB�QE>Q�QEB�JLPQ�MLMRI>O�CB>QROB�QL�Q>HB�@LKQOLI�LC�FP�QEB�JF@OLMELKB��TFQE�>IJLPQ�����

LC�ABPHQLM�>KA�JL?FIB�M>DBP�FPPRFKD�>�MLIF@V�QE>Q�FK@IRABP�FQ
�#BISFKD�ABBMBO�FKQL�QEB�A>Q>�TB�

@>K�ILLH�>Q�TE>Q�QELPB�M>DBP�>OB�>IILTFKD�LO�?IL@HFKD
�

Feature Configuration Usage 

microphone none �
����

microphone none �
����

microphone self �
����

microphone self �
����

microphone * �
����

microphone * �
����

%FDROB��
��
�2BQQFKDP�RPBA�CLO�microphone �CB>QROB
�

!V�C>O�QEB�JLPQ�@LJJLK�>MMOL>@E�EBOB�FP�QL�?IL@H�RPB�LC�QEB�JF@OLMELKB�>IQLDBQEBO��TFQE�

>?LRQ����LC�M>DBP�Q>HFKD�QE>Q�>MMOL>@E
� �PJ>II�KRJ?BO�LC�M>DBP�AL�>IILT�QEB�RPB�LC�QEB�

JF@OLMELKB�?V�QEBFO�LTK�LOFDFK�>KA�FKQBOBPQFKDIV��>�PJ>II�PBIB@QFLK�LC�M>DBP�FKQBKQFLK>IIV�>IILT�

RPB�LC�QEB�JF@OLMELKB�?V�>KV�LOFDFK�IL>AFKD�@LKQBKQ�FK�QEBFO�M>DB
�

X-Frame-Options 

3EB�X-Frame-Options �EB>ABO�>IILTP�>�M>DB�QL�@LKQOLI�TEBQEBO�LO�KLQ�FQ�@>K�?B�MI>@BA�FK�>K�

FCO>JB�?V�>KLQEBO�M>DB
�6EFIPQ�I>@HFKD�QEB�dBUF?FIFQV�LC�frame-ancestors �FK�"2/��JBKQFLKBA�

>?LSB��FQ�T>P�BCCB@QFSB�FC�VLR�AFAK]Q�OBNRFOB�cKB�DO>FKBA�@LKQOLI�LC�CO>JFKD
�
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https://tools.ietf.org/html/rfc7034
https://tools.ietf.org/html/rfc7034


6 B�PBB�QE>Q�QEB�RP>DB�LC�QEB�X-Frame-Options �EB>ABO�FP�NRFQB�EFDE�LK�?LQE�ABPHQLM�

���
�����>KA�JL?FIB����
�����>KA�@>K�>IPL�ILLH�JLOB�@ILPBIV�>Q�QEB�PMB@Fc@�@LKcDRO>QFLKP�

RPBA
�

Configuration Desktop Mobile 

sameorigin ��
���� ��
����

deny ��
���� ��
����

allow-from �
���� �
����

%FDROB��
��
� X-Frame-Options �@LKcDRO>QFLK�RPBA
�

(Q�PBBJP�QE>Q�QEB�S>PQ�J>GLOFQV�LC�M>DBP�OBPQOF@Q�CO>JFKD�QL�LKIV�QEBFO�LTK�LOFDFK�>KA�QEB�KBUQ�

PFDKFc@>KQ�>MMOL>@E�FP�QL�MOBSBKQ�CO>JFKD�>IQLDBQEBO
�3EFP�FP�PFJFI>O�QL�frame-ancestors �FK�

"2/�TEBOB�QEBPB���>MMOL>@EBP�>OB�>IPL�QEB�JLPQ�@LJJLK
�(Q�PELRIA�>IPL�?B�KLQBA�QE>Q�QEB�

allow-from �LMQFLK��TEF@E�FK�QEBLOV�>IILT�PFQB�LTKBOP�QL�IFPQ�QEB�QEFOA�M>OQV�ALJ>FKP�>IILTBA�

QL�CO>JB�T>P�KBSBO�TBII�PRMMLOQBA��� �>KA�E>P�?BBK�ABMOB@>QBA
�

X-Content-Type-Options 

3EB�X-Content-Type-Options �EB>ABO�FP�QEB�JLPQ�TFABIV�ABMILVBA�2B@ROFQV�'B>ABO�>KA�FP�

>IPL�QEB�JLPQ�PFJMIB��TFQE�LKIV�LKB�MLPPF?IB�@LKcDRO>QFLK�S>IRB�nosniff 
�6EBK�QEFP�EB>ABO�FP�

FPPRBA�>�?OLTPBO�JRPQ�QOB>Q�>�MFB@B�LC�@LKQBKQ�>P�QEB�,(,$�3VMB�AB@I>OBA�FK�QEB�Content-

Type �EB>ABO�>KA�KLQ�QOV�QL�@E>KDB�QEB�>ASBOQFPBA�S>IRB�TEBK�FQ�FKCBOP�>�cIB�FP�LC�>�AFCCBOBKQ�

QVMB
�5>OFLRP�PB@ROFQV�d>TP�@>K�?B�FKQOLAR@BA�FC�>�?OLTPBO�FP�MBOPR>ABA�QL�FK@LOOB@QIV�PKFCC�QEB�

QVMB

�

6 B�cKA�QE>Q�>K�FABKQF@>I���
����LC�M>DBP�LK�?LQE�JL?FIB�>KA�ABPHQLM�FPPRB�QEB�X-Content-

Type-Options �EB>ABO
�

X-XSS-Protection 

3EB�X-XSS-Protection �EB>ABO�>IILTP�>�PFQB�QL�@LKQOLI�QEB�722� RAFQLO�LO�722�%FIQBO�?RFIQ�

FKQL�>�?OLTPBO��TEF@E�PELRIA�FK�QEBLOV�MOLSFAB�PLJB�722�MOLQB@QFLK
�

��
����LC�#BPHQLM�OBNRBPQP��>KA���
���LC�JL?FIB�OBNRBPQP�RPBA�QEB�X-XSS-Protection 

EB>ABO
�#FDDFKD�FKQL�QEB�A>Q>�TB�@>K�PBB�TE>Q�QEB�FKQBKQFLK�CLO�JLPQ�PFQB�LMBO>QLOP�T>P�FK�
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https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Frame-Options#Browser_compatibility
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-XSS-Protection
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-XSS-Protection


%FDROB��
��
�

Configuration Desktop Mobile 

1;mode=block ��
���� ��
����

1 �
���� �
����

0 �
���� �
����

1;report= �
���� �
����

%FDROB��
��
� X-XSS-Protection �@LKcDRO>QFLK�RP>DB
�

3EB�S>IRB�1 �BK>?IBP�QEB�cIQBO�>RAFQLO�>KA�mode=block �PBQP�QEB�MOLQB@QFLK�QL�QEB�PQOLKDBPQ�

PBQQFKD��FK�QEBLOV��TEBOB�>KV�PRPMB@QBA�722�>QQ>@H�TLRIA�@>RPB�QEB�M>DB�QL�KLQ�?B�OBKABOBA
�

3EB�PB@LKA�JLPQ�@LJJLK�@LKcDRO>QFLK�T>P�QL�PFJMIV�BKPROB�QEB�>RAFQLO�cIQBO�T>P�QROKBA�LK��

?V�MOBPBKQFKD�>�S>IRB�LC�1 �>KA�QEBK�QEB��OA�JLPQ�MLMRI>O�@LKcDRO>QFLK�FP�NRFQB�FKQBOBPQFKD
�

2BQQFKD�>�S>IRB�LC�0 �FK�QEB�EB>ABO�FKPQOR@QP�QEB�?OLTPBO�QL�AFP>?IB�>KV�722�>RAFQLO�cIQBO�QE>Q�FQ�

J> V�E>SB
�2LJB�EFPQLOF@�>QQ>@HP�ABJLKPQO>QBA�ELT�QEB�>RAFQLO�LO�cIQBO�@LRIA�?B�QOF@HBA�FKQL�

>PPFPQFKD�>K�>QQ>@HBO�O>QEBO�QE>K�MOLQB@QFKD�QEB�RPBO�PL�PLJB�PFQB�LMBO>QLOP�@LRIA�AFP>?IB�FQ�FC�

QEBV�TBOB�@LKcABKQ�QEBV�E>SB�>ABNR>QB�MOLQB@QFLK�>D>FKPQ�722�FK�MI>@B
�

#RB�QL�QEBPB�>QQ>@HP��$ADB�OBQFOBA�QEBFO�722�%FIQBO��"EOLJB�ABMOB@>QBA�QEBFO�722� RAFQLO�>KA�

%FOBCLU�KBSBO�FJMIBJBKQBA�PRMMLOQ�CLO�QEB�CB>QROB
�6B�PQFII�PBB�TFABPMOB>A�RPB�LC�QEB�EB>ABO�

>Q�>MMOLUFJ>QBIV�����LC�>II�PFQBP��ABPMFQB�FQ�?BFKD�I>ODBIV�RPBIBPP�KLT
�

Report-To 

3EB�1BMLOQFKD� /(��� �T>P�FKQOLAR@BA�QL�>IILT�PFQB�LMBO>QLOP�QL�D>QEBO�S>OFLRP�MFB@BP�LC�

QBIBJBQOV�COLJ�QEB�?OLTPBO��� 
�,>K V�BOOLOP�LO�MOL?IBJP�LK�>�PFQB�@>K�OBPRIQ�FK�>�MLLO�BUMBOFBK@B�

CLO�QEB�RPBO�VBQ�>�PFQB�LMBO>QLO�@>K�LKIV�cKA�LRQ�FC�QEB�RPBO�@LKQ>@QP�QEBJ
�3EB�1BMLOQFKD� /(�

MOLSFABP�>�JB@E>KFPJ�CLO�>�?OLTPBO�QL�>RQLJ>QF@>IIV�OBMLOQ�QEBPB�MOL?IBJP�TFQELRQ�>KV�RPBO�

FKQBO>@QFLK�LO�FKQBOORMQFLK
�3EB�1BMLOQFKD� /(�FP�@LKcDROBA�?V�ABIFSBOFKD�QEB�Report-To 

EB>ABO
�

!V�PMB@FCVFKD�QEB�EB>ABO��TEF@E�@LKQ>FKP�>�IL@>QFLK�TEBOB�QEB�QBIBJBQOV�PELRIA�?B�PBKQ��>�

?OLTPBO�TFII�>RQLJ>QF@>IIV�?BDFK�PBKAFKD�QEB�A>Q>�>KA�VLR�@>K�RPB�>��OA�M>OQV�PBOSF@B�IFHB�

1BMLOQ�41(��� �QL�@LIIB@Q�QEB�OBMLOQP�LO�@LIIB@Q�QEBJ�VLROPBIC
�&FSBK�QEB�B>PB�LC�ABMILVJBKQ�>KA�
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https://www.w3.org/TR/reporting/
https://scotthelme.co.uk/introducing-the-reporting-api-nel-other-major-changes-to-report-uri/
https://report-uri.com/


@LKcDRO>QFLK��TB�@>K�PBB�QE>Q�LKIV�>�PJ>II�CO>@QFLK�LC�ABPHQLM���
�����>KA�JL?FIB���
�����PFQBP�

@ROOBKQIV�BK>?IB�QEFP�CB>QROB
�3L�PBB�QEB�HFKA�LC�QBIBJBQOV�VLR�@>K�@LIIB@Q��OBCBO�QL�QEB�

1BMLOQFKD� /(�PMB@Fc@>QFLK��� 
�

Network Error Logging 

-BQTLOH�$OOLO�+LDDFKD��-$+���� �MOLSFABP�ABQ>FIBA�FKCLOJ>QFLK�>?LRQ�S>OFLRP�C>FIROBP�FK�QEB�

?OLTPBO�QE>Q�@>K�OBPRIQ�FK�>�PFQB�?BFKD�FKLMBO>QFSB
�6EBOB>P�QEB�Report-To �FP�RPBA�QL�OBMLOQ�

MOL?IBJP�TFQE�>�M>DB�QE>Q�FP�IL>ABA��QEB�NEL �EB>ABO�>IILTP�PFQBP�QL�FKCLOJ�QEB�?OLTPBO�QL�

@>@EB�QEFP�MLIF@V�>KA�QEBK�QL�OBMLOQ�CRQROB�@LKKB@QFLK�MOL?IBJP�TEBK�QEBV�E>MMBK�SF>�QEB�

BKAMLFKQ�@LKcDROBA�FK�QEB�Reporting-To �EB>ABO�>?LSB
�-$+�@>K�QEBOBCLOB�?B�PBBK�>P�>K�

BUQBKPFLK�LC�QEB�1BMLOQFKD� /(
�

.C�@LROPB��TFQE�-$+�ABMBKAFKD�LK�QEB�1BMLOQFKD� /(��TB�PELRIAK]Q�PBB�QEB�RP>DB�LC�-$+�BU@BBA�

QE>Q�LC�QEB�1BMLOQFKD� /(��PL�TB�PBB�PFJFI>OIV�ILT�KRJ?BOP�EBOB�QLL�>Q��
����CLO�ABPHQLM�

OBNRBPQP�>KA��
����CLO�JL?FIB
�3EB�C>@Q�QEBPB�KRJ?BOP�>OB�FABKQF@>I�PRDDBPQ�QEBV�>OB�?BFKD�

ABMILVBA�QLDBQEBO
�

-$+�MOLSFABP�FK@OBAF?IV�S>IR>?IB�FKCLOJ>QFLK�>KA�VLR�@>K�OB>A�JLOB�>?LRQ�QEB�QVMB�LC�

FKCLOJ>QFLK�FK�QEB�-BQTLOH�$OOLO�+LDDFKD�PMB@Fc@>QFLK��� 
�

Clear Site Data 

6FQE�QEB�FK@OB>PFKD�>?FIFQV�QL�PQLOB�A>Q>�IL@>IIV�LK�>�RPBO]P�ABSF@B��SF>�@LLHFBP��@>@EBP�>KA�IL@>I�

PQLO>DB�QL�K>JB�?RQ�>�CBT��PFQB�LMBO>QLOP�KBBABA�>�OBIF>?IB�T>V�QL�J>K>DB�QEFP�A>Q>
�3EB�"IB>O�

2FQB�#>Q>�EB>ABO�MOLSFABP�>�JB>KP�QL�BKPROB�QE>Q�>II�A>Q>�LC�>�M>OQF@RI>O�QVMB�FP�OBJLSBA�COLJ�

QEB�ABSF@B��QELRDE�FQ�FP�KLQ�VBQ�PRMMLOQBA�FK�>II�?OLTPBOP��� 
�

&FSBK�QEB�K>QROB�LC�QEB�EB>ABO��FQ�FP�RKPROMOFPFKD�QL�PBB�>IJLPQ�KL�RP>DB�OBMLOQBA���GRPQ���

ABPHQLM�OBNRBPQP�>KA���JL?FIB�OBNRBPQP
�6FQE�LRO�A>Q>�LKIV�ILLHFKD�>Q�QEB�ELJB�M>DB�LC�>�PFQB��

TB]OB�RKIFHBIV�QL�PBB�QEB�JLPQ�@LJJLK�RPB�LC�QEB�EB>ABO�TEF@E�TLRIA�?B�LK�>�ILDLRQ�BKAMLFKQ
�

4MLK�ILDDFKD�LRQ�LC�>�PFQB��QEB�PFQB�LMBO>QLO�TLRIA�OBQROK�QEB�"IB>O�2FQB�#>Q>�EB>ABO�>KA�QEB�

?OLTPBO�TLRIA�OBJLSB�>II�A>Q>�LC�QEB�FKAF@>QBA�QVMBP
�3EFP�FP�RKIFHBIV�QL�Q>HB�MI>@B�LK�QEB�ELJB�

M>DB�LC�>�PFQB
�
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https://www.w3.org/TR/reporting/
https://www.w3.org/TR/network-error-logging/
https://w3c.github.io/network-error-logging/#predefined-network-error-types
https://caniuse.com/#feat=mdn-http_headers_clear-site-data


Cookies 

"LLHFBP�E>SB�J>KV�PB@ROFQV�MOLQB@QFLKP�>S>FI>?IB�>KA�TEFIPQ�PLJB�LC�QELPB�>OB�ILKD�PQ>KAFKD��

>KA�E>SB�?BBK�>S>FI>?IB�CLO�VB>OP��PLJB�LC�QEBJ�>OB�OB>IIV�NRFQB�KBT�E>SB�?BBK�FKQOLAR@BA�LKIV�

FK�QEB�I>PQ�@LRMIB�LC�VB>OP
�

Secure 

3EB�Secure �d>D�LK�>�@LLHFB�FKPQOR@QP�>�?OLTPBO�QL�LKIV�PBKA�QEB�@LLHFB�LSBO�>�PB@ROB�

�'33/2��@LKKB@QFLK�>KA�TB�cKA�LKIV�>�PJ>II���LC�PFQBP���
����LK�ABPHQLM�>KA��
����LK�JL?FIB��

FPPRFKD�>�@LLHFB�TFQE�QEB�2B@ROB�d>D�PBQ�LK�QEBFO�ELJB�M>DB
�3EFP�FP�ABMOBPPFKD�@LKPFABOFKD�QEB�

OBI>QFSB�B>PB�TFQE�TEF@E�QEFP�CB>QROB�@>K�?B�RPBA
� D>FK��QEB�EFDE�RP>DB�LC�>K>IVQF@P�>KA�

>ASBOQFPBJBKQ�QEFOA�M>OQV�OBNRBPQP��TEF@E�TFPE�QL�@LIIB@Q�A>Q>�LSBO�?LQE�'33/�>KA�'33/2�FP�

IFHBIV�PHBTFKD�QEBPB�KRJ?BOP�>KA�FQ�TLRIA�?B�FKQBOBPQFKD�OBPB>O@E�QL�PBB�QEB�RP>DB�LK�LQEBO�

@LLHFBP��IFHB�>RQEBKQF@>QFLK�@LLHFBP
�

HttpOnly 

3EB�HttpOnly �d>D�LK�>�@LLHFB�FKPQOR@QP�QEB�?OLTPBO�QL�MOBSBKQ�)>S>2@OFMQ�LK�QEB�M>DB�COLJ�

>@@BPPFKD�QEB�@LLHFB
�,>KV�@LLHFBP�>OB�LKIV�RPBA�?V�QEB�PBOSBO�PL�>OB�KLQ�KBBABA�?V�QEB�

)>S>2@OFMQ�LK�QEB�M>DB��PL�OBPQOF@QFKD�>@@BPP�QL�>�@LLHFB�FP�>�DOB>Q�MOLQB@QFLK�>D>FKPQ�722�

>QQ>@HP�COLJ�PQB>IFKD�QEB�@LLHFB
�6B�cKA�QE>Q�>�JR@E�I>ODBO���LC�PFQBP�FPPRFKD�>�@LLHFB�TFQE�QEFP�

d>D�LK�QEBFO�ELJB�M>DB�>Q���
����LK�ABPHQLM�>KA���
����LK�JL?FIB
�

SameSite 

 P�>�JR@E�JLOB�OB@BKQ�>AAFQFLK�QL�@LLHFB�MOLQB@QFLKP��QEB�SameSite �d>D�FP�>�MLTBOCRI�

MOLQB@QFLK�>D>FKPQ�"OLPP�2FQB�1BNRBPQ�%LODBOV��"21%� ��� �>QQ>@HP��LCQBK�>IPL�HKLTK�>P�721%�
�

3EBPB�>QQ>@HP�TLOH�?V�RPFKD�QEB�C>@Q�QE>Q�?OLTPBOP�TFII�QVMF@>IIV�FK@IRAB�OBIBS>KQ�@LLHFBP�FK�>II�

OBNRBPQP
�3EBOBCLOB��FC�VLR�>OB�ILDDBA�FK��>KA�PL�E>SB�@LLHFBP�PBQ��>KA�QEBK�SFPFQ�>�J>IF@FLRP�PFQB��

FQ�@>K�J>HB�>�@>II�CLO�>K� /(�>KA�QEB�?OLTPBO�TFII�^EBIMCRIIV_�PBKA�QEB�@LLHFBP
� AAFKD�QEB�

SameSite �>QQOF?RQB�QL�>�"LLHFB��>IILTP�>�TB?PFQB�QL�FKCLOJ�QEB�?OLTPBO�KLQ�QL�PBKA�QEB�

@LLHFBP�TEBK�@>IIP�>OB�FPPRBA�COLJ�QEFOA�M>OQV�PFQBP�>KA�EBK@B�QEB�>QQ>@H�C>FIP
�

!BFKD�>�OB@BKQIV�FKQOLAR@BA�JB@E>KFPJ��QEB�RP>DB�LC�2>JB�2FQB�@LLHFBP�FP�JR@E�ILTBO�>P�TB�

TLRIA�BUMB@Q�>Q��
���LC�OBNRBPQP�LK�?LQE�ABPHQLM�>KA�JL?FIB
�3EBOB�>OB�RPB�@>PBP�TEBK�>�
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https://en.wikipedia.org/wiki/Cross-site_request_forgery


@LLHFB�PELRIA�?B�PBKQ�@OLPP�PFQB
�%LO�BU>JMIB��PFKDIB�PFDK�LK�PFQBP�FJMIF@FQIV�TLOH�?V�PBQQFKD�QEB�

@LLHFB�>ILKD�TFQE�>K�>RQEBKQF@>QFLK�QLHBK
�

Configuration Desktop Mobile 

strict ��
���� ��
����

lax ��
���� ��
����

none �
���� �
����

%FDROB��
��
�2>JB2FQB�@LKcDRO>QFLK�RP>DB
�

6 B�@>K�PBB�QE>Q�LC�QELPB�M>DBP�>IOB>AV�RPFKD�2>JB�2FQB�@LLHFBP��JLOB�QE>K�E>IC�LC�QEBJ�>OB�

RPFKD�FQ�FK�strict �JLAB
�3EFP�FP�@ILPBIV�CLIILTBA�?V�PFQBP�RPFKD�2>JB�2FQB�FK�lax �JLAB�>KA�

QEBK�>�PJ>II�PBIB@QFLK�LC�PFQBP�RPFKD�QEB�S>IRB�none 
�3EFP�I>PQ�S>IRB�FP�RPBA�QL�LMQ�LRQ�LC�QEB�

RM@LJFKD�@E>KDB�TEBOB�?OLTPBO�SBKALOP�J>V�FJMIBJBKQ�lax �JLAB�?V�ABC>RIQ
�

!B@>RPB�FQ�MOLSFABP�JR@E�KBBABA�MOLQB@QFLK�>D>FKPQ�>�A>KDBOLRP�>QQ>@H��QEBOB�>OB�@ROOBKQIV�

FKAF@>QFLKP�QE>Q�IB>AFKD�?OLTPBOP�@LRIA�FJMIBJBKQ�QEFP�CB>QROB�?V�ABC>RIQ��� �>KA�BK>?IB�FQ�LK�

@LLHFBP�BSBK�QELRDE�QEB�S>IRB�FP�KLQ�PBQ
�(C�QEFP�TBOB�QL�E>MMBK�QEB�2>JB2FQB�MOLQB@QFLK�TLRIA�

?B�BK>?IBA��QELRDE�FK�FQP�TB>HBO�PBQQFKD�LC�lax �JLAB�>KA�KLQ�strict �JLAB��>P�QE>Q�TLRIA�

IFHBIV�@>RPB�JLOB�?OB>H>DB
�

Prefixes 

 KLQEBO�OB@BKQ�>AAFQFLK�QL�@LLHFBP�>OB�"LLHFB�/OBcUBP
�3EBPB�RPB�QEB�K>JB�LC�VLRO�@LLHFB�QL�

>AA�LKB�LC�QTL�CROQEBO�MOLQB@QFLKP�QL�QELPB�>IOB>AV�@LSBOBA
�6EFIB�QEB�>?LSB�d>DP�@>K�?B�

>@@FABKQ>IIV�RKPBQ�LK�@LLHFBP��QEB�K>JB�TFII�KLQ�@E>KDB�PL�RPFKD�QEB�K>JB�QL�ABcKB�PB@ROFQV�

>QQOF?RQBP�@>K�JLOB�OBIF>?IV�BKCLO@B�QEBJ
�

"ROOBKQIV�QEB�K>JB�LC�VLRO�@LLHFB�@>K�?B�MOBcUBA�TFQE�BFQEBO�__Secure- �LO�__Host- ��TFQE�

?LQE�LCCBOFKD�>AAFQFLK>I�PB@ROFQV�QL�QEB�@LLHFB
�

No. of Home Pages % of Home Pages 

Prefix value Desktop Mobile Desktop Mobile 

__Secure- ���� ���� �
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����

__Host- ���� ���� �
���� �
����
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https://blog.chromium.org/2019/10/developers-get-ready-for-new.html


%FDROB��
��
�"LLHFB�MOBcU�RP>DB
�

 P�QEB�cDROBP�PELT��QEB�RPB�LC�BFQEBO�MOBcU�FP�FK@OBAF?IV�ILT�?RQ�>P�QEB�JLOB�OBI>UBA�LC�QEB�QTL��

QEB�__Secure- �MOBcU�ALBP�PBB�JLOB�RQFIFW>QFLK�>IOB>AV
�

Subresource Integrity 

 KLQEBO�MOL?IBJ�QE>Q�E>P�?BBK�LK�QEB�OFPB�OB@BKQIV�FP�QEB�PB@ROFQV�LC��OA�M>OQV�ABMBKABK@FBP
�

6EBK�IL>AFKD�>�P@OFMQ�cIB�COLJ�>��OA�M>OQV��TB�ELMB�QE>Q�QEB�P@OFMQ�cIB�FP�>IT>VP�QEB�IF?O>OV�QE>Q�

TB�T>KQBA��MBOE>MP�>�M>OQF@RI>O�SBOPFLK�LC�G0RBOV
�(C�>�"#-�LO��OA�M>OQV�ELPQFKD�PBOSF@B�FP�

@LJMOLJFPBA��QEB�P@OFMQ�cIBP�QEBV�>OB�ELPQFKD�@LRIA�?B�>IQBOBA
�(K�QEFP�P@BK>OFL�VLRO�>MMIF@>QFLK�

TLRIA�KLT�?B�IL>AFKD�J>IF@FLRP�)>S>2@OFMQ�QE>Q�@LRIA�E>OJ�VLRO�SFPFQLOP
�3EFP�FP�TE>Q�

PR?OBPLRO@B�FKQBDOFQV�MOLQB@QP�>D>FKPQ
�

!V�>AAFKD�>K�integrity �>QQOF?RQB�QL�>�P@OFMQ�LO�IFKH�Q>D��>�?OLTPBO�@>K�FKQBDOFQV�@EB@H�QEB��OA�

M>OQV�OBPLRO@B�>KA�OBGB@Q�FQ�FC�FQ�E>P�?BBK�>IQBOBA��FK�>�PFJFI>O�J>KKBO�QE>Q�"2/�E>PEBP�ABP@OF?BA�

>?LSB�>OB�RPBA
�

<script 

  src =" https://code.jquery.com/jquery-3.4.1.min.js " 

  integrity =" sha256-CSXorXvZcTkaix6Yvo6HppcZGetbYMGWSFlBw8HfCJo= " 

  crossorigin =" anonymous " ></ script > 

6FQE�LKIV��
��������������LC�ABPHQLM�M>DBP�>KA��
��������������LC�JL?FIB�M>DBP�@LKQ>FKFKD�

IFKH�LO�P@OFMQ�Q>DP�TFQE�QEB�FKQBDOFQV�>QQOF?RQB�PBQ��QEBOB]P�OLLJ�CLO�>�ILQ�LC�FJMOLSBJBKQ�FK�QEB�

RPB�LC�21(
�6FQE�J>KV�"#-P�KLT�MOLSFAFKD�@LAB�P>JMIBP�QE>Q�FK@IRAB�QEB�21(�FKQBDOFQV�

>QQOF?RQB�TB�PELRIA�PBB�>�PQB>AV�FK@OB>PB�FK�QEB�RPB�LC�21(
�

Conclusion 

 P�QEB�TB?�DOLTP�FK�@>M>?FIFQFBP�>KA�>IILTP�>@@BPP�QL�JLOB�>KA�JLOB�PBKPFQFSB�A>Q>��FQ�?B@LJBP�

FK@OB>PFKDIV�FJMLOQ>KQ�CLO�ABSBILMBOP�QL�>ALMQ�TB?�PB@ROFQV�CB>QROBP�QL�MOLQB@Q�QEBFO�

>MMIF@>QFLKP
�3EB�PB@ROFQV�CB>QROBP�OBSFBTBA�FK�QEFP�@E>MQBO�>OB�ABCBKPBP�?RFIQ�FKQL�QEB�TB?�

MI>QCLOJ�FQPBIC��>S>FI>?IB�QL�BSBOV�TB?�>RQELO
�'LTB SBO��>P�>�OBSFBT�LC�QEB�PQRAV�OBPRIQP�FK�QEFP�

@E>MQBO�PELTP��QEB�@LSBO>DB�LC�PBSBO>I�FJMLOQ>KQ�PB@ROFQV�JB@E>KFPJP�BUQBKAP�LKIV�QL�>�PR?PBQ�

LC�QEB�TB?��IB>SFKD�>�PFDKFc@>KQ�M>OQ�LC�QEB�B@LPVPQBJ�BUMLPBA�QL�PB@ROFQV�LO�MOFS>@V�?RDP
�
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Encryption 

(K�QEB�OB@BKQ�VB>OP��QEB�TB?�E>P�J>AB�QEB�JLPQ�MOLDOBPP�LK�QEB�BK@OVMQFLK�LC�A>Q>�FK�QO>KPFQ
� P�

ABP@OF?BA�FK�QEB�3+2�PB@QFLK�PB@QFLK��QE>KHP�QL�>�O>KDB�LC�BCCLOQP�COLJ�?OLTPBO�SBKALOP��

ABSBILMBOP�>KA�"BOQFc@>QB� RQELOFQFBP�PR@E�>P�+BQ]P�$K@OVMQ��QEB�CO>@QFLK�LC�QEB�TB?�RPFKD�

'33/2�E>P�PQB>AFIV�DOLTK
� Q�QEB�QFJB�LC�TOFQFKD��QEB�J>GLOFQV�LC�PFQBP�>OB�>S>FI>?IB�LSBO�

'33/2��BKPROFKD�@LKcABKQF>IFQV�>KA�FKQBDOFQV�LC�QO>Cc@
�(JMLOQ>KQIV��LSBO�����LC�TB?PFQBP�

TEF@E�BK>?IB�'33/2�RPB�KBTBO��JLOB�PB@ROB�SBOPFLKP�LC�QEB�3+2�MOLQL@LI��3+2S�
��>KA�

3+2S�
��
�3EB�RPB�LC�PQOLKD�@FMEBO�PRFQBP�PR@E�>P� $2�FK�&",�JLAB�FP�>IPL�EFDE��>@@LRKQFKD�CLO�

LSBO�����LC�OBNRBPQP�LK�>II�MI>QCLOJP
�

 Q�QEB�P>JB�QFJB��D>MP�FK�3+2�@LKcDRO>QFLKP�>OB�PQFII�C>FOIV�@LJJLK
�.SBO�����LC�M>DBP�PRCCBO�

COLJ�JFUBA�@LKQBKQ�FPPRBP��OBPRIQFKD�FK�?OLTPBO�T>OKFKDP��>KA����LC�PFQBP�@LKQ>FK�>@QFSB�JFUBA�

@LKQBKQ��?IL@HBA�?V�JLABOK�?OLTPBOP�CLO�PB@ROFQV�OB>PLKP
�2FJFI>OIV��QEB�?BKBcQP�LC�'33/�

2QOF@Q�3O>KPMLOQ�2B@ROFQV�LKIV�BUQBKA�QL�>�PJ>II�PR?PBQ�LC�J>GLO�PFQBP��>KA�QEB�J>GLOFQV�LC�

TB?PFQBP�ALK]Q�BK>?IB�QEB�JLPQ�PB@ROB�'232�@LKcDRO>QFLKP�>KA�>OB�KLQ�BIFDF?IB�CLO�'232�

MOBIL>AFKD
�#BPMFQB�MOLDOBPP�FK�'33/2�>ALMQFLK��>�I>ODB�KRJ?BO�LC�@LLHFBP�FP�PQFII�PBQ�TFQELRQ�

QEB�Secure �d>D��LKIV����LC�ELJB�M>DBP�QE>Q�PBQ�@LLHFBP�MOBSBKQ�QEBJ�COLJ�?BFKD�PBKQ�LSBO�

RKBK@OVMQBA�'33/
�

Defending against common web vulnerabilities 

6 B?�ABSBILMBOP�TLOHFKD�LK�PFQBP�TFQE�PBKPFQFSB�A>Q>�LCQBK�BK>?IB�LMQ�FK�TB?�PB@ROFQV�CB>QROBP�

QL�MOLQB@Q�QEBFO�>MMIF@>QFLKP�COLJ�722 ��� ��"21% ��� ��@IF@HG>@HFKD��� ��>KA�LQEBO�@LJJLK�TB?�?RDP
�

3EBPB�FPPRBP�@>K�?B�JFQFD>QBA�?V�PBQQFKD�>�KRJ?BO�LC�PQ>KA>OA��?OL>AIV�PRMMLOQBA�'33/�

OBPMLKPB�EB>ABOP��FK@IRAFKD�X-Frame-Options �� X-Content-Type-Options ��>KA�

Content-Security-Policy 
�

(K�I>ODB�M>OQ�ARB�QL�QEB�@LJMIBUFQV�LC�?LQE�QEB�PB@ROFQV�CB>QROBP�>KA�TB?�>MMIF@>QFLKP��LKIV�>�

JFKLOFQV�LC�TB?PFQBP�@ROOBKQIV�RPB�QEBPB�ABCBKPBP��>KA�LCQBK�BK>?IB�LKIV�QELPB�JB@E>KFPJP�

TEF@E�AL�KLQ�OBNRFOB�PFDKFc@>KQ�OBC>@QLOFKD�BCCLOQP
�3EB�JLPQ�@LJJLK�LMQ�FK�>MMIF@>QFLK�

PB@ROFQV�CB>QROBP�>OB�X-Content-Type-Options ��BK>?IBA�?V�����LC�M>DBP���X-Frame-

Options ��������>KA�QEB�ABMOB@>QBA�X-XSS-Protection �EB>ABO������
�3EB�JLPQ�MLTBOCRI�

TB?�PB@ROFQV�JB@E>KFPJ["LKQBKQ�2B@ROFQV�/LIF@V[FP�LKIV�BK>?IBA�?V����LC�TB?PFQBP��>KA�LKIV�

>�PJ>II�PR?PBQ�LC�QEBJ��>?LRQ��
���LC�>II�PFQBP��RPB�QEB�P>CBO�@LKcDRO>QFLKP�?>PBA�LK�"2/�

KLK@BP�>KA�E>PEBP
�3EB�OBI>QBA�Referrer-Policy ��>FJFKD�QL�OBAR@B�QEB�>JLRKQ�LC�

FKCLOJ>QFLK�PBKQ�QL�QEFOA�M>OQFBP�FK�QEB�Referer �EB>ABOP�FP�PFJFI>OIV�LKIV�RPBA�?V����LC�

TB?PFQBP
�

����   >JJFI�

;D�M?A?F;:?7�EH=
M?A?
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����   >JJFI�
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;D�M?A?F;:?7�EH=
M?A?
�B?9A@79A?D=�

Part II Chapter 8 : Security

2019 Web Almanac by HTTP Archive 171

https://en.wikipedia.org/wiki/Cross-site_scripting
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://en.wikipedia.org/wiki/Clickjacking


Modern web platform defenses 

(K�QEB�OB@BKQ�VB>OP��TB?�?OLTPBOP�E>SB�FJMIBJBKQBA�MLTBOCRI�KBT�JB@E>KFPJP�TEF@E�LCCBO�

MOLQB@QFLKP�COLJ�J>GLO�@I>PPBP�LC�SRIKBO>?FIFQFBP�>KA�KBT�TB?�QEOB>QP��QEFP�FK@IRABP�

2R?OBPLRO@B�(KQBDOFQV��2>JB2FQB�@LLHFBP��>KA�@LLHFB�MOBcUBP
�

3EBPB�CB>QROBP�E>SB�PBBK�>ALMQFLK�LKIV�?V�>�OBI>QFSBIV�PJ>II�KRJ?BO�LC�TB?PFQBP��QEBFO�QLQ>I�

@LSBO>DB�FP�DBKBO>IIV�TBII�?BILT���
�3EB�BSBK�JLOB�OB@BKQ�PB@ROFQV�JB@E>KFPJP�PR@E�>P�

3ORPQBA�3VMBP��� ��"OLPP�.OFDFK�1BPLRO@B�/LIF@V��� �LO�"OLPP�.OFDFK�.MBKBO�/LIF@V��� �E>SB�KLQ�PBBK�

>KV�TFABPMOB>A�>ALMQFLK�>P�LC�VBQ
�

2FJFI>OIV��@LKSBKFBK@B�CB>QROBP�PR@E�>P�QEB�1BMLOQFKD� /(��-BQTLOH�$OOLO�+LDDFKD�>KA�QEB�

Clear-Site-Data �EB>ABO�>OB�>IPL�PQFII�FK�QEBFO�FKC>K@V�>KA�>OB�@ROOBKQIV�?BFKD�RPBA�?V�>�

PJ>II�KRJ?BO�LC�PFQBP
�

Tying it all together 

 Q�TB?�P@>IB��QEB�QLQ>I�@LSBO>DB�LC�LMQ�FK�MI>QCLOJ�PB@ROFQV�CB>QROBP�FP�@ROOBKQIV�OBI>QFSBIV�ILT
�

$SBK�QEB�JLPQ�?OL>AIV�>ALMQBA�MOLQB@QFLKP�>OB�BK>?IBA�?V�IBPP�QE>K�>�NR>OQBO�LC�TB?PFQBP��

IB>SFKD�QEB�J>GLOFQV�LC�QEB�TB?�TFQELRQ�MI>QCLOJ�P>CBDR>OAP�>D>FKPQ�@LJJLK�PB@ROFQV�FPPRBP��

JLOB�OB@BKQ�PB@ROFQV�JB@E>KFPJP��PR@E�>P�"LKQBKQ�2B@ROFQV�/LIF@V�LO�1BCBOOBO�/LIF@V��>OB�

BK>?IBA�?V�IBPP�QE>K����LC�TB?PFQBP
�

(Q�FP�FJMLOQ>KQ�QL�KLQB��ELTBSBO��QE>Q�QEB�>ALMQFLK�LC�QEBPB�JB@E>KFPJP�FP�PHBTBA�QLT>OAP�

I>ODBO�TB?�>MMIF@>QFLKP�TEF@E�COBNRBKQIV�E>KAIB�JLOB�PBKPFQFSB�RPBO�A>Q>
�3EB�ABSBILMBOP�LC�

QEBPB�PFQBP�JLOB�COBNRBKQIV�FKSBPQ�FK�FJMOLSFKD�QEBFO�TB?�ABCBKPBP��FK@IRAFKD�BK>?IFKD�>�O>KDB�

LC�MOLQB@QFLKP�>D>FKPQ�@LJJLK�SRIKBO>?FIFQFBP��QLLIP�PR@E�>P�,LWFII>�.?PBOS>QLOV��� �>KA�2B@ROFQV�

'B>ABOP��� �@>K�MOLSFAB�>�RPBCRI�@EB@HIFPQ�LC�TB?�>S>FI>?IB�PB@ROFQV�CB>QROBP
�

(C�VLRO�TB?�>MMIF@>QFLK�E>KAIBP�PBKPFQFSB�RPBO�A>Q>��@LKPFABO�BK>?IFKD�QEB�PB@ROFQV�JB@E>KFPJP�

LRQIFKBA�FK�QEFP�PB@QFLK�QL�MOLQB@Q�VLRO�RPBOP�>KA�J>HB�QEB�TB?�P>CBO
�

����   >JJFI�

M�9�=?J>K8�?E
M;87FFI;9�JHKIJ;:�JOF;I
:?IJ
IF;9
�
����   >JJFI�

:;L ;BEF;H�CEP?BB7�EH=
:E9I
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#//+ 
�HEII�*H?=?D6-;IEKH9;6+EB?9O6��*-+��
����   >JJFI�

MMM�9>HEC;IJ7JKI�9EC
<;7JKH;
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����   >JJFI�
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https://w3c.github.io/webappsec-trusted-types/dist/spec/
https://developer.mozilla.org/docs/Web/HTTP/Cross-Origin_Resource_Policy_(CORP)
https://www.chromestatus.com/feature/5432089535053824
https://observatory.mozilla.org/
https://securityheaders.com/
https://securityheaders.com/
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Part II Chapter 9 

Accessibility 

Written by Nektarios Paisios, David Fox, and Abigail Klein 
-;L?;M;:�8O� '7KH7� 8;HBO�
�D7BOP;:�8O��EK=�.?BB7HI
�-?9A�1?I9EC?
�7D:��7L?:�! EN�
 :?J;:�8O��7L?:�! EN�

Introduction 

 @@BPPF?FIFQV�LK�QEB�TB?�FP�BPPBKQF>I�CLO�>K�FK@IRPFSB�>KA�BNRFQ>?IB�PL@FBQV
� P�JLOB�LC�LRO�PL@F>I�

>KA�TLOH�IFSBP�JLSB�QL�QEB�LKIFKB�TLOIA��FQ�?B@LJBP�BSBK�JLOB�FJMLOQ>KQ�CLO�MBLMIB�TFQE�

AFP>?FIFQFBP�QL�?B�>?IB�QL�M>OQF@FM>QB�FK�>II�LKIFKB�FKQBO>@QFLKP�TFQELRQ�?>OOFBOP
�)RPQ�>P�?RFIAFKD�

>O@EFQB@QP�@>K�@OB>QB�LO�LJFQ�>@@BPPF?FIFQV�CB>QROBP�PR@E�>P�TEBBI@E>FO�O>JMP��TB?�ABSBILMBOP�

@>K�EBIM�LO�EFKABO�QEB�>PPFPQFSB�QB@EKLILDV�RPBOP�OBIV�LK
�

6EBK�QEFKHFKD�>?LRQ�RPBOP�TFQE�AFP>?FIFQFBP��TB�PELRIA�OBJBJ?BO�QE>Q�QEBFO�RPBO�GLROKBVP�>OB�

LCQBK�QEB�P>JB[QEBV�GRPQ�RPB�AFCCBOBKQ�QLLIP
�3EBPB�MLMRI>O�QLLIP�FK@IRAB�?RQ�>OB�KLQ�IFJFQBA�QL��

P@OBBK�OB>ABOP��P@OBBK�J>DKFcBOP��?OLTPBO�LO�QBUQ�PFWB�WLLJFKD��>KA�SLF@B�@LKQOLIP
�

.CQBK��FJMOLSFKD�QEB�>@@BPPF?FIFQV�LC�VLRO�PFQB�E>P�?BKBcQP�CLO�BSBOVLKB
�6EFIB�TB�QVMF@>IIV�

QEFKH�LC�MBLMIB�TFQE�AFP>?FIFQFBP�>P�MBLMIB�TFQE�>�MBOJ>KBKQ�AFP>?FIFQV��>KV?LAV�@>K�E>SB�>�

QBJMLO>OV�LO�PFQR>QFLK>I�AFP>?FIFQV
�%LO�BU>JMIB��PLJBLKB�JFDEQ�?B�MBOJ>KBKQIV�?IFKA��E>SB�>�

QBJMLO>OV�BVB�FKCB@QFLK��LO��PFQR>QFLK>IIV��?B�LRQPFAB�RKABO�>�DI>OFKD�PRK
� II�LC�QEBPB�JFDEQ�
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BUMI>FK�TEV�PLJBLKB�FP�RK>?IB�QL�PBB�QEBFO�P@OBBK
�$SBOVLKB�E>P�PFQR>QFLK>I�AFP>?FIFQFBP��>KA�PL�

FJMOLSFKD�QEB�>@@BPPF?FIFQV�LC�VLRO�TB?�M>DB�TFII�FJMOLSB�QEB�BUMBOFBK@B�LC�>II�RPBOP�FK�>KV�

PFQR>QFLK
�

3EB�6 B?�"LKQBKQ� @@BPPF?FIFQV�&RFABIFKBP��� ��6" &��>ASFPB�LK�ELT�QL�J>HB�>�TB?PFQB�

>@@BPPF?IB
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�'LTBSBO��FK�J>KV�@>PBP�FQ�FP�
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�3EBOBCLOB��LRO�>K>IVPFP�FP�GRPQ�>K�>MMOLUFJ>QFLK�LC�

LSBO>II�TB?�>@@BPPF?FIFQV
�

6 B]SB�PMIFQ�RM�LRO�JLPQ�FKQBOBPQFKD�FKPFDEQP�FKQL�CLRO�@>QBDLOFBP��B>PB�LC�OB>AFKD��JBAF>�LK�QEB�
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�
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PQ>QBA
�

Ease of reading 
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�
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>Q�QEOBB�>OB>P�FK�TEF@E�PFQBP�PQORDDIBA
�

Color contrast 

3EBOB�>OB�J>KV�@>PBP�TEBOB�SFPFQLOP�QL�VLRO�PFQB�J>V�KLQ�?B�>?IB�PBB�FQ�MBOCB@QIV
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�/BOE>MP�QEBV]OB�PFJMIV�OB>AFKD�TEFIB�QEB�PRK�

FP�LRQ�>KA�@OB>QFKD�QLKP�LC�DI>OB�LK�QEBFO�P@OBBK[PFDKFc@>KQIV�FJM>FOFKD�QEBFO�SFPFLK
�.O�J>V?B�

QEBV]SB�GRPQ�DOLTK�LIABO�>KA�QEBFO�BVBP�@>K]Q�AFPQFKDRFPE�@LILOP�>P�TBII�>P�QEBV�RPBA�QL
�

(K�LOABO�QL�J>HB�PROB�VLRO�TB?PFQB�FP�OB>A>?IB�RKABO�QEBPB�@LKAFQFLKP��J>HFKD�PROB�VLRO�QBUQ�

E>P�PRCc@FBKQ�@LILO�@LKQO>PQ�TFQE�FQP�?>@HDOLRKA�FP�@OFQF@>I
�(Q�FP�>IPL�FJMLOQ>KQ�QL�@LKPFABO�TE>Q�

@LKQO>PQP�TFII�?B�PELTK�TEBK�QEB�@LILOP�>OB�@LKSBOQBA�QL�DO>VP@>IB
�
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https://www.w3.org/WAI/WCAG21/quickref/
http://www.cvrl.org/people/stockman/pubs/1999%20Genetics%20chapter%20SSJN.pdf
http://www.cvrl.org/people/stockman/pubs/1999%20Genetics%20chapter%20SSJN.pdf


.KIV���
����LC�PFQBP�D>SB�>II�LC�QEBFO�QBUQ�PRCc@FBKQ�@LILO�@LKQO>PQ
�.O�FK�LQEBO�TLOAP����LRQ�LC�

BSBOV���PFQBP�E>SB�QBUQ�TEF@E�B>PFIV�?IBKAP�FKQL�QEB�?>@HDOLRKA��J>HFKD�FQ�RKOB>A>?IB
�

)EJ;�J>7J�M;�M;H;DSJ�78B;�JE�7D7BOP;�7DO�J;NJ�?DI?:;�E<�?C7=;I
�IE�EKH�H;FEHJ;:�C;JH?9�?I�7D�KFF;H�
8EKD:�E<�J>;�JEJ7B�DKC8;H�E<�M;8I?J;I�F7II?D=�J>;�9EBEH�9EDJH7IJ�J;IJ��

Zooming and scaling pages 

4PFKD�>�IBDF?IB�CLKQ�PFWB��� �>KA�Q>ODBQ�PFWB��� �EBIMP�RPBOP�OB>A�>KA�FKQBO>@Q�TFQE�VLRO�TB?PFQB
�!RQ�

BSBK�TB?PFQBP�MBOCB@QIV�CLIILTFKD�>II�LC�QEBPB�DRFABIFKBP�@>K]Q�JBBQ�QEB�PMB@Fc@�KBBAP�LC�B>@E�

SFPFQLO
�3EFP�FP�TEV�ABSF@B�CB>QROBP�IFHB�MFK@E�QL�WLLJ�>KA�P@>IFKD�>OB�PL�FJMLOQ>KQ��QEBV�>IILT�

RPBOP�QL�QTB>H�VLRO�M>DBP�PL�QEBFO�KBBAP�>OB�JBQ
�.O�FK�QEB�@>PB�LC�M>OQF@RI>OIV�FK>@@BPPF?IB�

PFQBP�RPFKD�QFKV�CLKQP�>KA�?RQQLKP��FQ�DFSBP�RPBOP�QEB�@E>K@B�QL�BSBK�RPB�QEB�PFQB
�

3EBOB�>OB�O>OB�@>PBP�TEBK�AFP>?IFKD�P@>IFKD�FP�>@@BMQ>?IB��IFHB�TEBK�QEB�M>DB�FK�NRBPQFLK�FP�>�

TB?�?>PBA�D>JB�RPFKD�QLR@E�@LKQOLIP
�(C�IBCQ�BK>?IBA�FK�QEFP�@>PB��MI>VBOP]�MELKBP�TFII�WLLJ�FK�

>KA�LRQ�BSBOV�QFJB�QEB�MI>VBO�Q>MP�QTF@B�LK�QEB�D>JB��FOLKF@>IIV�J>HFKD�FQ�FK>@@BPPF?IB
�

!B@>RPB�LC�QEFP��ABSBILMBOP�>OB�DFSBK�QEB�>?FIFQV�QL�AFP>?IB�QEFP�CB>QROB�?V�PBQQFKD�LKB�LC�QEB�

CLIILTFKD�QTL�MOLMBOQFBP�FK�QEB�JBQ>�SFBTMLOQ�Q>D��� ��

�
� user-scalable �PBQ�QL�0 �LO�no 

!?=KH;����� � N7CFB;�E<�M>7J�J;NJ�M?J>�?DIK<V9?;DJ�9EBEH�9EDJH7IJ�BEEAI�B?A;���EKHJ;IO�E<�'EEA5EEA��

B G Color: #FCA469

#FFFFFF #FFFFFF

B G Color: #BD5B0E

#FFFFFF

Too lightly colored

#FFFFFF
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https://almanac.httparchive.org/static/images/2019/accessibility/example-of-good-and-bad-color-contrast-lookzook.svg
https://almanac.httparchive.org/static/images/2019/accessibility/example-of-good-and-bad-color-contrast-lookzook.svg
https://accessibleweb.com/question-answer/minimum-font-size/
https://www.w3.org/WAI/WCAG21/quickref/#target-size
https://developer.mozilla.org/docs/Web/HTML/Viewport_meta_tag


�
� maximum-scale �PBQ�QL�1 �� 1.0 ��BQ@�

2>AIV��ABSBILMBOP�E>SB�JFPRPBA�QEFP�PL�JR@E�QE>Q�>IJLPQ�LKB�LRQ�LC�BSBOV�QEOBB�PFQBP�LK�JL?FIB�

���
�����AFP>?IB�QEFP�CB>QROB��>KA� MMIB��>P�LC�F.2�����KL�ILKDBO�>IILTP�TB?�ABSBILMBOP�QL�

AFP>?IB�WLLJFKD
�,L?FIB�2>C>OF�PFJMIV�FDKLOBP�QEB�Q>D��� 
� II�PFQBP��KL�J>QQBO�TE>Q��@>K�?B�

WLLJBA�>KA�P@>IBA�LK�KBTBO�F.2�ABSF@BP
�

Language identification 

3EB�TB?�FP�CRII�LC�TLKAOLRP�>JLRKQP�LC�@LKQBKQ
�'LTBSBO��QEBOB]P�>�@>Q@E��LSBO�������AFCCBOBKQ�

I>KDR>DBP�BUFPQ�FK�QEB�TLOIA��>KA�QEB�@LKQBKQ�VLR]OB�ILLHFKD�CLO�J>V�KLQ�?B�TOFQQBK�FK�LKB�VLR�

>OB�dRBKQ�FK
�(K�OB@BKQ�VB>OP��TB]SB�J>AB�DOB>Q�PQOFABP�FK�QO>KPI>QFLK�QB@EKLILDFBP�>KA�VLR�

MOL?>?IV�E>SB�RPBA�LKB�LC�QEBJ�LK�QEB�TB?��B
D
��&LLDIB�QO>KPI>QB�
�

(K�LOABO�QL�C>@FIFQ>QB�QEFP�CB>QROB��QEB�QO>KPI>QFLK�BKDFKBP�KBBA�QL�HKLT�TE>Q�I>KDR>DB�VLRO�

M>DBP�>OB�TOFQQBK�FK
�3EFP�FP�ALKB�?V�RPFKD�QEB�lang �>QQOF?RQB
�6FQELRQ�QEFP��@LJMRQBOP�JRPQ�

DRBPP�TE>Q�I>KDR>DB�VLRO�M>DB�FP�TOFQQBK�FK
� P�VLR�JFDEQ�FJ>DFKB��QEFP�IB>AP�QL�J>KV�BOOLOP��

BPMB@F>IIV�TEBK�M>DBP�RPB�JRIQFMIB�I>KDR>DBP��B
D
��VLRO�M>DB�K>SFD>QFLK�FP�FK�$KDIFPE��?RQ�QEB�

MLPQ�@LKQBKQ�FP�FK�)>M>KBPB�
�

3EFP�MOL?IBJ�FP�BSBK�JLOB�MOLKLRK@BA�LK�QBUQ�QL�PMBB@E�>PPFPQFSB�QB@EKLILDFBP�IFHB�P@OBBK�

!?=KH;����� �+;H9;DJ7=;�E<�I?J;I�J>7J�:?I78B;�PEEC?D=�7D:�I97B?D=�LI�:;L?9;�JOF;��
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https://archive.org/details/ios-10-beta-release-notes
https://almanac.httparchive.org/static/images/2019/accessibility/fig2.png
https://almanac.httparchive.org/static/images/2019/accessibility/fig2.png
https://developer.mozilla.org/docs/Web/HTML/Global_attributes/lang
https://developer.mozilla.org/docs/Web/HTML/Global_attributes/lang


OB>ABOP��TEBOB�FC�KL�I>KDR>DB�E>P�?BBK�PMB@FcBA��QEBV�QBKA�QL�OB>A�QEB�QBUQ�FK�QEB�ABC>RIQ�RPBO�

I>KDR>DB
�

.C�QEB�M>DBP�>K>IVWBA����
����AL�KLQ�PMB@FCV�>�I>KDR>DB�TFQE�QEB�lang �>QQOF?RQB
�3EFP�IB>SBP�

LSBO�>�NR>OQBO�LC�M>DBP�PRP@BMQF?IB�QL�>II�LC�QEB�MOL?IBJP�ABP@OF?BA�>?LSB
�3EB�DLLA�KBTP��.C�

PFQBP�RPFKD�QEB�lang �>QQOF?RQB��QEBV�PMB@FCV�>�S>IFA�I>KDR>DB�@LAB�@LOOB@QIV���
����LC�QEB�QFJB
�

Distracting content 

2LJB�RPBOP��PR@E�>P�QELPB�TFQE�@LDKFQFSB�AFP>?FIFQFBP��E>SB�AFCc@RIQFBP�@LK@BKQO>QFKD�LK�QEB�

P>JB�Q>PH�CLO�ILKD�MBOFLAP�LC�QFJB
�3EBPB�RPBOP�ALK]Q�T>KQ�QL�AB>I�TFQE�M>DBP�QE>Q�FK@IRAB�ILQP�LC�

JLQFLK�>KA�>KFJ>QFLKP��BPMB@F>IIV�TEBK�QEBPB�BCCB@QP�>OB�MROBIV�@LPJBQF@�>KA�KLQ�OBI>QBA�QL�

QEB�Q>PH�>Q�E>KA
� Q�>�JFKFJRJ��QEBPB�RPBOP�KBBA�>�T>V�QL�QROK�>II�AFPQO>@QFKD�>KFJ>QFLKP�LCC
�

4KCLOQRK>QBIV��LRO�cKAFKDP�FKAF@>QB�QE>Q�FKcKFQBIV�ILLMFKD�>KFJ>QFLKP�>OB�NRFQB�@LJJLK�LK�QEB�

TB?��TFQE���
����LC�M>DBP�RPFKD�QEBJ�QEOLRDE�FKcKFQB�"22�>KFJ>QFLKP�LO�<marquee> �>KA�

<blink> �BIBJBKQP
�

(Q�FP�FKQBOBPQFKD�QL�KLQB�ELTBSBO��QE>Q�QEB�?RIH�LC�QEFP�MOL?IBJ�>MMB>OP�QL�?B�>�CBT�MLMRI>O�

QEFOA�M>OQV�PQVIBPEBBQP�TEF@E�FK@IRAB�FKcKFQBIV�ILLMFKD�"22�>KFJ>QFLKP�?V�ABC>RIQ
�6B�TBOB�

RK>?IB�QL�ABQBOJFKB�ELT�J>KV�M>DBP�>@QR>IIV�RPBA�QEBPB�>KFJ>QFLK�PQVIBP
�

Media on the web 

Alternative text on images 

(J>DBP�>OB�>K�BPPBKQF>I�M>OQ�LC�QEB�TB?�BUMBOFBK@B
�3EBV�@>K�QBII�MLTBOCRI�PQLOFBP��DO>?�

>QQBKQFLK��>KA�BIF@FQ�BJLQFLK
�!RQ�KLQ�BSBOVLKB�@>K�PBB�QEBPB�FJ>DBP�QE>Q�TB�OBIV�LK�QL�QBII�

M>OQP�LC�LRO�PQLOFBP
�3E>KHCRIIV��FK�������'3,+��
��MOL SFABA�>�PLIRQFLK�QL�QEFP�MOL?IBJ��QEB�>IQ�

>QQOF?RQB��� 
�3EB�>IQ�>QQOF?RQB�MOLSFABP�TB?�ABSBILMBOP�TFQE�QEB�@>M>?FIFQV�LC�>AAFKD�>�QBUQR>I�

ABP@OFMQFLK�QL�QEB�FJ>DBP�TB�RPB��PL�QE>Q�TEBK�PLJBLKB�FP�RK>?IB�QL�PBB�LRO�FJ>DBP��LO�QEB�

FJ>DBP�>OB�RK>?IB�QL�IL>A���QEBV�@>K�OB>A�QEB�>IQ�QBUQ�CLO�>�ABP@OFMQFLK
�3EB�>IQ�QBUQ�cIIP�QEBJ�FK�

LK�QEB�M>OQ�LC�QEB�PQLOV�QEBV�TLRIA�E>SB�LQEBOTFPB�JFPPBA
�

$SBK�QELRDE�>IQ�>QQOF?RQBP�E>SB�?BBK�>OLRKA�CLO����VB>OP����
����LC�M>DBP�PQFII�C>FI�QL�MOLSFAB�

>IQ�>QQOF?RQBP�CLO�PLJB�LC�QEBFO�FJ>DBP��>KA��
����LC�M>DBP�KBSBO�RPB�QEBJ�>Q�>II
�
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https://developer.mozilla.org/docs/Web/HTML/Element/marquee
https://developer.mozilla.org/docs/Web/HTML/Element/marquee
https://developer.mozilla.org/docs/Web/HTML/Element/blink
https://developer.mozilla.org/docs/Web/HTML/Element/blink
https://webaim.org/techniques/alttext/
https://webaim.org/techniques/alttext/


Captions for audio and video 

)RPQ�>P�FJ>DBP�>OB�MLTBOCRI�PQLOVQBIIBOP��PL�QLL�>OB�>RAFL�>KA�SFABL�FK�DO>??FKD�>QQBKQFLK�>KA�

BUMOBPPFKD�FAB>P
�6EBK�>RAFL�>KA�SFABL�@LKQBKQ�FP�KLQ�@>MQFLKBA��RPBOP�TEL�@>KKLQ�EB>O�QEFP�

@LKQBKQ�JFPP�LRQ�LK�I>ODB�MLOQFLKP�LC�QEB�TB?
�.KB�LC�QEB�JLPQ�@LJJLK�QEFKDP�TB�EB>O�COLJ�

RPBOP�TEL�>OB�#B>C�LO�E>OA�LC�EB>OFKD�FP�QEB�KBBA�QL�FK@IRAB�@>MQFLKP�CLO�>II�>RAFL�>KA�SFABL�

@LKQBKQ
�

.C�PFQBP�RPFKD�<audio> �LO�<video> �BIBJBKQP��LKIV��
����MOLSFAB�@>MQFLKP��>P�JB>PROBA�?V�

QELPB�QE>Q�FK@IRAB�QEB�<track> �BIBJBKQ�
�-LQB�QE>Q�PLJB�TB?PFQBP�E>SB�@RPQLJ�PLIRQFLKP�CLO�

MOLSFAFKD�SFABL�>KA�>RAFL�@>MQFLKP�QL�RPBOP
�6B�TBOB�RK>?IB�QL�ABQB@Q�QEBPB�>KA�QERP�QEB�QORB�

MBO@BKQ>DB�LC�PFQBP�RQFIFWFKD�@>MQFLKP�FP�PIFDEQIV�EFDEBO
�

Ease of page navigation 

6EBK�VLR�LMBK�QEB�JBKR�FK�>�OBPQ>RO>KQ��QEB�cOPQ�QEFKD�VLR�MOL?>?IV�AL�FP�OB>A�>II�LC�QEB�

PB@QFLK�EB>ABOP��>MMBQFWBOP��P>I>AP��J>FK�@LROPB��>KA�ABPPBOQ
�3EFP�>IILTP�VLR�QL�P@>K�>�JBKR�CLO�

>II�LC�QEB�LMQFLKP�>KA�GRJM�NRF@HIV�QL�QEB�AFPEBP�JLPQ�FKQBOBPQFKD�QL�VLR
�2FJFI>OIV��TEBK�>�

SFPFQLO�LMBKP�>�TB?�M>DB��QEBFO�DL>I�FP�QL�cKA�QEB�FKCLOJ>QFLK�QEBV�>OB�JLPQ�FKQBOBPQBA�FK[QEB�

OB>PLK�QEBV�@>JB�QL�QEB�M>DB�FK�QEB�cOPQ�MI>@B
�(K�LOABO�QL�EBIM�RPBOP�cKA�QEBFO�ABPFOBA�@LKQBKQ�

>P�C>PQ�>P�MLPPF?IB��>KA�MOBSBKQ�QEBJ�COLJ�EFQQFKD�QEB�?>@H�?RQQLK���TB�QOV�QL�PBM>O>QB�QEB�

@LKQBKQP�LC�LRO�M>DBP�FKQL�PBSBO>I�SFPR>IIV�AFPQFK@Q�PB@QFLKP��CLO�BU>JMIB��>�PFQB�EB>ABO�CLO�

K>SFD>QFLK��S>OFLRP�EB>AFKDP�FK�LRO�>OQF@IBP�PL�RPBOP�@>K�NRF@HIV�P@>K�QEBJ��>�CLLQBO�CLO�LQEBO�

BUQO>KBLRP�OBPLRO@BP��>KA�JLOB
�

6EFIB�QEFP�FP�BU@BMQFLK>IIV�FJMLOQ>KQ��TB�KBBA�QL�Q>HB�@>OB�QL�J>OH�RM�LRO�M>DBP�PL�LRO�SFPFQLOP]�

@LJMRQBOP�@>K�MBO@BFSB�QEBPB�AFPQFK@Q�PB@QFLKP�>P�TBII
�6EV��6EFIB�JLPQ�OB>ABOP�RPB�>�JLRPB�

QL�K>SFD>QB�M>DBP��J>KV�LQEBOP�OBIV�LK�HBV?L>OAP�>KA�P@OBBK�OB>ABOP
�3EBPB�QB@EKLILDFBP�OBIV�

EB>SFIV�LK�ELT�TBII�QEBFO�@LJMRQBOP�RKABOPQ>KA�VLRO�M>DB
�

Headings 

'B>AFKDP�>OB�KLQ�LKIV�EBIMCRI�SFPR>IIV��?RQ�QL�P@OBBK�OB>ABOP�>P�TBII
�3EBV�>IILT�P@OBBK�OB>ABOP�

QL�NRF@HIV�GRJM�COLJ�PB@QFLK�QL�PB@QFLK�>KA�EBIM�FKAF@>QB�TEBOB�LKB�PB@QFLK�BKAP�>KA�>KLQEBO�

?BDFKP
�

(K�LOABO�QL�>SLFA�@LKCRPFKD�P@OBBK�OB>ABO�RPBOP��J>HB�PROB�VLR�KBSBO�PHFM�>�EB>AFKD�IBSBI
�%LO�

BU>JMIB��ALK]Q�DL�PQO>FDEQ�COLJ�>K�'��QL�>K�'���PHFMMFKD�QEB�'�
�6EV�FP�QEFP�>�?FD�AB>I��!B@>RPB�

QEFP�FP�>K�RKBUMB@QBA�@E>KDB�QE>Q�TFII�@>RPB�>�P@OBBK�OB>ABO�RPBO�QL�QEFKH�QEBV]SB�JFPPBA�>�MFB@B�

LC�@LKQBKQ
�3EFP�JFDEQ�@>RPB�QEBJ�QL�PQ>OQ�ILLHFKD�>II�LSBO�CLO�TE>Q�QEBV�J>V�E>SB�JFPPBA��BSBK�
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https://developer.mozilla.org/docs/Web/HTML/Element/audio
https://developer.mozilla.org/docs/Web/HTML/Element/audio
https://developer.mozilla.org/docs/Web/HTML/Element/video
https://developer.mozilla.org/docs/Web/HTML/Element/video
https://developer.mozilla.org/docs/Web/Guide/Audio_and_video_delivery/Adding_captions_and_subtitles_to_HTML5_video
https://developer.mozilla.org/docs/Web/Guide/Audio_and_video_delivery/Adding_captions_and_subtitles_to_HTML5_video


FC�QEBOB�FPK]Q�>KVQEFKD�JFPPFKD
�/IRP��VLR]II�EBIM�>II�LC�VLRO�OB>ABOP�?V�HBBMFKD�>�JLOB�@LKPFPQBKQ�

ABPFDK
�

6FQE�QE>Q�?BFKD�P>FA��EBOB�>OB�LRO�OBPRIQP��

�
� ��
����LC�M>DBP�RPB�EB>AFKDP�FK�PLJB�C>PEFLK
� TBPLJB
�

�
� ��
���LC�M>DBP�AL�PHFM�EB>AFKD�IBSBIP
�

�
� 2QO>KDBIV��'�P�>OB�CLRKA�LK�JLOB�PFQBP�QE>K�'�P
�

Main landmark 

 � J>FK�I>KAJ>OH��� �FKAF@>QBP�QL�P@OBBK�OB>ABOP�TEBOB�QEB�J>FK�@LKQBKQ�LC�>�TB?�M>DB�PQ>OQP�PL�

RPBOP�@>K�GRJM�OFDEQ�QL�FQ
�6FQELRQ�QEFP��P@OBBK�OB>ABO�RPBOP�E>SB�QL�J>KR>IIV�PHFM�LSBO�VLRO�

K>SFD>QFLK�BSBOV�PFKDIB�QFJB�QEBV�DL�QL�>�KBT�M>DB�TFQEFK�VLRO�PFQB
�.?SFLRPIV��QEFP�FP�O>QEBO�

CORPQO>QFKD
�

6 B�CLRKA�LKIV�LKB�FK�BSBOV�CLRO�M>DBP����
�����FK@IRAB�>�J>FK�I>KAJ>OH
� KA�PROMOFPFKDIV��

�
����LC�M>DBP�BOOLKBLRPIV�@LKQ>FKBA�JLOB�QE>K�LKB�J>FK�I>KAJ>OH��IB>SFKD�QEBPB�RPBOP�

DRBPPFKD�TEF@E�I>KAJ>OH�@LKQ>FKP�QEB�>@QR>I�J>FK�@LKQBKQ
�
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https://almanac.httparchive.org/static/images/2019/accessibility/fig3.png
https://almanac.httparchive.org/static/images/2019/accessibility/fig3.png
https://developer.mozilla.org/docs/Web/Accessibility/ARIA/Roles/Main_role


HTML section elements 

2FK@B�'3,+��T>P�OBIB>PBA�FK�������>KA�J>AB�QEB�LCc@F>I�PQ>KA>OA�FK�������QEBOB�>OB�J>KV�

'3,+�BIBJBKQP�QL�>FA�@LJMRQBOP�>KA�P@OBBK�OB>ABOP�FK�RKABOPQ>KAFKD�LRO�M>DB�I>VLRQ�>KA�

PQOR@QROB
�
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Other HTML elements used for navigation 
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Compatibility with assistive technologies 

The use of ARIA 
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Updating UI frameworks could be the way forward for accessibility across the 
web 
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Many sites attempt to make dialogs accessible 
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Labels on interactive elements 
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Accessibility of Form Controls 
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https://developer.mozilla.org/docs/Web/Accessibility/ARIA/Roles/dialog_role


!B@>RPB�LC�QEFP��BKPROFKD�VLRO�CLOJP�>OB�>@@BPPF?IB�FP�FK@OBAF?IV�FJMLOQ>KQ
�3EB�PFJMIBPQ�JB>KP�
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�2>AIV��LKIV���
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Indicators of required and invalid fields 
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�'LTBSBO��MBLMIB�TFQE�ILT�LO�KL�
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Duplicate IDs 

(#P�@>K�?B�RPBA�FK�'3,+�QL�IFKH�QTL�BIBJBKQP�QLDBQEBO
�%LO�BU>JMIB��QEB�<label> �BIBJBKQ�

TLOHP�QEFP�T>V
�8LR�PMB@FCV�QEB�(#�LC�QEB�FKMRQ�cBIA�QEFP�I>?BI�FP�ABP@OF?FKD�>KA�QEB�?OLTPBO�IFKHP�

QEBJ�QLDBQEBO
�3EB�OBPRIQ��4PBOP�@>K�KLT�@IF@H�LK�QEFP�I>?BI�QL�CL@RP�LK�QEB�FKMRQ�cBIA��>KA�

P@OBBK�OB>ABOP�TFII�RPB�QEFP�I>?BI�>P�QEB�ABP@OFMQFLK
�

4KCLOQRK>QBIV����
����LC�PFQBP�E>SB�ARMIF@>QB�(#P��TEF@E�JB>KP�LK�J>KV�PFQBP�QEB�(#�PMB@FcBA�

?V�QEB�RPBO�@LRIA�OBCBO�QL�JRIQFMIB�AFCCBOBKQ�FKMRQP
�2L�TEBK�>�RPBO�@IF@HP�LK�QEB�I>?BI�QL�PBIB@Q�>�

cBIA��QEBV�J>V�BKA�RM�PBIB@QFKD�PLJBQEFKD�AFCCBOBKQ��� �QE>K�QEBV�FKQBKABA
� P�VLR�JFDEQ�FJ>DFKB��

QEFP�@LRIA�E>SB�KBD>QFSB�@LKPBNRBK@BP�FK�PLJBQEFKD�IFHB�>�PELMMFKD�@>OQ
�

3EFP�FPPRB�FP�BSBK�JLOB�MOLKLRK@BA�CLO�P@OBBK�OB>ABOP�?B@>RPB�QEBFO�RPBOP�J>V�KLQ�?B�>?IB�QL�

SFPR>IIV�ALR?IB�@EB@H�TE>Q�FP�PBIB@QBA
�/IRP��J>KV� 1( �>QQOF?RQBP��PR@E�>P�aria-

����   >JJFI�

:;L ;BEF;H�CEP?BB7�EH=
:E9I
';7HD
#/('
!EHCI
!EHC6L7B?:7J?ED�
����   >JJFI�

MMM�:;GK;�9EC
8BE=
KD?GK;�?:�7JJH?8KJ;I�C7JJ;H
�

Part II Chapter 9 : Accessibility

190 2019 Web Almanac by HTTP Archive

https://developer.mozilla.org/docs/Web/HTML/Element/label
https://developer.mozilla.org/docs/Web/HTML/Element/label
https://developer.mozilla.org/docs/Web/Accessibility/ARIA/ARIA_Techniques/Using_the_aria-label_attribute
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Conclusion 
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�

$VBPFDEQ�LCQBK�AFJFKFPEBP�TFQE�>DB��J>HFKD�QBUQ�TOFQQBK�FK�PJ>II�CLKQP�@E>IIBKDFKD�QL�OB>A
�
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FJMOLSFKD�QEB�A>V�QL�A>V�BUMBOFBK@B�LC�BSBOVLKB��
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�4KCLOQRK>QBIV��BFQEBO�QEOLRDE�>�I>@H�

LC�>T>OBKBPP�LO�B>PV�QL�RPB�QBPQFKD�QLLIP��J>KV�ABSBILMBOP�>OB�KLQ�C>JFIF>O�TFQE�QEB�KBBAP�LC�
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https://developer.mozilla.org/docs/Web/Accessibility/ARIA/ARIA_Techniques/Using_the_aria-describedby_attribute
https://developer.mozilla.org/docs/Web/Accessibility/ARIA/ARIA_Techniques/Using_the_aria-describedby_attribute
https://developer.mozilla.org/docs/Web/Accessibility/ARIA/ARIA_Techniques/Using_the_aria-labelledby_attribute
https://developer.mozilla.org/docs/Web/Accessibility/ARIA/ARIA_Techniques/Using_the_aria-labelledby_attribute
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Labeling buttons 
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Semantic form fields 
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New input types 
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6EBK�>K>IVWFKD�PFQBP�@LKQ>FKFKD�>K�BJ>FI�FKMRQ����
����RPB�type="email" 
�2FJFI>OIV��CLO�
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Enabling autocomplete for inputs 
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FKCLOJ>QFLK�KBBAP�QL�?B�cIIBA�FK��>KA�QEB�?OLTPBO�ALBP�QEB�OBPQ
�

"ROOBKQIV��LKIV���
����LC�M>DBP�TFQE�FKMRQ�cBIAP�RQFIFWB�QEFP�CB>QROB
�

Pasting into password fields 

$K>?IFKD�RPBOP�QL�@LMV�>KA�M>PQB�QEBFO�M>PPTLOAP�FKQL�VLRO�M>DB�FP�LKB�T>V�QE>Q�>IILTP�QEBJ�QL�

RPB�M>PPTLOA�J>K>DBOP
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Conclusion 
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�!RQ�FQ]P�QFJB�CLO�QEFP�QL�@E>KDB
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Introduction 
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Ecommerce platforms 

Platform Mobile Desktop 

6 LL"LJJBO@B� �
��� �
���

2ELMFCV� �
��� �
���

,>DBKQL� �
��� �
���

/OBPQ>2ELM� �
��� �
���

!FD@LJJBO@B� �
��� �
���

2ELMT>OB� �
��� �
���

%FDROB���
�
� ALMQFLK�LC�QEB�QLM�PFU�B@LJJBO@B�MI>QCLOJP
�

.RQ�LC�QEB�����B@LJJBO@B�MI>QCLOJP�QE>Q�TBOB�ABQB@QBA��LKIV�PFU�>OB�CLRKA�LK�JLOB�QE>K��
���

LC�ABPHQLM�LO�JL?FIB�TB?PFQBP
�-LQB�QE>Q�QEBPB�OBPRIQP�AL�KLQ�PELT�S>OF>QFLK�?V�@LRKQOV��?V�PFWB�

LC�PFQB��LO�LQEBO�PFJFI>O�JBQOF@P
�

%FDROB���
��>?LSB�PELTP�QE>Q�6LL"LJJBO@B�E>P�QEB�I>ODBPQ�>ALMQFLK�>Q�>OLRKA����LC�ABPHQLM�

>KA�JL?FIB�TB?PFQBP
�2ELMFCV�FP�PB@LKA�TFQE�>?LRQ��
���>ALMQFLK
�,>DBKQL��/OBPQ>2ELM��

!FD@LJJBO@B��>KA�2ELMT>OB�CLIILT�TFQE�PJ>IIBO�>KA�PJ>IIBO�>ALMQFLK��>MMOL>@EFKD��
��
�
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Long tail 

3EBOB�>OB�����B@LJJBO@B�MI>QCLOJP�QE>Q�B>@E�E>SB�CBTBO�QE>K��
���LC�ABPHQLM�LO�JL?FIB�

TB?PFQBP
� OLRKA����LC�QEBPB�E>SB�CBTBO�QE>K��
����LC�JL?FIB�LO�ABPHQLM�TB?PFQBP
�
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�
����LC�>II�OBNRBPQP�LK�JL?FIB�>KA��
����LK�ABPHQLM�>OB�CLO�ELJB�M>DBP�LK�LKB�LC�QEB�QLM�PFU�

B@LJJBO@B�MI>QCLOJP
� �CROQEBO��
����LC�OBNRBPQP�LK�JL?FIB�>KA��
����LK�ABPHQLM�>OB�CLO�

ELJB�M>DBP�LK�QEB�����LQEBO�B@LJJBO@B�MI>QCLOJP
�

Ecommerce (all platforms) 

(K�QLQ>I���
���LC�ABPHQLM�M>DBP�>KA��
���LC�JL?FIB�M>DBP�RPBA�>K�B@LJJBO@B�MI>QCLOJ
�
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 IQELRDE�QEB�ABPHQLM�MOLMLOQFLK�LC�TB?PFQBP�T>P�PIFDEQIV�EFDEBO�LSBO>II��PLJB�MLMRI>O�

MI>QCLOJP��FK@IRAFKD�6LL"LJJBO@B��/OBPQ>2ELM�>KA�2ELMT>OB��>@QR>IIV�E>SB�JLOB�JL?FIB�

QE>K�ABPHQLM�TB?PFQBP
�

Page weight and requests 

3EB�M>DB�TBFDEQ�LC�>K�B@LJJBO@B�MI>QCLOJ�FK@IRABP�>II�'3,+��"22��)>S>2@OFMQ��)2.-��7,+��

FJ>DBP��>RAFL��>KA�SFABL
�
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3EB�JBAF>K�ABPHQLM�B@LJJBO@B�MI>QCLOJ�M>DB�IL>AP�����OBNRBPQP�>KA��
��,!
�3EB�JBAF>K�

TBFDEQ�CLO�7BB�ABPHQLM�M>DBP�FP����OBNRBPQP�>KA��
��,! 
�(K�LQEBO�TLOAP��B@LJJBO@B�M>DBP�J>HB�

KB>OIV�����JLOB�OBNRBPQP�QE>K�LQEBO�TB?�M>DBP��TFQE�M>VIL>AP�>OLRKA�����I>ODBO
�!V�

@LJM>OFPLK��QEB�>J>WLK
@LJ��� �ELJB�M>DB�J>HBP�>OLRKA�����OBNRBPQP�LK�cOPQ�IL>A��CLO�>�M>DB�
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TBFDEQ�LC�>OLRKA���,!��>KA�B?>V
@LJ��� �J>HBP�>OLRKA�����OBNRBPQP�CLO�>�M>DB�TBFDEQ�LC�

>MMOLUFJ>QBIV���,!
�3EB�M>DB�TBFDEQ�>KA�KRJ?BO�LC�OBNRBPQP�CLO�ELJB�M>DBP�LK�B@LJJBO@B�

MI>QCLOJP�FP�PIFDEQIV�PJ>IIBO�LK�JL?FIB�>Q�BSBOV�MBO@BKQFIB��?RQ�>OLRKA�����LC�>II�B@LJJBO@B�

ELJB�M>DBP�IL>A�JLOB�QE>K���,!�>KA�J>HB�LSBO�����OBNRBPQP
�

3EFP�A>Q>�>@@LRKQP�CLO�ELJB�M>DB�M>VIL>A�>KA�OBNRBPQP�TFQELRQ�P@OLIIFKD
�"IB>OIV�QEBOB�>OB�>�

PFDKFc@>KQ�MOLMLOQFLK�LC�PFQBP�QE>Q�>MMB>O�QL�?B�OBQOFBSFKD�JLOB�cIBP��QEB�JBAF>K�FP�LSBO�������

TFQE�>�I>ODBO�QLQ>I�M>VIL>A��QE>K�PELRIA�?B�KB@BPP>OV�CLO�cOPQ�IL>A
�2BB�>IPL��3EFOA�M>OQV�

OBNRBPQP�>KA�?VQBP�?BILT
�

6 B�KBBA�QL�AL�CROQEBO�OBPB>O@E�QL�?BQQBO�RKABOPQ>KA�TEV�PL�J>KV�ELJB�M>DBP�LK�B@LJJBO@B�

MI>QCLOJP�J>HB�PL�J>KV�OBNRBPQP�>KA�E>SB�PR@E�I>ODB�M>VIL>AP
�3EB�>RQELOP�OBDRI>OIV�PBB�

ELJB�M>DBP�LK�B@LJJBO@B�MI>QCLOJP�QE>Q�J>HB�ERKAOBAP�LC�OBNRBPQP�LK�cOPQ�IL>A��TFQE�JRIQF�

JBD>?VQB�M>VIL>AP
�(C�QEB�KRJ?BO�LC�OBNRBPQP�>KA�M>VIL>A�>OB�>�MOL?IBJ�CLO�MBOCLOJ>K@B��QEBK�

ELT�@>K�QEBV�?B�OBAR@BA��

Requests and payload by type 

3EB�@E>OQP�?BILT�>OB�CLO�ABPHQLM�OBNRBPQP��

Type 10 25 50 75 90 

FJ>DB� ���� ���� ������ ������ ������

SFABL� ���� ���� ������ ������ ������

P@OFMQ����� ���� ���� ���� ������

CLKQ� ��� ��� ���� ���� ����

@PP� ��� ��� ���� ���� ����

EQJI� ��� ��� ��� ��� ����

>RAFL� �� �� ��� ��� ����

UJI� �� �� �� �� ��

LQEBO� �� �� �� �� ��

QBUQ� �� �� �� �� ��

%FDROB���
�
�/ BO@BKQFIBP�LC�QEB�AFPQOF?RQFLK�LC�M>DB�TBFDEQ��FK�*!��?V�OBPLRO@B�QVMB
�
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Type 10 25 50 75 90 

FJ>DB� ��� ��� ��� ��� ���

P@OFMQ� ��� ��� ��� ��� ���

@PP� �� �� ��� ��� ���

CLKQ� �� �� �� �� ���

EQJI� �� �� �� �� ���

SFABL� �� �� �� �� ��

LQEBO� �� �� �� �� ��

QBUQ� �� �� �� �� ��

UJI� �� �� �� �� ��

>RAFL� �� �� �� �� ��

%FDROB���
��
�/ BO@BKQFIBP�LC�QEB�AFPQOF?RQFLK�LC�OBNRBPQP�MBO�M>DB�?V�OBPLRO@B�QVMB
�

(J>DBP�@LKPQFQRQB�QEB�I>ODBPQ�KRJ?BO�LC�OBNRBPQP�>KA�QEB�EFDEBPQ�MOLMLOQFLK�LC�?VQBP�CLO�

B@LJJBO@B�M>DBP
�3EB�JBAF>K�ABPHQLM�B@LJJBO@B�M>DB�FK@IRABP����FJ>DBP�TBFDEFKD�������

*!���
��,!�
�

3EB�KRJ?BO�LC�)>S>2@OFMQ�OBNRBPQP�FKAF@>QBP�QE>Q�?BQQBO�?RKAIFKD��>KA�LO�'33/ �� �JRIQFMIBUFKD��

@LRIA�FJMOLSB�MBOCLOJ>K@B
�)>S>2@OFMQ�cIBP�>OB�KLQ�PFDKFc@>KQIV�I>ODB�FK�QBOJP�LC�QLQ>I�?VQBP��

?RQ�J>KV�PBM>O>QB�OBNRBPQP�>OB�J>AB
� @@LOAFKD�QL�QEB�'33/ �� �@E>MQBO��JLOB�QE>K�����LC�

OBNRBPQP�>OB�KLQ�SF>�'33/��
�2FJFI>OIV��"22�cIBP�E>SB�QEB�QEFOA�EFDEBPQ�KRJ?BO�LC�OBNRBPQP�?RQ�

>OB�DBKBO>IIV�PJ>II
�,BODFKD�"22�cIBP��>KA�LO�'33/����@LRIA�FJMOLSB�MBOCLOJ>K@B�LC�PR@E�

PFQBP
�(K�QEB�>RQELOP]�BUMBOFBK@B��J>KV�B@LJJBO@B�M>DBP�E>SB�>�EFDE�MOLMLOQFLK�LC�RKRPBA�"22�

>KA�)>S>2@OFMQ
�5FABLP�J> V�OBNRFOB�>�PJ>II�KRJ?BO�LC�OBNRBPQP��?RQ��KLQ�PROMOFPFKDIV��@LKPRJB�

>�EFDE�MOLMLOQFLK�LC�QEB�M>DB�TBFDEQ��M>OQF@RI>OIV�LK�PFQBP�TFQE�EB>SV�M>VIL>AP
�
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HTML payload size 

-LQB�QE>Q�'3,+�M>VIL>AP�J>V�FK@IRAB�LQEBO�@LAB�PR@E�>P�FKIFKB�)2.-��)>S>2@OFMQ��LO�"22�

AFOB@QIV�FK�QEB�J>OHRM�FQPBIC��O>QEBO�QE>K�OBCBOBK@BA�>P�BUQBOK>I�IFKHP
�3EB�JBAF>K�'3,+�

M>VIL>A�PFWB�CLO�B@LJJBO@B�M>DBP�FP��� *!�LK�JL?FIB�>KA����*!�LK�ABPHQLM
�'LTBSBO������LC�

B@LJJBO@B�M>DBP�E>SB�>K�'3,+�M> VIL>A�LC�JLOB�QE>K���� *!
�

,L?FIB�'3,+�M> VIL>A�PFWBP�>OB�KLQ�SBOV�AFCCBOBKQ�COLJ�ABPHQLM
�(K�LQEBO�TLOAP��FQ�>MMB>OP�QE>Q�

PFQBP�>OB�KLQ�ABIFSBOFKD�PFDKFc@>KQIV�AFCCBOBKQ�'3,+�cIBP�CLO�AFCCBOBKQ�ABSF@BP�LO�SFBTMLOQ�PFWBP
�

.K�J>K V�B@LJJBO@B�PFQBP��ELJB�M>DB�'3,+�M>VIL>AP�>OB�I>ODB
�6B�ALK]Q�HKLT�TEBQEBO�QEFP�FP�

?B@>RPB�LC�?IL>QBA�'3,+��LO�COLJ�LQEBO�@LAB��PR@E�>P�)2.-��TFQEFK�'3,+�cIBP
�
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Image stats 

)EJ;�J>7J�8;97KI;�EKH�:7J7�9EBB;9J?ED�C;J>E:EBE=O�:E;I�DEJ�I?CKB7J;�KI;H�?DJ;H79J?EDI�ED�F7=;I�B?A;�
9B?9A?D=�EH�I9HEBB?D=
�?C7=;I�J>7J�7H;�B7PO�BE7:;:�MEKB:�DEJ�8;�H;FH;I;DJ;:�?D�J>;I;�H;IKBJI��

%FDROBP���
���>KA���
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FJ>DB�M>VIL>A�LC�������*!�LK�JL?FIB�����FJ>DBP�>KA�������*!�LK�ABPHQLM
�����LC�ELJB�M>DBP�

E>SB����LO�JLOB�FJ>DBP�>KA�>K�FJ>DB�M>VIL>A�LC�KB>OIV�� ,!��

 �PFDKFc@>KQ�MOLMLOQFLK�LC�B@LJJBO@B�M>DBP�E>SB�PFW>?IB�FJ>DB�M>VIL>AP�>KA�J>HB�>�I>ODB�

KRJ?BO�LC�FJ>DB�OBNRBPQP�LK�cOPQ�IL>A
�2BB�'33/� O@EFSB]P�2Q>QB�LC�(J>DBP��� �OBMLOQ�>KA�QEB�

JBAF>�>KA�M>DB�TBFDEQ�@E>MQBOP�CLO�JLOB�@LKQBUQ
�

6 B?PFQB�LTKBOP�T>KQ�QEBFO�PFQBP�QL�ILLH�DLLA�LK�JLABOK�ABSF@BP
� P�>�OBPRIQ��J>KV�PFQBP�ABIFSBO�

QEB�P>JB�EFDE�OBPLIRQFLK�MOLAR@Q�FJ>DBP�QL�BSBOV�RPBO�M?J>EKJ�H;=7H:�<EH�I9H;;D�H;IEBKJ?ED�EH�I?P;
�

#BSBILMBOP�J>V�KLQ�?B�>T>OB�LC��LO�KLQ�T>KQ�QL�RPB��OBPMLKPFSB�QB@EKFNRBP�QE>Q�BK>?IB�

BCc@FBKQ�ABIFSBOV�LC�QEB�?BPQ�MLPPF?IB�FJ>DB�QL�AFCCBOBKQ�RPBOP
�(Q]P�TLOQE�OBJBJ?BOFKD�QE>Q�

EFDE�OBPLIRQFLK�FJ>DBP�J>V�KLQ�KB@BPP>OFIV�FK@OB>PB�@LKSBOPFLK�O>QBP
�"LKSBOPBIV��LSBORPB�LC�

EB>SV�FJ>DBP�FP�IFHBIV�QL�FJM>@Q�M>DB�PMBBA�>KA�@>K QEBOB?V�H;:K9; �@LKSBOPFLK�O>QBP
�(K�QEB�

>RQELOP]�BUMBOFBK@B�COLJ�PFQB�OBSFBTP�>KA�BSBKQP��PLJB�ABSBILMBOP�>KA�LQEBO�PQ>HBELIABOP�

E>SB�2$.�LO�LQEBO�@LK@BOKP�>?LRQ�RPFKD�I>WV�IL>AFKD�CLO�FJ>DBP
�

6 B�KBBA�QL�AL�JLOB�>K>IVPFP�QL�?BQQBO�RKABOPQ>KA�TEV�PLJB�PFQBP�>OB�KLQ�RPFKD�OBPMLKPFSB�

FJ>DB�QB@EKFNRBP�LO�I>WV�IL>AFKD
�6B�>IPL�KBBA�QL�MOLSFAB�DRFA>K@B�QE>Q�EBIMP�B@LJJBO@B�

MI>QCLOJP�QL�OBIF>?IV�ABIFSBO�?B>RQFCRI�FJ>DBP�QL�QELPB�TFQE�EFDE�BKA�ABSF@BP�>KA�DLLA�

@LKKB@QFSFQV��TEFIB�PFJRIQ>KBLRPIV�MOLSFAFKD�>�?BPQ�MLPPF?IB�BUMBOFBK@B�QL�ILTBO�BKA�ABSF@BP�

>KA�QELPB�TFQE�MLLO�@LKKB@QFSFQV
�
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Popular image formats 

)EJ;�J>7J�IEC;�?C7=;�I;HL?9;I�EH���)I�M?BB�7KJEC7J?97BBO�:;B?L;H�2;8+��H7J>;H�J>7D�%+ "�EH�+)"��JE�
FB7J<EHCI�J>7J�IKFFEHJ�2;8+
�;L;D�<EH�7�0-'�M?J>�7�.jpg �EH�.png �IK<VN��!EH�;N7CFB;
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�J>;D�<7BB�879A�JE�J>;�VB;�
; NJ;DI?ED��/>?I�C;7DI�J>7J�J>;�<EHC7J�<EH�?C7=;I�M?J>�0-'I�IK9>�7I�J>;�78EL;�M?BB�8;�=?L;D�7I�2 ;8+
�
I?D9;�2;8+�?I�IKFFEHJ;:�8O�#//+��H9>?L;�7I�7�KI;H�7=;DJ��

PNG 

.KB�FK�CLRO�FJ>DBP�LK�B@LJJBO@B�M>DBP�>OB�/-&
�3EB�EFDE�KRJ?BO�LC�/-&�OBNRBPQP�COLJ�

M>DBP�LK�B@LJJBO@B�MI>QCLOJP�FP�MOL?>?IV�CLO�MOLAR@Q�FJ>DBP
�,>KV�@LJJBO@B�PFQBP�RPB�/-&�

TFQE�MELQLDO>MEF@�FJ>DBP�QL�BK>?IB�QO>KPM>OBK@V
�

4PFKD�6B?/�TFQE�>�/-&�C>II?>@H�@>K�?B�>�C>O�JLOB�BCc@FBKQ�>IQBOK>QFSB��BFQEBO�SF>�>�MF@QROB�

BIBJBKQ��� �LO�?V�RPFKD�RPBO�>DBKQ�@>M>?FIFQV�ABQB@QFLK�SF>�>K�FJ>DB�PBOSF@B�PR@E�>P�"ILRAFK>OV��� 
�
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First-party vs third-party compression 
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Identifying compression opportunities 
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> GET /static/js/main.js HTTP/1.1 

> Host: httparchive.org 

> User-agent: curl/7.54.0 

> Accept: */* 

< HTTP/1.1 200 

< Date: Sun, 13 Oct 2019 19:36:57 GMT 

< Content-Type: application/javascript; charset=utf-8 

< Content-Length: 3052 

< Vary: Accept-Encoding 

< Server: gunicorn/19.7.1 

< Last-Modified: Sun, 25 Aug 2019 16:00:30 GMT 

< Cache-Control: public, max-age=43200 

< Expires: Mon, 14 Oct 2019 07:36:57 GMT 

< ETag: "1566748830.0-3052-3932359948" 
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What type of content are we caching? 
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Cache-Control  vs Expires 
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Expires: Thu, 01 Dec 1994 16:00:00 GMT 

'33/ ��
��FKQOLAR@BA�QEB�Cache-Control �EB>ABO��>KA�JLPQ�JLABOK�@IFBKQP�PRMMLOQ�?LQE�

EB>ABOP
�3EFP�EB>ABO�MOLSFABP�JR@E�JLOB�BUQBKPF?FIFQV�SF>�@>@EFKD�AFOB@QFSBP
�%LO�BU>JMIB��

`� no-store �@>K�?B�RPBA�QL�FKAF@>QB�QE>Q�>�OBPLRO@B�PELRIA�KLQ�?B�@>@EBA
�

`� max-age �@>K�?B�RPBA�QL�FKAF@>QB�>�COBPEKBPP�IFCBQFJB
�

`� must-revalidate �QBIIP�QEB�@IFBKQ�>�@>@EBA�BKQOV�JRPQ�?B�S>IFA>QBA�TFQE�>�

@LKAFQFLK>I�OBNRBPQ�MOFLO�QL�FQP�RPB
�

`� private �FKAF@>QBP�>�OBPMLKPB�PELRIA�LKIV�?B�@>@EBA�?V�>�?OLTPBO��>KA�KLQ�?V�>K�

FKQBOJBAF>OV�QE>Q�TLRIA�PBOSB�JRIQFMIB�@IFBKQP
�

����LC�'33/�OBPMLKPBP�FK@IRAB�>�Cache-Control �EB>ABO�TFQE�QEB�max-age �AFOB@QFSB��>KA�

����FK@IRAB�QEB�$UMFOBP�EB>ABO
�'LTB SBO��LKIV�����LC�QEBPB�OBPMLKPBP�RPB�?LQE�EB>ABOP��

TEF@E�JB>KP�QE>Q�����LC�OBPMLKPBP�>OB�@>@EFKD�PLIBIV�?>PBA�LK�QEB�LIABO�Expires �EB>ABO
�

!?=KH;������ �0I7=;�E<�Cache-Control �L;HIKI�Expires �>;7:;HI��
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Cache-Control  directives 

3EB�'33/ ��
�� PMB@Fc@>QFLK��� �FK@IRABP�JRIQFMIB�AFOB@QFSBP�QE>Q�@>K�?B�RPBA�FK�QEB�Cache-

Control �OBPMLKPB�EB>ABO�>KA�>OB�ABQ>FIBA�?BILT
�-LQB�QE>Q�JRIQFMIB�@>K�?B�RPBA�FK�>�PFKDIB�

OBPMLKPB
�

�/7+)9/; +� �+8)7/59/43�

J>U�>DB� (KAF@>QBP�QEB�KRJ?BO�LC�PB@LKAP�QE>Q�>�OBPLRO@B�@>K�?B�@>@EBA�CLO
�

MR?IF@�  K V�@>@EB�J>V�PQLOB�QEB�OBPMLKPB
�

KL�@>@EB�  �@>@EBA�BKQOV�JRPQ�?B�OBS>IFA>QBA�MOFLO�QL�FQP�RPB
�

JRPQ�OBS>IFA>QB� �PQ>IB�@>@EBA�BKQOV�JRPQ�?B�OBS>IFA>QBA�MOFLO�QL�FQP�RPB
�

KL�PQLOB� (KAF@>QBP�QE>Q�>�OBPMLKPB�FP�KLQ�@>@EB>?IB
�

MOFS>QB� 3EB�OBPMLKPB�FP�FKQBKABA�CLO�>�PMB@Fc@�RPBO�>KA�PELRIA�KLQ�?B�PQLOBA�?V�PE>OBA�@>@EBP
�

KL�QO>KPCLOJ� -L�QO>KPCLOJ>QFLKP�LO�@LKSBOPFLKP�PELRIA�?B�J>AB�QL�QEFP�OBPLRO@B
�

MOLUV�

OBS>IFA>QB�
2>JB�>P�JRPQ�OBS>IFA>QB�?RQ�>MMIFBP�QL�PE>OBA�@>@EBP
�

P�J>U>DB� 2>JB�>P�J>U�>DB�?RQ�>MMIFBP�QL�PE>OBA�@>@EBP�LKIV
�

FJJRQ>?IB� (KAF@>QBP�QE>Q�QEB�@>@EBA�BKQOV�TFII�KBSBO�@E>KDB��>KA�QE>Q�OBS>IFA>QFLK�FP�KLQ�KB@BPP>OV
�

PQ>IB�TEFIB�

OBS>IFA>QB�

(KAF@>QBP�QE>Q�QEB�@IFBKQ�FP�TFIIFKD�QL�>@@BMQ�>�PQ>IB�OBPMLKPB�TEFIB�>PVK@EOLKLRPIV�@EB@HFKD�FK�

QEB�?>@HDOLRKA�CLO�>�COBPE�LKB
�

PQ>IB�FC�BOOLO�(KAF@>QBP�QE>Q�QEB�@IFBKQ�FP�TFIIFKD�QL�>@@BMQ�>�PQ>IB�OBPMLKPB�FC�QEB�@EB@H�CLO�>�COBPE�LKB�C>FIP
�

%FDROB���
�
� Cache-Control �AFOB@QFSBP
�

%LO�BU>JMIB��cache-control: public, max-age=43200 �FKAF@>QBP�QE>Q�>�@>@EBA�BKQOV�

PELRIA�?B�PQLOBA�CLO��������PB@LKAP�>KA�FQ�@>K�?B�PQLOBA�?V�>II�@>@EBP
�

����   >JJFI�

JEEBI�?;J<�EH=
>JCB
H<9�����I;9J?ED�������
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%FDROB���
��>?LSB�FIIRPQO>QBP�QEB�QLM����Cache-Control �AFOB@QFSBP�FK�RPB�LK�JL?FIB�TB?PFQBP
�

3EB�OBPRIQP�CLO�ABPHQLM�>KA�JL?FIB�>OB�SBOV�PFJFI>O
�3EBOB�>OB�>�CBT�FKQBOBPQFKD�L?PBOS>QFLKP�

>?LRQ�QEB�MLMRI>OFQV�LC�QEBPB�@>@EB�AFOB@QFSBP��

`� max-age �FP�RPBA�?V�>IJLPQ�����LC� Cache-Control �EB>ABOP��>KA�no-store �FP�

RPBA�?V����
�

`� public �FP�O>OBIV�KB@BPP>OV�PFK@B�@>@EBA�BKQOFBP�>OB�>PPRJBA�public �RKIBPP�

private �FP�PMB@FcBA
� MMOLUFJ>QBIV�����LC�OBPMLKPBP�FK@IRAB�public 
�

!?=KH;������ �0I7=;�E<�Cache-Control �:?H;9J?L;I�ED�CE8?B;��
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`� 3EB�immutable �AFOB@QFSB�FP�OBI>QFSBIV�KBT��FKQOLAR@BA�FK�������� �>KA�FP�PRMMLOQBA�

LK�%FOBCLU�>KA�2>C>OF��� 
�(QP�RP>DB�E>P�DOLTK�QL��
����>KA�FQ�FP�TFABIV�RPBA�FK�

%>@B?LLH�>KA�&LLDIB�QEFOA�M>OQV�OBPMLKPBP��� 
�

 KLQEBO�FKQBOBPQFKD�PBQ�LC�AFOB@QFSBP�QL�PELT�RM�FK�QEFP�IFPQ�>OB�pre-check �>KA�post-check ��

TEF@E�>OB�RPBA�FK��
���LC�Cache-Control �OBPMLKPB�EB>ABOP��>MMOLUFJ>QBIV��
��JFIIFLK�

OBPMLKPBP�
�3EFP�M>FO�LC�EB>ABOP�T>P�FKQOLAR@BA�FK�(KQBOKBQ�$UMILOBO���QL�MOLSFAB�>�?>@HDOLRKA�

S>IFA>QFLK��� �>KA�T>P�O>OBIV�FJMIBJBKQBA�@LOOB@QIV�?V�TB?PFQBP
���
���LC�OBPMLKPBP�RPFKD�QEBPB�

EB>ABOP�E>A�RPBA�QEB�@LJ?FK>QFLK�LC�pre-check=0 �>KA�post-check=0 
�6EBK�?LQE�LC�

QEBPB�AFOB@QFSBP�>OB�PBQ�QL����QEBK�?LQE�AFOB@QFSBP�>OB�FDKLOBA
�2L��FQ�PBBJP�QEBPB�AFOB@QFSBP�TBOB�

KBSBO�RPBA�@LOOB@QIV��

(K�QEB�ILKD�Q>FI��QEBOB�>OB�JLOB�QE>K�������BOOLKBLRP�AFOB@QFSBP�FK�RPB�>@OLPP��
����LC�

OBPMLKPBP
�3EBPB�>OB�FDKLOBA�?V�@IFBKQP��>KA�FK@IRAB�JFPPMBIIFKDP�PR@E�>P�^KL@>@EB_��^P�J>U�>DB_��

^PJ>U�>DB_��>KA�^J>U>DB_
�3EBOB�>OB�>IPL�KRJBOLRP�KLK�BUFPQBKQ�AFOB@QFSBP�PR@E�>P�^J>U�PQ>IB_��

^MOLUV�MR?IF@_��^PROOLD>QB�@LKQOLI_��BQ@
�

Cache-Control : no-store , no-cache  and max-

age=0 

6EBK�>�OBPMLKPB�FP�KLQ�@>@EB>?IB��QEB�Cache-Control � no-store �AFOB@QFSB�PELRIA�?B�RPBA
�

(C�QEFP�AFOB@QFSB�FP�KLQ�RPBA��QEBK�QEB�OBPMLKPB�FP�@>@EB>?IB
�

3EBOB�>OB�>�CBT�@LJJLK�BOOLOP�QE>Q�>OB�J>AB�TEBK�>QQBJMQFKD�QL�@LKcDROB�>�OBPMLKPB�QL�?B�

KLK�@>@EB>?IB��

`� 2BQQFKD�Cache-Control: no-cache �J> V�PLRKA�IFHB�QEB�OBPLRO@B�TFII�KLQ�?B�

@>@EB>?IB
�'LTBSBO��QEB�no-cache �AFOB@QFSB�OBNRFOBP�QEB�@>@EBA�BKQOV�QL�?B�

OBS>IFA>QBA�MOFLO�QL�RPB�>KA�FP�KLQ�QEB�P>JB�>P�?BFKD�KLK�@>@EB>?IB
�

`� 2BQQFKD�Cache-Control: max-age=0 �PBQP�QEB�33+�QL���PB@LKAP��?RQ�QE>Q�FP�KLQ�

QEB�P>JB�>P�?BFKD�KLK�@>@EB>?IB
�6EBK�max-age �FP�PBQ�QL����QEB�OBPLRO@B�FP�PQLOBA�

FK�QEB�?OLTPBO�@>@EB�>KA�FJJBAF>QBIV�FKS>IFA>QBA
�3EFP�OBPRIQP�FK�QEB�?OLTPBO�

E>SFKD�QL�MBOCLOJ�>�@LKAFQFLK>I�OBNRBPQ�QL�S>IFA>QB�QEB�OBPLRO@B]P�COBPEKBPP
�

%RK@QFLK>IIV�� no-cache �>KA�max-age=0 �>OB�PFJFI>O��PFK@B�QEBV�?LQE�OBNRFOB�OBS>IFA>QFLK�LC�>�

����   >JJFI�
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@>@EBA�OBPLRO@B
�3EB�no-cache �AFOB@QFSB�@>K�>IPL�?B�RPBA�>ILKDPFAB�>�max-age �AFOB@QFSB�

QE>Q�FP�DOB>QBO�QE>K��
�

.S BO���JFIIFLK�OBPMLKPBP�FK@IRAB�QEB�@LJ?FK>QFLK�LC�no-store �� no-cache ��>KA�max-

age=0 
�.C�QEBPB�AFOB@QFSBP�no-store �Q>HBP�MOB@BABK@B�>KA�QEB�LQEBO�AFOB@QFSBP�>OB�JBOBIV�

OBARKA>KQ�

����LC�OBPMLKPBP�FK@IRAB�no-store �>KA���
���LC�OBPMLKPBP�FK@IRAB�?LQE�no-store �>KA�

no-cache 
�2FK@B�no-store �Q>HBP�MOB@BABK@B��QEB�OBPLRO@B�FP�RIQFJ>QBIV�KLK�@>@EB>?IB
�

3EB�max-age=0 �AFOB@QFSB�FP�MOBPBKQ�LK��
���LC�OBPMLKPBP��JLOB�QE>K�CLRO�JFIIFLK�OBPMLKPBP��

TEBOB�no-store �FP�KLQ�MOBPBKQ
�3EBPB�OBPLRO@BP�TFII�?B�@>@EBA�FK�QEB�?OLTPBO�?RQ�TFII�

OBNRFOB�OBS>IFA>QFLK�>P�QEBV�>OB�FJJBAF>QBIV�BUMFOBA
�

How do cache TTLs compare to resource age? 

2L�C>O�TB]SB�Q>IHBA�>?LRQ�ELT�TB?�PBOSBOP�QBII�>�@IFBKQ�TE>Q�FP�@>@EB>?IB��>KA�ELT�ILKD�FQ�E>P�

?BBK�@>@EBA�CLO
�6EBK�ABPFDKFKD�@>@EB�ORIBP��FQ�FP�>IPL�FJMLOQ>KQ�QL�RKABOPQ>KA�ELT�LIA�QEB�

@LKQBKQ�VLR�>OB�PBOSFKD�FP
�

6EBK�VLR�>OB�PBIB@QFKD�>�@>@EB�33+��>PH�VLROPBIC��^ELT�LCQBK�>OB�VLR�RMA>QFKD�QEBPB�>PPBQP�_�

>KA�^TE>Q�FP�QEBFO�@LKQBKQ�PBKPFQFSFQV�_
�%LO�BU>JMIB��FC�>�EBOL�FJ>DB�FP�DLFKD�QL�?B�JLAFcBA�

FKCOBNRBKQIV��QEBK�@>@EB�FQ�TFQE�>�SBOV�ILKD�33+
�(C�VLR�BUMB@Q�>�)>S>2@OFMQ�OBPLRO@B�QL�@E>KDB�

COBNRBKQIV��QEBK�SBOPFLK�FQ�>KA�@>@EB�FQ�TFQE�>�ILKD�33+�LO�@>@EB�FQ�TFQE�>�PELOQBO�33+
�

3EB�DO>ME�?BILT�FIIRPQO>QBP�QEB�OBI>QFSB�>DB�LC�OBPLRO@BP�?V�@LKQBKQ�QVMB��>KA�VLR�@>K�OB>A�>�

JLOB�ABQ>FIBA�>K>IVPFP�EBOB��� 
�'3,+�QBKAP�QL�?B�QEB�@LKQBKQ�QVMB�TFQE�QEB�PELOQBPQ�>DB��>KA�>�

SBOV�I>ODB���LC�QO>AFQFLK>IIV�@>@EB>?IB�OBPLRO@BP��P@OFMQP��"22 ��>KA�CLKQP��>OB�LIABO�QE>K�LKB�

VB>O��

����   >JJFI�

:?I9KII�>JJF7H9>?L;�EH=
J
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!V�@LJM>OFKD�>�OBPLRO@BP�@>@EB>?FIFQV�QL�FQP�>DB��TB�@>K�ABQBOJFKB�FC�QEB�33+�FP�>MMOLMOF>QB�LO�

QLL�ILT
�%LO�BU>JMIB��QEB�OBPLRO@B�PBOSBA�?V�QEB�OBPMLKPB�?BILT�T>P�I>PQ�JLAFcBA�LK���� RD�

������TEF@E�JB>KP�QE>Q�FQ�T>P����A>VP�LIA�>Q�QEB�QFJB�LC�ABIFSBOV
�3EB�Cache-Control 

EB>ABO�P>VP�QE>Q�TB�@>K�@>@EB�FQ�CLO��������PB@LKAP��TEF@E�FP����ELROP
�(Q�FP�ABcKFQBIV�LIA�

BKLRDE�QL�JBOFQ�FKSBPQFD>QFKD�TEBQEBO�>�ILKDBO�33+�TLRIA�?B�>MMOLMOF>QB
�

< HTTP/1.1 200 

< Date: Sun, 13 Oct 2019 19:36:57 GMT 

< Content-Type: application/javascript; charset=utf-8 

< Content-Length: 3052 

< Vary: Accept-Encoding 

< Server: gunicorn/19.7.1 

< Last-Modified: Sun, 25 Aug 2019 16:00:30 GMT 

< Cache-Control: public, max-age=43200 

< Expires: Mon, 14 Oct 2019 07:36:57 GMT 

< ETag: "1566748830.0-3052-3932359948" 

.S BO>II������LC�OBPLRO@BP�PBOSBA�LK�QEB�TB?�E>SB�>�@>@EB�33+�QE>Q�FP�QLL�PELOQ�@LJM>OBA�QL�FQP�

@LKQBKQ�>DB
�%ROQEBOJLOB��QEB�JBAF>K�ABIQ>�?BQTBBK�QEB�33+�>KA�>DB�FP����A>VP
�

6EBK�TB�?OB>H�QEFP�LRQ�?V�cOPQ�SP�QEFOA�M>OQV��TB�@>K�>IPL�PBB�QE>Q�����LC�cOPQ�M>OQV�OBPLRO@BP�

@>K�?BKBcQ�COLJ�>�ILKDBO�33+
�3EFP�@IB>OIV�EFDEIFDEQP�>�KBBA�QL�PMBKA�BUQO>�>QQBKQFLK�CL@RPFKD�

LK�TE>Q�FP�@>@EB>?IB��>KA�QEBK�BKPROFKD�@>@EFKD�FP�@LKcDROBA�@LOOB@QIV
�
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�1/+39� �89�� '79>� 
7*�� '79>� �; +7'11�

#BPHQLM� ��
��� ��
��� ��
���

,L?FIB� ��
��� ��
��� ��
���

%FDROB���
��
�/ BO@BKQ�LC�OBNRBPQP�TFQE�PELOQ�33+P
�

Validating freshness 

3EB�'33/�OBPMLKPB�EB>ABOP�RPBA�CLO�S>IFA>QFKD�QEB�OBPMLKPBP�PQLOBA�TFQEFK�>�@>@EB�>OB�Last-

Modified �>KA�ETag 
�3EB�Last-Modified �EB>ABO�ALBP�BU>@QIV�TE>Q�FQP�K>JB�FJMIFBP�>KA�

MOLSFABP�QEB�QFJB�QE>Q�QEB�L?GB@Q�T>P�I>PQ�JLAFcBA
�3EB�ETag �EB>ABO�MOLSFABP�>�RKFNRB�

FABKQFcBO�CLO�QEB�@LKQBKQ
�

%LO�BU>JMIB��QEB�OBPMLKPB�?BILT�T>P�I>PQ�JLAFcBA�LK���� RD������>KA�FQ�E>P�>K�ETag �S>IRB�LC�

"1566748830.0-3052-3932359948" 

< HTTP/1.1 200 

< Date: Sun, 13 Oct 2019 19:36:57 GMT 

< Content-Type: application/javascript; charset=utf-8 

< Content-Length: 3052 

< Vary: Accept-Encoding 

< Server: gunicorn/19.7.1 

< Last-Modified: Sun, 25 Aug 2019 16:00:30 GMT 

< Cache-Control: public, max-age=43200 

< Expires: Mon, 14 Oct 2019 07:36:57 GMT 

< ETag: "1566748830.0-3052-3932359948" 

 �@IFBKQ�@LRIA�PBKA�>�@LKAFQFLK>I�OBNRBPQ�QL�S>IFA>QB�>�@>@EBA�BKQOV�?V�RPFKD�QEB�Last-

Modified �S>IRB�FK�>�OBNRBPQ�EB>ABO�K>JBA�If-Modified-Since 
�2FJFI>OIV��FQ�@LRIA�>IPL�

S>IFA>QB�QEB�OBPLRO@B�TFQE�>K�If-None-Match �OBNRBPQ�EB>ABO��TEF@E�S>IFA>QBP�>D>FKPQ�QEB�

ETag �S>IRB�QEB�@IFBKQ�E>P�CLO�QEB�OBPLRO@B�FK�FQP�@>@EB
�

(K�QEB�BU>JMIB�?BILT��QEB�@>@EB�BKQOV�FP�PQFII�S>IFA��>KA�>K�HTTP 304 �T>P�OBQROKBA�TFQE�KL�

@LKQBKQ
�3EFP�P>SBP�QEB�ALTKIL>A�LC�QEB�OBPLRO@B�FQPBIC
�(C�QEB�@>@EB�BKQOV�T>P�KL�ILKDBO�COBPE��

QEBK�QEB�PBOSBO�TLRIA�E>SB�OBPMLKABA�TFQE�>�200 �>KA�QEB�RMA>QBA�OBPLRO@B�TEF@E�TLRIA�E>SB�

QL�?B�ALTKIL>ABA�>D>FK
�
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> GET /static/js/main.js HTTP/1.1 

> Host: www.httparchive.org 

> User-Agent: curl/7.54.0 

> Accept: */* 

> If-Modified-Since: Sun, 25 Aug 2019 16:00:30 GMT 

< HTTP/1.1 304 

< Date: Thu, 17 Oct 2019 02:31:08 GMT 

< Server: gunicorn/19.7.1 

< Cache-Control: public, max-age=43200 

< Expires: Thu, 17 Oct 2019 14:31:08 GMT 

< ETag: "1566748830.0-3052-3932359948" 

< Accept-Ranges: bytes 

.S BO>II������LC�OBPMLKPBP�>OB�PBOSBA�TFQE�>�Last-Modified �EB>ABO������>OB�PBOSBA�TFQE�>K�

ETag ��>KA�����RPB�?LQE
�'LTBSBO������LC�OBPMLKPBP�FK@IRAB�KBFQEBO�>�Last-Modified �LO�

ETag �EB>ABO
�

!?=KH;������� ��:EFJ?ED�E<�L7B?:7J?D=�<H;I>D;II�L?7� Last-Modified �7D:� ETag �>;7:;HI�<EH�

:;IAJEF�M;8I?J;I��
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Validity of date strings 

3EBOB�>OB�>�CBT�'33/�EB>ABOP�RPBA�QL�@LKSBV�QFJBPQ>JMP��>KA�QEB�CLOJ>Q�CLO�QEBPB�>OB�SBOV�

FJMLOQ>KQ
�3EB�Date �OBPMLKPB�EB>ABO�FKAF@>QBP�TEBK�QEB�OBPLRO@B�T>P�PBOSBA�QL�>�@IFBKQ
�3EB�

Last-Modified �OBPMLKPB�EB>ABO�FKAF@>QBP�TEBK�>�OBPLRO@B�T>P�I>PQ�@E>KDBA�LK�QEB�PBOSBO
�

 KA�QEB�Expires �EB>ABO�FP�RPBA�QL�FKAF@>QB�ELT�ILKD�>�OBPLRO@B�FP�@>@EB>?IB�RKQFI��RKIBPP�>�

Cache-Control �EB>ABO�FP�MOBPBKQ�
�

 II�QEOBB�LC�QEBPB�'33/�EB>ABOP�RPB�>�A>QB�CLOJ>QQBA�PQOFKD�QL�OBMOBPBKQ�QFJBPQ>JMP
�

%LO�BU>JMIB��

> GET /static/js/main.js HTTP/1.1 

> Host: httparchive.org 

> User-Agent: curl/7.54.0 

> Accept: */* 

< HTTP/1.1 200 

< Date: Sun, 13 Oct 2019 19:36:57 GMT 

< Content-Type: application/javascript; charset=utf-8 

< Content-Length: 3052 

< Vary: Accept-Encoding 

< Server: gunicorn/19.7.1 

< Last-modified: Sun, 25 Aug 2019 16:00:30 GMT 

< Cache-Control: public, max-age=43200 

< Expires: Mon, 14 Oct 2019 07:36:57 GMT 

< ETag: "1566748830.0-3052-3932359948" 

,LPQ�@IFBKQP�TFII�FDKLOB�FKS>IFA�A>QB�PQOFKDP��TEF@E�OBKABO�QEBJ�FKBCCB@QFSB�CLO�QEB�OBPMLKPB�

QEBV�>OB�PBOSBA�LK
�3EFP�@>K�E>SB�@LKPBNRBK@BP�LK�@>@EB>?FIFQV��PFK@B�>K�BOOLKBLRP�Last-

Modified �EB>ABO�TFII�?B�@>@EBA�TFQELRQ�>�+>PQ�,LAFcBA�QFJBPQ>JM�OBPRIQFKD�FK�QEB�FK>?FIFQV�

QL�MBOCLOJ�>�@LKAFQFLK>I�OBNRBPQ
�

3EB�Date �'33/�OBPMLKPB�EB>ABO�FP�RPR>IIV�DBKBO>QBA�?V�QEB�TB?�PBOSBO�LO�"#-�PBOSFKD�QEB�

OBPMLKPB�QL�>�@IFBKQ
�!B@>RPB�QEB�EB>ABO�FP�QVMF@>IIV�DBKBO>QBA�>RQLJ>QF@>IIV�?V�QEB�PBOSBO��FQ�

QBKAP�QL�?B�IBPP�MOLKB�QL�BOOLO��TEF@E�FP�OBdB@QBA�?V�QEB�SBOV�ILT�MBO@BKQ>DB�LC�FKS>IFA�Date 

EB>ABOP
�Last-Modified �EB>ABOP�TBOB�SBOV�PFJFI>O��TFQE�LKIV��
����LC�QEBJ�?BFKD�FKS>IFA
�

6E>Q�T>P�SBOV�PROMOFPFKD�QL�PBB�QELRDE��T>P�QE>Q��
����Expires �EB>ABOP�RPBA�>K�FKS>IFA�
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A>QB�CLOJ>Q��

$U>JMIBP�LC�PLJB�LC�QEB�FKS>IFA�RPBP�LC�QEB�Expires �EB>ABO�>OB��

`� 5>IFA�A>QB�CLOJ>QP��?RQ�RPFKD�>�QFJB�WLKB�LQEBO�QE>K�&,3�

`� -RJBOF@>I�S>IRBP�PR@E�>P���LO����

`� 5>IRBP�QE>Q�TLRIA�?B�S>IFA�FK�>�Cache-Control �EB>ABO�

3EB�I>ODBPQ�PLRO@B�LC�FKS>IFA�Expires �EB>ABOP�FP�COLJ�>PPBQP�PBOSBA�COLJ�>�MLMRI>O�QEFOA�

M>OQV��FK�TEF@E�>�A>QB�QFJB�RPBP�QEB�$23�QFJB�WLKB��CLO�BU>JMIB�Expires: Tue, 27 Apr 

1971 19:44:06 EST 
�

Vary  header 

.KB�LC�QEB�JLPQ�FJMLOQ>KQ�PQBMP�FK�@>@EFKD�FP�ABQBOJFKFKD�FC�QEB�OBPLRO@B�?BFKD�OBNRBPQBA�FP�

@>@EBA�LO�KLQ
�6EFIB�QEFP�J>V�PBBJ�PFJMIB��J>KV�QFJBP�QEB�41+�>ILKB�FP�KLQ�BKLRDE�QL�

ABQBOJFKB�QEFP
�%LO�BU>JMIB��OBNRBPQP�TFQE�QEB�P>JB�41+�@LRIA�S>OV�FK�TE>Q�@LJMOBPPFLK�QEBV�

RPBA��&WFM��!OLQIF��BQ@
��LO�?B�JLAFcBA�>KA�Q>FILOBA�CLO�JL?FIB�SFPFQLOP
�

3L�PLISB�QEFP�MOL?IBJ��@IFBKQP�DFSB�B>@E�@>@EBA�OBPLRO@B�>�RKFNRB�FABKQFcBO��>�@>@EB�HBV�
�!V�

!?=KH;������� �$DL7B?:�:7J;�<EHC7JI�?D�H;IFEDI;�>;7:;HI��
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ABC>RIQ��QEFP�@>@EB�HBV�FP�PFJMIV�QEB�41+�LC�QEB�OBPLRO@B��?RQ�ABSBILMBOP�@>K�>AA�LQEBO�BIBJBKQP�

�IFHB�@LJMOBPPFLK�JBQELA��?V�RPFKD�QEB�5>OV�EB>ABO
�

 �5 >OV�EB>ABO�FKPQOR@QP�>�@IFBKQ�QL�>AA�QEB�S>IRB�LC�LKB�LO�JLOB�OBNRBPQ�EB>ABO�S>IRBP�QL�QEB�

@>@EB�HBV
�3EB�JLPQ�@LJJLK�BU>JMIB�LC�QEFP�FP�Vary: Accept-Encoding ��TEF@E�TFII�OBPRIQ�

FK�AFCCBOBKQ�@>@EBA�BKQOFBP�CLO�Accept-Encoding �OBNRBPQ�EB>ABO�S>IRBP��F
B
�gzip �� br ��

deflate �
�

 KLQEBO�@LJJLK�S>IRB�FP�Vary: Accept-Encoding, User-Agent ��TEF@E�FKPQOR@QP�QEB�

@IFBKQ�QL�S>OV�QEB�@>@EBA�BKQOV�?V�?LQE�QEB� @@BMQ�$K@LAFKD�S>IRBP�>KA�QEB�User-Agent 

PQOFKD
�6EBK�AB>IFKD�TFQE�PE>OBA�MOLUFBP�>KA�"#-P��RPFKD�S>IRBP�LQEBO�QE>K�Accept-

Encoding �@>K�?B�MOL?IBJ>QF@�>P�FQ�AFIRQBP�QEB�@>@EB�HBVP�>KA�@>K�OBAR@B�QEB�>JLRKQ�LC�QO>Cc@�

PBOSBA�COLJ�@>@EB
�

(K�DBKBO>I��VLR�PELRIA�LKIV�S>OV�QEB�@>@EB�FC�VLR�>OB�PBOSFKD�>IQBOK>QB�@LKQBKQ�QL�@IFBKQP�?>PBA�

LK�QE>Q�EB>ABO
�

3EB�Vary �EB>ABO�FP�RPBA�LK�����LC�'33/�OBPMLKPBP��>KA�����LC�OBPMLKPBP�QE>Q�FK@IRAB�>�

Cache-Control �EB>ABO
�

3EB�DO>ME�?BILT�ABQ>FIP�QEB�MLMRI>OFQV�CLO�QEB�QLM����Vary �EB>ABO�S>IRBP
�Accept-

Encoding �>@@LRKQP�CLO�����LC�Vary ]P�RPB��TFQE�User-Agent �������� Origin �������>KA�

Accept ������J>HFKD�RM�JR@E�LC�QEB�OBPQ
�

Part IV Chapter 16 : Caching

2019 Web Almanac by HTTP Archive 317



Setting cookies on cacheable responses 

6EBK�>�OBPMLKPB�FP�@>@EBA��FQP�BKQFOB�EB>ABOP�>OB�PT>MMBA�FKQL�QEB�@>@EB�>P�TBII
�3EFP�FP�TEV�

VLR�@>K�PBB�QEB�OBPMLKPB�EB>ABOP�TEBK�FKPMB@QFKD�>�@>@EBA�OBPMLKPB�SF>�#BS3LLIP
�

!?=KH;������� �17HO�>;7:;H�KI7=;��
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!RQ�TE>Q�E>MMBKP�FC�VLR�E>SB�>�Set-Cookie �LK�>�OBPMLKPB�� @@LOAFKD�QL�1%"������2B@QFLK�

� ��� ��QEB�MOBPBK@B�LC�>�Set-Cookie �OBPMLKPB�EB>ABO�ALBP�KLQ�FKEF?FQ�@>@EFKD
�3EFP�JB>KP�QE>Q�

>�@>@EBA�BKQOV�JFDEQ�@LKQ>FK�>�Set-Cookie �FC�FQ�T>P�@>@EBA�TFQE�LKB
�3EB�1%"�DLBP�LK�QL�

OB@LJJBKA�QE>Q�VLR�PELRIA�@LKcDROB�>MMOLMOF>QB�Cache-Control �EB>ABOP�QL�@LKQOLI�ELT�

OBPMLKPBP�>OB�@>@EBA
�

.KB�LC�QEB�OFPHP�LC�@>@EFKD�OBPMLKPBP�TFQE�Set-Cookie �FP�QE>Q�QEB�@LLHFB�S>IRBP�@>K�?B�PQLOBA�

>KA�PBOSBA�QL�PR?PBNRBKQ�OBNRBPQP
�#BMBKAFKD�LK�QEB�@LLHFB]P�MROMLPB��QEFP�@LRIA�E>SB�

TLOOVFKD�OBPRIQP
�%LO�BU>JMIB��FC�>�ILDFK�@LLHFB�LO�>�PBPPFLK�@LLHFB�FP�MOBPBKQ�FK�>�PE>OBA�@>@EB��

QEBK�QE>Q�@LLHFB�JFDEQ�?B�OBRPBA�?V�>KLQEBO�@IFBKQ
�.KB�T>V�QL�>SLFA�QEFP�FP�QL�RPB�QEB�Cache-

Control � private �AFOB@QFSB��TEF@E�LKIV�MBOJFQP�QEB�OBPMLKPB�QL�?B�@>@EBA�?V�QEB�@IFBKQ�

?OLTPBO
�

���LC�@>@EB>?IB�OBPMLKPBP�@LKQ>FK�>�Set-Cookie header 
�.C�QELPB�OBPMLKPBP��LKIV�����RPB�

QEB�private �AFOB@QFSB
�3EB�OBJ>FKFKD�����FK@IRAB��
��JFIIFLK�'33/�OBPMLKPBP�QE>Q�FK@IRAB�>�

Set-Cookie �TEF@E�@>K�?B�@>@EBA�?V�MR?IF@�>KA�MOFS>QB�@>@EB�PBOSBOP
�

!?=KH;������� ��>HEC;��;L�/ EEBI�<EH�7�979>;:�H;IEKH9;��

����   >JJFI�

JEEBI�?;J<�EH=
>JCB
H<9�����I;9J?ED���
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AppCache and service workers 

3EB� MMIF@>QFLK�">@EB�LO� MM">@EB�FP�>�CB>QROB�LC�'3,+��QE>Q�>IILTP�ABSBILMBOP�QL�PMB@FCV�

OBPLRO@BP�QEB�?OLTPBO�PELRIA�@>@EB�>KA�J>HB�>S>FI>?IB�QL�LCdFKB�RPBOP
�3EFP�CB>QROB�T>P�

ABMOB@>QBA�>KA�OBJLSBA�COLJ�TB?�PQ>KA>OAP��� ��>KA�?OLTPBO�PRMMLOQ�E>P�?BBK�AFJFKFPEFKD
�(K�

C>@Q��TEBK�FQP�RPB�FP�ABQB@QBA��%FOBCLU�S��
�OB@LJJBKAP�QE>Q�ABSBILMBOP�PELRIA�RPB�PBOSF@B�

TLOHBOP�FKPQB>A��� 
�"EOLJB����OBPQOF@QP�QEB� MMIF@>QFLK�">@EB�QL�PB@ROB�@LKQBUQ�LKIV��� 
�3EB�

FKARPQOV�E>P�JLSBA�JLOB�QLT>OAP�FJMIBJBKQFKD�QEFP�QVMB�LC�CRK@QFLK>IFQV�TFQE�PBOSF@B�TLOHBOP�

��>KA�?OLTPBO�PRMMLOQ��� �E>P�?BBK�O>MFAIV�DOLTFKD�CLO�FQ
�

!?=KH;������� ��79>;78B;�H;IFEDI;I�E<�Set-Cookie �H;IFEDI;I��

����   >JJFI�

M;8�7H9>?L;�EH=
M;8
��������������
>JJFI�
 
>JCB�IF;9�M>7JM=�EH=
CKBJ?F7=;
E<W?D;�>JCB�
����   >JJFI�

:;L ;BEF;H�CEP?BB7�EH=
:E9I
2;8
�+$
.;HL?9;62 EHA;H6�+$
0I?D=6.;HL?9;62EHA;HI�
����   >JJFI�

MMM�9>HEC;IJ7JKI�9EC
<;7JKH;
�����������������
����   >JJFI�

97D?KI;�9EC
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(K�C>@Q��LKB�LC�QEB�'33/� O@EFSB�QOBKA�OBMLOQP�PELTP�QEB�>ALMQFLK�LC�PBOSF@B�TLOHBOP��� �PELTK�

?BILT��

 ALMQFLK�FP�PQFII�?BILT����LC�TB?PFQBP��?RQ�FQ�E>P�?BBK�PQB>AFIV�FK@OB>PFKD�PFK@B�)>KR>OV�����
�

3EB�/OLDOBPPFSB�6 B?� MM�@E>MQBO�AFP@RPPBP�QEFP�JLOB��FK@IRAFKD�QEB�C>@Q�QE>Q�FQ�FP�RPBA�>�ILQ�

JLOB�QE>K�QEFP�DO>ME�PRDDBPQP�ARB�QL�FQP�RP>DB�LK�MLMRI>O�PFQBP��TEF@E�>OB�LKIV�@LRKQBA�LK@B�FK�

>?LSB�DO>ME
�

(K�QEB�Q>?IB�?BILT��VLR�@>K�PBB�>�PRJJ>OV�LC� MM">@EB�SP�PBOSF@B�TLOHBO�RP>DB
��������

TB?PFQBP�E>SB�FJMIBJBKQBA�>�PBOSF@B�TLOHBO��TEFIB�������PFQBP�>OB�PQFII�RQFIFWFKD�QEB�ABMOB@>QBA�

 MM">@EB�CB>QROB
�

Does Not Use Server 

Worker 

Uses Service 

Worker 
Total 

#LBP�-LQ�4PB�

 MM">@EB�
���������� ������� ����������

4PBP� MM">@EB� ������ ��� ������

3LQ>I� ���������� ������� ����������

%FDROB���
��
�-RJ?BO�LC�TB?PFQBP�RPFKD� MM">@EB�SBOPRP�PBOSF@B�TLOHBO
�

(C�TB�?OB>H�QEFP�LRQ�?V�'33/�SP�'33/2��QEBK�QEFP�DBQP�BSBK�JLOB�FKQBOBPQFKD
�����LC�QEB�

!?=KH;������� �/?C;I;H?;I�E<�I;HL?9;�MEHA;H�9EDJHEBB;:�F7=;I���.EKH9;��#//+��H 9>?L; ��� ��

����   >JJFI�

>JJF7H9>?L;�EH=
H;FEHJI
FHE=H;II?L;�M;8�7FFI�IM�EDJHEBB;:+7=;I�
����   >JJFI�

>JJF7H9>?L;�EH=
H;FEHJI
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 MM">@EB�BK>?IBA�PFQBP�>OB�PBOSBA�LSBO�'33/ ��TEF@E�JB>KP�QE>Q�"EOLJB�FP�IFHBIV�AFP>?IFKD�QEB�

CB>QROB
�'33/2�FP�>�OBNRFOBJBKQ�CLO�RPFKD�PBOSF@B�TLOHBOP��?RQ�����LC�QEB�PFQBP�RPFKD�QEBJ�>OB�

PBOSBA�LSBO�'33/ 
�

Does Not Use Service 

Worker 

Uses Service 

Worker 

�""��

#LBP�-LQ�4PB�

 MM">@EB�
���������� ����

4PBP� MM">@EB� ���� ��

�""�!�

#LBP�-LQ�4PB�

 MM">@EB�
���������� �������

4PBP� MM">@EB� ������ ���

%FDROB���
��
�-RJ?BO�LC�TB?PFQBP�RPFKD� MM">@EB�SBOPRP�PBOSF@B�TLOHBO�RP>DB�?V�'33/ �

'33/2
�

Identifying caching opportunities 

&LLDIB]P�+FDEQELRPB��� �QLLI�BK>?IBP�RPBOP�QL�ORK�>�PBOFBP�LC�>RAFQP�>D>FKPQ�TB?�M>DBP��>KA�QEB�

@>@EB�MLIF@V�>RAFQ��� �BS>IR>QBP�TEBQEBO�>�PFQB�@>K�?BKBcQ�COLJ�>AAFQFLK>I�@>@EFKD
�(Q�ALBP�QEFP�?V�

@LJM>OFKD�QEB�@LKQBKQ�>DB��SF>�QEB�Last-Modified �EB>ABO��QL�QEB�@>@EB�33+�>KA�BPQFJ>QFKD�

QEB�MOL?>?FIFQV�QE>Q�QEB�OBPLRO@B�TLRIA�?B�PBOSBA�COLJ�@>@EB
�#BMBKAFKD�LK�QEB�P@LOB��VLR�J>V�

PBB�>�@>@EFKD�OB@LJJBKA>QFLK�FK�QEB�OBPRIQP��TFQE�>�IFPQ�LC�PMB@Fc@�OBPLRO@BP�QE>Q�@LRIA�?B�

@>@EBA
�

����   >JJFI�

:;L ;BEF;HI�=EE=B;�9EC
M;8
JEEBI
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+FDEQELRPB�@LJMRQBP�>�P@LOB�CLO�B>@E�>RAFQ��O>KDFKD�COLJ����QL�������>KA�QELPB�P@LOBP�>OB�

QEBK�C>@QLOBA�FKQL�QEB�LSBO>II�P@LOBP
�3EB�@>@EFKD�P@LOB��� �FP�?>PBA�LK�MLQBKQF>I�?VQB�P>SFKDP
�

6EBK�TB�BU>JFKB�QEB�+FDEQELRPB�OBPRIQP��TB�@>K�DBQ�>�MBOPMB@QFSB�LC�ELT�J>KV�PFQBP�>OB�ALFKD�

TBII�TFQE�QEBFO�@>@EB�MLIF@FBP
�
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.KIV��
���LC�PFQBP�P@LOBA�>�������JB>KFKD�QE>Q�JLPQ�PFQBP�@>K�?BKBcQ�COLJ�PLJB�@>@EB�

LMQFJFW>QFLKP
� �S>PQ�J>GLOFQV�LC�PFQBP�PLOB�?BILT������TFQE�����P@LOFKD�IBPP�QE>K����
�!>PBA�

LK�QEFP��QEBOB�FP�>�PFDKFc@>KQ�>JLRKQ�LC�@>@EFKD�LMMLOQRKFQFBP�LK�QEB�TB?
�

+FDEQELRPB�>IPL�FKAF@>QBP�ELT�J>KV�?VQBP�@LRIA�?B�P>SBA�LK�OBMB>Q�SFBTP�?V�BK>?IFKD�>�ILKDBO�

@>@EB�MLIF@V
�.C�QEB�PFQBP�QE>Q�@LRIA�?BKBcQ�COLJ�>AAFQFLK>I�@>@EFKD������LC�QEBJ�@>K�OBAR@B�

QEBFO�M>DB�TBFDEQ�?V�RM�QL�>�TELIB�,?��
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Myth: Page size doesnÕt matter 
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Bigger, complex pages can be bad for your business 
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File size by image format (mobile) 
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File size by image format for images > 1024 bytes 
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File size by media format 
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Resource Hints 
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�3EFP�EFKQ�FP�RPBCRI�CLO�PBQQFKD�RM�>�@LKKB@QFLK�TFQE�>�QEFOA�M>OQV
�3EB�RPBP�LC�

preconnect �>OB�SBOV�PFJFI>O�QL�QELPB�LC�dns-prefetch ��?RQ�preconnect �E>P�IBPP�?OLTPBO�

PRMMLOQ
�'LTBSBO��FC�VLR�ALK]Q�KBBA�($����PRMMLOQ��MOB@LKKB@Q�FP�MOL?>?IV�>�?BQQBO�@ELF@B
�

preload 

3EB�preload �EFKQ�FKFQF>QBP�>K�B>OIV�OBNRBPQ
�3EFP�FP�RPBCRI�CLO�IL>AFKD�FJMLOQ>KQ�OBPLRO@BP�QE>Q�

TLRIA�LQEBOTFPB�?B�AFP@LSBOBA�I>QB�?V�QEB�M>OPBO
�%LO�BU>JMIB��FC�>K�FJMLOQ>KQ�FJ>DB�FP�LKIV�

AFP@LSBO>?IB�LK@B�QEB�?OLTPBO�E>P�OB@BFSBA�>KA�M>OPBA�QEB�PQVIBPEBBQ��FQ�J>V�J>HB�PBKPB�QL�

MOBIL>A�QEB�FJ>DB
�

prefetch 

prefetch �FKFQF>QBP�>�ILT�MOFLOFQV�OBNRBPQ
�(Q]P�RPBCRI�CLO�IL>AFKD�OBPLRO@BP�QE>Q�TFII�?B�RPBA�LK�

QEB�PR?PBNRBKQ��O>QEBO�QE>K�@ROOBKQ��M>DB�IL>A
� �@LJJLK�RPB�LC�MOBCBQ@E�FP�IL>AFKD�OBPLRO@BP�

QE>Q�QEB�>MMIF@>QFLK�^MOBAF@QP_�TFII�?B�RPBA�LK�QEB�KBUQ�M>DB�IL>A
�3EBPB�MOBAF@QFLKP�@LRIA�?B�

?>PBA�LK�PFDK>IP�IFHB�RPBO�JLRPB�JLSBJBKQ�LO�@LJJLK�RPBO�dLTP�GLROKBVP
�

Syntax 

����LC�OBPLRO@B�EFKQ�RP>DB�OBIFBA�LK�RPFKD�QEB�<link> �Q>D�QL�PMB@FCV�>�OBPLRO@B�EFKQ
�%LO�

BU>JMIB��

Part IV Chapter 19 : Resource Hints

374 2019 Web Almanac by HTTP Archive

https://developer.mozilla.org/docs/Learn/Performance/dns-prefetch
https://developer.mozilla.org/docs/Learn/Performance/dns-prefetch
https://web.dev/uses-rel-preconnect
https://web.dev/uses-rel-preconnect
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https://developer.mozilla.org/docs/Web/HTML/Element/link
https://developer.mozilla.org/docs/Web/HTML/Element/link


<link  rel =" prefetch "  href =" shopping-cart.js " > 
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https://developer.mozilla.org/docs/Web/HTTP/Headers/Link
https://caniuse.com/#feat=link-rel-dns-prefetch
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https://knowledge.digicert.com/solution/SO16297.html
https://developer.mozilla.org/docs/Web/HTTP/CORS
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What is HTTP/2? 
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#standardSQL 

# 01_01b: Distribution of JS bytes by client 

SELECT 

  percentile, 

  _TABLE_SUFFIX AS client, 

  APPROX_QUANTILES( ROUND(bytesJs / 1024 , 2), 

1000 )[ OFFSET(percentile *  10)] AS js_kbytes 

FROM 
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  `httparchive.summary_pages.2019_07_01_*` , 

  UNNEST([ 10, 25, 50, 75, 90]) AS percentile 

GROUP BY 

  percentile, 

  client 

ORDER BY 

  percentile, 

  client 
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