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https://blog.joinmastodon.org/2024/07/highlighting-journalism-on-mastodon/
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https://wordlift.io/blog/en/digital-product-passport-implementation/
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� rating 
�AMLLCARCB�RM�T?PGMSQ�CLRGRGCQ�GLBGA?RCQ�
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5FC�sameAs �NPMNCPRW�NJ?WQ�?�APSAG?J�PMJC�GL�CLRGRW�BGQ?K@GES?RGML�?LB�ILMUJCBEC�EP?NF�

BCTCJMNKCLR
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�*LQR?EP?K�?R������

�RFC�RPSC�

QRP?RCEGA�T?JSC�JGCQ�GL�FMU�sameAs �FCJNQ�QC?PAF�CLEGLCQ�SLBCPQR?LB�?LB�T?JGB?RC�CLRGRW�

PCJ?RGMLQFGNQ��

8FCL�NPMNCPJW�GKNJCKCLRCB
�sameAs �QCPTCQ�?Q�?�NMUCPDSJ�RMMJ�DMP�CLRGRW�BGQ?K@GES?RGML
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�F?JJSAGL?RGML�DPCC�AMLRCLR�ECLCP?RGML�?LB�

CLF?LAGLE�AMLTCPQ?RGML?J�QC?PAF�CVNCPGCLACQ��"Q�"*�PCJGCQ�GLAPC?QGLEJW�ML�
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�UC�A?L�DSPRFCP�CLF?LAC�RFC�?JGELKCLR�@CRUCCL�

QRPSARSPCB�B?R?�?LB�"*
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QRPSARSPCB�B?R?�GL�����
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N?PRGASJ?PJW�GL�CAMKKCPAC
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NMQQG@JC�PC?QML�DMP�RFGQ�DMLRfQ�?NN?PCLR�NMNSJ?PGRW�GL�"P?@GA�GQ�RF?R�GR�K?NQ�QMKC�GAMLQ�RM�AMBC�

NMGLRQ�SQCB�GL�"P?@GAfQ�6LGAMBC�P?LEC
�@SR�UC�UCPC�SL?@JC�RM�TCPGDW�RFGQ�AMLHCARSPC�RFPMSEF�RFC�
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�UF?R�QR?LBQ�MSR�KMQR�GL�RFC�RMN����JGQR�DMP�"P?@GA�DMLRQ�GQ�RFC�

T?PGCRW�MD�QRWJCQ�PCNPCQCLRCB
�UFGAF�GQ�EPC?R�LCUQ�@CA?SQC�"P?@GA�GQ�?�QAPGNR�UGRF�K?LW�

BGQRGLARJW�CVNPCQQGTC�DMPKQ�MD�UPGRGLE��
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�RFC�RMN����%CT?L?E?PG�D?KGJW�JGQR�AMLR?GLQ�?�KGV�MD�DMLRQ�QNCAGkA?JJW�BCQGELCB�DMP�

RFC�%CT?L?E?PG�QAPGNR�?LB�CVGQRGLE�D?KGJGCQ�CVRCLBCB�RM�QSNNMPR�%CT?L?E?PG��5FC�RMN�DMLR�GQ�
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�UGRF�T?PGMSQ�/MRM�TCPQGMLQ�GL�
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�MDRCL�CL?@JC�QMKC�DC?RSPCQ�@W�BCD?SJR�GL�A?QC�RFCW�?PC�PCOSGPCB�RM�

PCLBCP�RFC�RCVR�AMPPCARJW
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5FC�NPCT?JCLAC�MD�0NCL5WNC�DC?RSPCQ�F?Q�PGQCL�QRC?BGJW�GL�PCACLR�WC?PQ
�PC?AFGLE�?@MSR�����MD�

DMLRQ��5FGQ�K?PIQ�?L�GLAPC?QC�MD�?@MSR�QCTCL�NCPACLR?EC�NMGLRQ�DPMK�������-MMIGLE�?R�
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�
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RFC�UC@�RFGQ�WC?P�TCPQSQ�������?AACQQ�RM�?JRCPL?RCQ�	aalt 
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?@MSR����RM����QSNNMPR�GL�DMLRQ�SQCB�DMP�@MRF�BCQIRMN�?LB�KM@GJC�UC@QGRCQ��

*RfQ�EPC?R�RF?R�DMLRQ�LMU�QSNNMPR�KMPC�DC?RSPCQ
�@SR�?PC�RFCW�?ARS?JJW�@CGLE�SQCB�ML�UC@QGRCQ �

5FCPC�?PC�RUM�BGDDCPCLR�$44�NPMNCPRGCQ�?T?GJ?@JC�RM�AMLRPMJ�RFC�@CF?TGMP�MD�DMLRQ�ML�?�UC@QGRC��
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NPCBCkLCB�DMLR�T?PG?LRQ
�QSAF�?Q�QK?JJ�A?NQ�	small-caps 
��5FC�font-feature-settings 

NPMNCPRW�QFMSJB�NPGK?PGJW�@C�SQCB�UFCL�RFCPC�GQ�LM�font-variant �COSGT?JCLR��

0TCP?JJ�SQC�MD�font-feature-settings �GQ�BMUL�@W�?@MSR���NCPACLR?EC�NMGLRQ�RFGQ�WC?P
�

DPMK�������RM�������ML�BCQIRMN�?LB�������RM������ML�KM@GJC�UC@QGRCQ��.C?LUFGJC
�SQC�MD�

font-variant �F?Q�PGQCL�QJGEFRJW
�SN�DPMK������RM������ML�BCQIRMN�?LB������RM������ML�
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	?LB�@CRRCP�
�font-variant �NPMNCPRGCQ�LMU�RF?R�RFCW�?PC�@CRRCP�QSNNMPRCB��8C�FMNC�RM�QCC�

RFGQ�RPCLB�AMLRGLSC�?LB�font-variant �CTCLRS?JJW�MTCPR?IC�font-feature-settings �?Q�

RFC�NPGK?PW�KCRFMB�RM�CL?@JC�MP�BGQ?@JC�0NCL5WNC�DC?RSPCQ��

5FGQ�NMGLR�GQ�BPGTCL�FMKC�GD�UC�R?IC�?�JMMI�?R�RFC�DC?RSPCQ�SQCB�GL�AMK@GL?RGML�UGRF�RFC�font-

feature-settings �NPMNCPRW��"JJ�MD�RFC�RMN�DC?RSPCQ�SQCB�UGRF�font-feature-settings 

F?TC�font-variant �COSGT?JCLRQ��
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MLJW�PC?QML�UMSJB�@C�RM�BGQ?@JC�RFCQC�DC?RSPCQ
�@SR�RF?R�UMSJB�@C�?L�MBB�RFGLE�RM�BM��5FC�EMMB�

LCUQ�GQ�RF?R�RFC�SQC�MD�RFCQC�DC?RSPCQ�F?QLfR�PC?JJW�EPMUL�QGLAC�������"QGBC�DPMK�ASQRMK�?LB�

LML�QR?LB?PB�0NCL5WNC�DC?RSPCQ
�RFCPC�GQLfR�?LW�LCCB�RM�SQC�font-feature-settings ��: MS�
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�

?�QGLEJC�T?PG?@JC�DMLR�kJC�AMLR?GLQ�RFC�DSJJ�P?LEC�MD�GLQR?LACQ�GL�?�DMLR�D?KGJW
�?Q�UCJJ�?Q�CTCPW�

EP?LSJ?P�?BHSQRKCLR�?LB�AMK@GL?RGML�MD�?BHSQRKCLRQ�RFC�BCQGELCP�F?Q�BCkLCB�?JMLE�RFC�

QNCAGkA�?VCQ�GLAJSBCB�GL�RFC�DMLR��4M
�FMU�BMCQ�RFGQ�UMPI �

8FCPC?Q�?�AMLTCLRGML?J�DMLR�D?KGJW�K?W�MDDCP�@MJB�MP�RFGL�UCGEFRQ
�?�T?PG?@JC�DMLR�?JJMUQ�RFC�

SQCP�RM�K?IC�RFC�JCRRCPQ�CV?ARJW�?Q�@MJB�MP�RFGL�?Q�RFCW�JGIC�SQGLE�RFC�UCGEFR�	wght 
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�UFCL�RFC�NPCQCLAC�MD�T?PG?@JC�DMLRQ�LC?PJW�

RPGNJCB��*R�UGJJ�@C�GLRCPCQRGLE�RM�AMLRGLSC�RP?AIGLE�RFGQ�P?RC�MD�?BMNRGML�GL�RFC�AMKGLE�WC?PQ�RM�QCC�

UFCRFCP�T?PG?@JC�DMLR�SQC�ICCNQ�EPMUGLE�MP�F?Q�@CESL�RM�PC?AF�?�NJ?RC?S��
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MTCP�PCESJ?P�DMLRQ��*RfQ�TCPW�JGICJW�RF?R�OSGRC�?�J?PEC�NCPACLR?EC�MD�UC@�N?ECQ�?PC�SQGLE�T?PG?@JC�

DMLRQ�@CA?SQC�RFC�QCPTGAC	Q
�RFCW�SQC�AFMQC�RM�QCPTC�?�T?PG?@JC�DMLR�GLQRC?B�MD�PCESJ?P�DMLR�

QRWJCQ��7?PG?@JC�DMLRQ�SQS?JJW�AMLR?GL�GLQR?LACQ�RF?R�AMPPCQNMLB�RM�RFC�GLBGTGBS?J�QRWJCQ�MD�?�DMLR�

D?KGJW
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https://docs.google.com/spreadsheets/d/1Q2ITOe6ZMIXGKHtIxqK9XmUA1eQBX9CLQkxarQOJFCk/edit?gid=644447618#gid=644447618
https://github.com/w3c/png/blob/main/Third_Edition_Explainer.md#labelling-hdr-content
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https://almanac.httparchive.org/static/images/2024/media/image-format-adoption-mobile.png


*D�RFC�AP?UJCP�F?B�?AACNRCB�+1&(�9- �� Q
�UC�NPM@?@JW�UMSJB�F?TC�QCCL�?�D?GP�LSK@CP�MD�RFCK�?Q�

UCJJ��"J?Q
�$FPMKGSK�@?QCB�@PMUQCPQ�BMLfR�QSNNMPR�RFC�DMPK?R�� ��

"JKMQR�?JJ�MD�RFC�+1&(Q
�1/(Q
�?LB�(*'Q�ML�RFC�UC@�UMSJB�@C�@CRRCP�QCPTCB�SQGLE�?�KMBCPL�

DMPK?R��8C@1Q�?PC�EMMB
�@SR�"7*'Q�?LB�+1&(�9-Q�?PC�CTCL�@CRRCP��*R�GQ�LGAC�RM�QCC�RFC�K?QQGTC�

QFGN�RF?R�GQ�?JJ�MD�RFC�GK?ECQ�ML�RFC�UC@�QJMUJW�@SR�QSPCJW�RSPLGLE�RMU?PBQ�RFCQC�KMPC�

CDkAGCLR�DMPK?RQ��"LB�GRfQ�LGAC�RM�QCC�47(�SQ?EC�RGAI�SNU?PBQ
�RMM��

-?QRJW
�?�DCU�UMPBQ�DMP�RFC�MJBCQR�DMPK?R�MD�RFC�@SLAF��g#SPL�"JJ�(*'Q��� h�U?Q�EMMB�?BTGAC�GL�

����
�?LB�GR�GQ�CTCL�@CRRCP�?BTGAC�RMB?W��%CTCJMNCPQ�QFMSJB�R?IC�5WJCP�4RGAI?fQ�?BTGAC��� �?@MSR�

FMU�RM�PCNJ?AC�RFC����WC?P�MJB�DMPK?R��

�JE6�D:K6D�

)MU�FC?TW�GQ�RFC�RWNGA?J�GK?EC�ML�RFC�UC@ �

"@>LI<������ �%D8><�=FID8K�8;FGK@FE
���P<8I�:?8E><��DF9@C<���

���   ?KKGJ�

AG<>�FI>
AG<>OC
�
���   ?KKGJ�

:8E@LJ<�:FD
AG<>OC�
����   ?KKGJ�

NNN�K?<8KC8EK@:�:FD
G8JK
;F:J
LE9FLE;
:@K8K@FE
N:�������?KD�
����   ?KKGJ�

:CFL;=FLI�:FD
K?@EBJ
M@;<F�>@=J�8I<�=FI<M<I�C<KJ�D8B<�K?<D�9<KK<I
�

Part I Chapter 5 : Media

176 2024 Web Almanac by HTTP Archive

https://almanac.httparchive.org/static/images/2024/media/image-format-adoption-2-year-change-mobile.png
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https://github.com/mozilla/mozjpeg
https://opensource.googleblog.com/2024/04/introducing-jpegli-new-jpeg-coding-library.html
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�@SR�RFGQ�MLC�BCkLGRCJW�QFMSJB��
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/MU�RF?R�UC�F?TC�?�QCLQC�MD�FMU�RFC�UC@fQ�GK?EC�PCQMSPACQ�F?TC�@CCL�CLAMBCB
�UF?R�A?L�UC�

Q?W�?@MSR�FMU�RFCW�?PC�CK@CBBCB�ML�UC@QGRCQ �

"@>LI<������ � @JKI@9LK@FE�F=�8E@D8K<;�#%"�=I8D<�:FLEKJ��
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https://almanac.httparchive.org/static/images/2024/media/distribution-of-animated-gif-frame-counts.png
https://almanac.httparchive.org/static/images/2024/media/distribution-of-animated-gif-frame-counts.png
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#2KJ�=@25:?8�

5FC�@GEECQR�PCACLR�AF?LEC�GL�FMU�GK?ECQ�?PC�CK@CBBCB�ML�UC@QGRCQ�F?Q�@CCL�RFC�P?NGB�

?BMNRGML�MD�J?XW�JM?BGLE��-?XW�JM?BGLE�U?Q�GLRPMBSACB�GL�����
�?LB�HSQR�RUM�WC?PQ�J?RCP�GR�U?Q�

?BMNRCB�ML�?JKMQR�?�OS?PRCP�MD�UC@QGRCQ��� ��*RQ�AJGK@�AMLRGLSCQ
�?LB�GR�GQ�LMU�SQCB�ML�?�DSJJ�MLC�

RFGPB�MD�?JJ�UC@QGRCQ��

"LB
�HSQR�JGIC�J?QR�WC?P
�GR�QCCKQ�N?ECQ�?PC�SQGLE�J?XW�JM?BGLE�?�@GR�RMM�KSAF��

-?XW�JM?BGLE�RFC�-$1�CJCKCLR�GQ�?L�?LRG�N?RRCPL�RF?R�K?ICQ�N?ECQ�KSAF�QJMUCP��� ��8FGJC�GR�GQ�

BGQFC?PRCLGLE�RF?R�LC?PJW�MLC�GL�RCL�-$1�PCQNMLQG@JC�<img> Q�?PC�J?XW�JM?BCB
�UC�?PC�F?NNW�

RM�PCNMPR�RF?R�RFGLEQ�F?TC�GKNPMTCB�CTCP�QM�QJGEFRJW�MTCP�RFC�J?QR�RUM�WC?PQ��5FC�NCPACLR?EC�MD�

MDDCLBGLE�QGRCQ�F?Q�BCAPC?QCB�@W�����NCPACLR?EC�NMGLRQ�QGLAC�������

"@>LI<������ ��;FGK@FE�F=�<img loading=lazy> ��
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https://almanac.httparchive.org/en/2022/media#lazy-loading
https://almanac.httparchive.org/en/2022/media#lazy-loading
https://almanac.httparchive.org/static/images/2024/media/adoption-of-img-loading-lazy.png
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https://web.dev/articles/lcp-lazy-loading


alt �E6IE�

*K?ECQ�CK@CBBCB�UGRF�<img> �CJCKCLRQ�?PC�QSNNMQCB�RM�@C�AMLRCLRDSJ��5F?R�GQ�RM�Q?W��5FCWfPC�

LMR�HSQR�BCAMP?RGTC��� 
�?LB�RFCW�QFMSJB�AMLR?GL�QMKCRFGLE�KC?LGLEDSJ��"AAMPBGLE�RM�@MRF�8$" (�

PCOSGPCKCLRQ��� �?LB�RFC�)5.-�QNCA��� 
�KMQR�MD�RFC�RGKC
�<img> �CJCKCLRQ�QFMSJB�F?TC�

?JRCPL?RGTC�RCVR
�?LB�RF?R�?JRCPL?RGTC�RCVR�QFMSJB�@C�QSNNJGCB�@W�RFC�alt �?RRPG@SRC��

6LDMPRSL?RCJW
����NCPACLR�MD�<img> �CJCKCLRQ�BMLfR�F?TC�?LW�alt �RCVR��8MPQC
�RFC�GL�BCNRF�

?L?JWQGQ�DPMK�RFGQ�WC?PfQ�?AACQQG@GJGRW�AF?NRCP�GLBGA?RCQ�RF?R�K?LW�MD�RFC�<img> Q�RF?R�BM�F?TC�

alt �RCVR�?PCLfR�?JJ�RF?R�?AACQQG@JC�CGRFCP�QGLAC�RFCGP�?RRPG@SRCQ�MLJW�AMLR?GL�kJCL?KCQ�MP�MRFCP�

KC?LGLEJCQQ
�QFMPR�QRPGLEQ��

5FCPC�F?Q�@CCL�?�MLC�NCPACLR?EC�NMGLR�GLAPC?QC�GL�alt �RCVR�BCNJMWKCLR�QGLAC�����
�@SR�QRGJJ�

UC�A?Ld?LB�KSQRdBM�@CRRCP��

srcset 

1PGMP�RM�J?XW�JM?BGLE
�RFC�@GEECQR�RFGLE�RM�F?NNCL�RM�<img> �CJCKCLRQ�ML�RFC�UC@�U?Q�?�QSGRC�MD�

DC?RSPCQ�DMP�gPCQNMLQGTC�GK?ECQ
h�UFGAF�?JJMUCB�GK?ECQ�RM�R?GJMP�RFCKQCJTCQ�RM�kR�UGRFGL�

PCQNMLQGTC�BCQGELQ��'GPQR�QFGNNCB�GL�����
�RFC�srcset �?RRPG@SRC
�RFC�sizes �?RRPG@SRC
�?LB�RFC�

<picture> �CJCKCLR�?PC�LMU�?�BCA?BC�MJB��)MU�MDRCL�?LB�FMU�UCJJ�?PC�UC�SQGLE�RFCK �

- CRfQ�QR?PR�@W�JMMIGLE�?R�RFC�srcset �?RRPG@SRC
�UFGAF�?JJMUQ�?SRFMPQ�RM�EGTC�RFC�@PMUQCP�?�

KCLS�MD�PCQMSPACQ�RM�AFMMQC�DPMK
�BCNCLBGLE�ML�RFC�AMLRCVR��

5FC�J?QR�RGKC�UC�AFCAICB
�RFGQ�LSK@CP�U?Q������� d?L�CGEFR�NCPACLR?EC�NMGLR�GLAPC?QC�MTCP�RUM�

"@>LI<������ �, <I:<EK8><�F=�@D8><J�K?8K�?8;�8�EFE�9C8EB�alt �8KKI@9LK<��

����
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https://html.spec.whatwg.org/multipage/images.html#a-purely-decorative-image-that-doesn't-add-any-information
https://html.spec.whatwg.org/multipage/images.html#a-purely-decorative-image-that-doesn't-add-any-information
https://www.w3.org/WAI/WCAG22/Understanding/non-text-content
https://www.w3.org/WAI/WCAG22/Understanding/non-text-content
https://html.spec.whatwg.org/multipage/images.html#alt
https://almanac.httparchive.org/en/2022/media#srcset


WC?PQ�GQ�QGELGkA?LR�?LB�CLAMSP?EGLE��

5FC�srcset �?RRPG@SRC�?JJMUQ�?SRFMPQ�RM�BCQAPG@C�PCQMSPACQ�SQGLE�MLC�MD�RUM�BCQAPGNRMPQ��x 

BCQAPGNRMPQ�QNCAGDW�RFC�PCQMSPACfQ�BCLQGRW
�?JJMUGLE�@PMUQCPQ�RM�QCJCAR�BGDDCPCLR�PCQMSPACQ�

BCNCLBGLE�ML�SQCPQf�QAPCCL�BCLQGRGCQ��w �BCQAPGNRMPQ�EGTC�RFC�@PMUQCP�RFC�PCQMSPACfQ�UGBRF�GL�

NGVCJQ��8FCL�SQCB�GL�AMLHSLARGML�UGRF�RFC�sizes �?RRPG@SRC
�w �BCQAPGNRMPQ�?JJMU�@PMUQCPQ�RM�

QCJCAR�?�PCQMSPAC�?NNPMNPG?RC�DMP�@MRF�T?PG?@JC�J?WMSR�UGBRFQ�?LB�T?PG?@JC�QAPCCL�BCLQGRGCQ��

x �BCQAPGNRMPQ�QFGNNCB�kPQR�?LB�?PC�QGKNJCP�RM�PC?QML�?@MSR
�@SR�w �BCQAPGNRMPQ�?PC�KMPC�

NMUCPDSJ��*R�GQ�CLAMSP?EGLE�RM�QCC�RF?R�w �BCQAPGNRMPQ�?PC�KMPC�AMKKML��"LB�UFGJC�x 

BCQAPGNRMP�?BMNRGML�F?QLfR�GLAPC?QCB�KSAF�QGLAC�����
�w �BCQAPGNRMP�SQ?EC�GQ�QRGJJ�EPMUGLEd w 

BCQAPGNRMP�?BMNRGML�GQ�SN�DMSP�NCPACLR?EC�NMGLRQ�ML�KM@GJC�?LB�QGV�NCPACLR?EC�NMGLRQ�ML�

BCQIRMN��

sizes 

8 C�KCLRGMLCB�C?PJGCP�RF?R�w �BCQAPGNRMPQ�QFMSJB�@C�SQCB�GL�AMLHSLARGML�UGRF�sizes 

?RRPG@SRCQ��4M
�FMU�UCJJ�?PC�UC�SQGLE�sizes  �/MR�TCPW�UCJJ��

5FC�sizes �?RRPG@SRC�GQ�QSNNMQCB�RM�@C�?�FGLR�RM�RFC�@PMUQCP�?@MSR�RFC�CTCLRS?J�J?WMSR�UGBRF�

MD�RFC�GK?EC
�SQS?JJW�PCJ?RGTC�RM�RFC�TGCUNMPR�UGBRF��5FC�sizes �?RRPG@SRC�GQ�CVNJGAGRJW�QSNNMQCB�

RM�@C�?�FGLR
�?LB�QM�?�JGRRJC�GL?AASP?AW�GQ�0,�?LB�CTCL�CVNCARCB��

"@>LI<������ � srcset �;<J:I@GKFI�LJ8><��
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https://almanac.httparchive.org/static/images/2024/media/srcset-descriptor-usage.png
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#SR�GD�RFC�sizes �?RRPG@SRC�GQ�KMPC�RF?L�?�JGRRJC�GL?AASP?RC
�GR�A?L�?DDCAR�PCQMSPAC�QCJCARGML
�

A?SQGLE�RFC�@PMUQCP�RM�JM?B�?L�GK?EC�RM�kR�RFC�sizes �UGBRF�UFCL�RFC�?ARS?J�J?WMSR�UGBRF�MD�

RFC�GK?EC�GQ�QGELGkA?LRJW�BGDDCPCLR��

4M
�FMU�?AASP?RC�?PC�MSP�sizes  �

8FGJC�K?LW�sizes �?RRPG@SRCQ�?PC�CLRGPCJW�?AASP?RC
�RFC�KCBG?L�sizes �?RRPG@SRC�GQ�����RMM�

J?PEC�ML�KM@GJC�?LB�����RMM�J?PEC�ML�BCQIRMN��5F?R�KGEFR�@C�0,
�EGTCL�RFC�FGLR�JGIC�L?RSPC�MD�

RFC�DC?RSPC
�@SR�?Q�WMS�A?L�QCC
�RFC���RF�?LB���RF�NCPACLRGJCQ�?PCLfR�NPCRRW��.MQR�UMPPWGLEJW
�?JJ�

MD�RFCQC�LSK@CPQ�F?TC�EMRRCL�QGELGkA?LRJW�UMPQC�MTCP�RFC�N?QR�RUM�WC?PQ��� dRFC�KCBG?L�

BCQIRMN�QGXCQ�GQ�KMPC�RF?L�RUGAC�?Q�GL?AASP?RC�?Q�GR�U?Q�RUM�WC?PQ�?EM��

8F?RfQ�RFC�GKN?AR�MD�?JJ�MD�RFGQ�GL?AASP?AW ��

0L�BCQIRMN
�UFCPC�RFC�BGDDCPCLAC�@CRUCCL�RFC�BCD?SJR�sizes �T?JSC�	100vw 
�?LB�RFC�?ARS?J�

"@>LI<������ � @JKI@9LK@FE�F=�<img sizes> �<IIFIJ��
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https://almanac.httparchive.org/static/images/2024/media/distribution-of-img-sizes-errors.png
https://almanac.httparchive.org/static/images/2024/media/distribution-of-img-sizes-errors.png
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J?WMSR�UGBRF�MD�RFC�GK?EC�GQ�JGICJW�RM�@C�J?PECP�RF?L�ML�KM@GJC
���GL���sizes �?RRPG@SRCQ�GQ�

GL?AASP?RC�CLMSEF�RM�A?SQC�@PMUQCPQ�RM�NGAI�?�QS@MNRGK?J�PCQMSPAC�DPMK�RFC�srcset ��5FCQC�

CPPMPQ�?BB�SN��

8 C�CQRGK?RC�RF?R�?�OS?PRCP�MD�?JJ�BCQIRMN�N?ECQ�RF?R�SQC�w �BCQAPGNRMPQ�?PC�JM?BGLE�����,#�MP�

KMPC�MD�U?QRCB�GK?EC�B?R?
�@CA?SQC�MD�RFCGP�GL?AASP?RC�sizes �?RRPG@SRCQ��5F?R�GQ�RM�Q?W
�?�

@CRRCP
�QK?JJCP�PCQMSPAC�GQ�RFCPC�DMP�RFC�NGAIGLE�GL�RFC�srcset 
�@SR�@CA?SQC�RFC�sizes 

?RRPG@SRC�GQ�QM�CPPMLCMSQ
�RFC�@PMUQCP�BMCQLfR�NGAI�GR��5FC�UMPQR�����MD�BCQIRMN�N?ECQ�RF?R�SQC�

w �BCQAPGNRMPQ�JM?B�AJMQC�RM�?�KCE?@WRC�MD�CVACQQ�GK?EC�B?R?�@CA?SQC�MD�@?B�sizes �?RRPG@SRCQ��

5FGQ�GQ�OSGRC�RPMS@JGLE
�@SR�UF?RfQ�UMPQC�GQ�RF?R�?JJ�MD�RFCQC�LSK@CPQ�?PC�?JKMQR�RUGAC�?Q�@?B�?Q�

RFCW�UCPC�HSQR�RUM�WC?PQ�?EM��5FGLEQ�?PC�@?B�?LB�ECRRGLE�UMPQC��

*FK<��+LI�:I8NC<IJ�;@;EZK�8:KL8CCP�CF8;�K?<�:FII<:K�I<JFLI:<J
�JF�K?<�ELD9<IJ�?<I<�8I<�<JK@D8K<J
�98J<;�
FE�K?<�:FDGI<JJ@FE�;<EJ@K@<J�8E;�8JG<:K�I8K@FJ�F=�K?<�@E:FII<:K�I<JFLI:<J
�N?@:?�K?<�:I8NC<IJ�8:KL8CCP�
;@;�CF8;��

5FCPC�?PC�RUM�QMJSRGMLQ�FCPC�RF?R�BCTCJMNCPQ�QFMSJB�NSPQSC��

' MP�-$1�PCQNMLQG@JC�?LB�MRFCP�APGRGA?J�GK?ECQ
�BCTCJMNCPQ�LCCB�RM�kV�RFCGP�sizes �?RRPG@SRCQ��

5FC�@CQR�RMMJ�RM�?SBGR�?LB�PCN?GP�sizes �GQ�3CQN*K?EC-GLR��� 
�UFGAF�A?L�FCJN�kV�?�FMQR�MD�MRFCP�

PCQNMLQGTC�GK?EC�NPM@JCKQ
�RMM��

"@>LI<������ �!O:<JJ�B@CF9PK<J�CF8;<;�G<I�G8><�;L<�KF�@E8::LI8K<�sizes ��
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https://almanac.httparchive.org/static/images/2024/media/excess-kilobytes-loaded-per-page-due-to-inaccurate-sizes.png
https://almanac.httparchive.org/static/images/2024/media/excess-kilobytes-loaded-per-page-due-to-inaccurate-sizes.png
https://ausi.github.io/respimagelint/


' MP�@CJMU�RFC�DMJB�?LB�LML�APGRGA?J�GK?ECQ
�?SRFMPQ�QFMSJB�QR?PR�RM�?BMNR�sizes="auto" ��

5FGQ�T?JSC�A?L�MLJW�@C�SQCB�GL�AMLHSLARGML�UGRF�J?XW�JM?BGLE
�@SR�GR�RCJJQ�RFC�@PMUQCP�RM�SQC�RFC�

?ARS?J�J?WMSR�QGXC�MD�RFC�<img> �?Q�RFC�sizes �T?JSC
�CLQSPGLE�RF?R�RFC�SQCB�T?JSC�GQ�NCPDCARJW�

?AASP?RC��

"SRM�sizes �DMP�J?XW�JM?BCB�GK?ECQ�GQ�ASPPCLRJW�MLJW�GKNJCKCLRCB�GL�$FPMKC
�@SR�4?D?PG�?LB�

'GPCDMV�F?TC�@MRF�CVNPCQQCB�QSNNMPR�DMP�GR��8C�FMNC�RFCW�GKNJCKCLR�GR�QMML�?LB�RF?R�

BCTCJMNCPQ�QR?PR�PMJJGLE�GR�MSR�LMU�	UGRF�D?JJ@?AI�T?JSCQ
��

<picture> 

5FC�J?QR�PCQNMLQGTC�GK?EC�DC?RSPC�RM�J?LB�GL������U?Q�RFC�<picture> �CJCKCLR��8FGJC�

srcset �F?LBQ�@PMUQCPQ�?�KCLS�MD�PCQMSPACQ�RM�AFMMQC�DPMK
�RFC<picture> �CJCKCLR�?JJMUQ�

?SRFMPQ�RM�R?IC�AF?PEC
�EGTGLE�@PMUQCPQ�?L�CVNJGAGR�QCR�MD�AMLRCVR�?B?NRGTC�GLQRPSARGMLQ�?@MSR�

UFGAF�AFGJB�<source> �CJCKCLR�RM�JM?B�?�PCQMSPAC�DPMK��

5FC�<picture> �CJCKCLR�GQ�SQCB�D?P�JCQQ�RF?L�srcset ��

5FGQ�GQ�SN�KMPC�RF?L�?�NCPACLR?EC�NMGLR�?LB�?�F?JD�DPMK�����
�@SR�RFC�D?AR�RF?R�RFCPC�?PC�KMPC�

RF?L�DMSP�N?ECQ�RF?R�SQC�srcset �DMP�CTCPW�MLC�N?EC�RF?R�SQCQ�<picture> �QSEECQRQ�RF?R�

CGRFCP�<picture> �SQC�A?QCQ�?PC�KMPC�LGAFC�MP�RF?R�<picture> �GQ�KMPC�BGDkASJR�RM�

BCNJMWdMP�@MRF��

8F?R�?PC�NCMNJC�SQGLE�<picture> �DMP �

5FC�<picture> �CJCKCLR�EGTCQ�?SRFMPQ�RUM�U?WQ�RM�QUGRAF�@CRUCCL�PCQMSPACQ��5WNC�QUGRAFGLE�

?JJMUQ�?SRFMPQ�RM�NPMTGBC�ASRRGLE�CBEC�GK?EC�DMPK?RQ�RM�@PMUQCPQ�RF?R�QSNNMPR�RFCK�?LB�

D?JJ@?AI�DMPK?RQ�DMP�CTCPWMLC�CJQC��.CBG?�QUGRAFGLE�D?AGJGR?RCQ�?PR�BGPCARGML��� 
�?JJMUGLE�?SRFMPQ�

RM�QUGRAF�@CRUCCL�<source> Q�@?QCB�ML�KCBG?�AMLBGRGMLQ��� ��

"@>LI<������ �, <I:<EK8><�F=�DF9@C<�G8><J�K?8K�LJ<�K?<�<picture> �<C<D<EK��
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https://html.spec.whatwg.org/multipage/images.html#:~:text=In%20this%20case%2C%20the%20sizes%20attribute%20can%20use%20the%20auto%20keyword
https://html.spec.whatwg.org/multipage/images.html#:~:text=In%20this%20case%2C%20the%20sizes%20attribute%20can%20use%20the%20auto%20keyword
https://www.w3.org/TR/respimg-usecases/#art-direction
https://www.w3.org/TR/mediaqueries-5/#media-condition


8FGJC�SQ?EC�MD�RFC�media �?RRPG@SRC�GQ�BMUL�RFPCC�NCPACLR?EC�NMGLRQ�DPMK�����
�

type �QUGRAFGLE�SQ?EC�GQ�SN�RFPCC�NCPACLR?EC�NMGLRQ��5FGQ�GLAPC?QC�GQ�JGICJW�PCJ?RCB�RM�RFC�

GLAPC?QGLE�NMNSJ?PGRW�MD�LCVR�ECLCP?RGML�GK?EC�DMPK?RQ
�CQNCAG?JJW�+1&(�9-�UFGAF�BMCQ�LMR�WCR�
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https://developers.google.com/web/tools/chrome-user-experience-report


3CNMPR��� 
�?LB�ASQRMK�KCRPGAQ�RM�BMASKCLR�RFC�QR?RC�MD�4&0�?LB�GRQ�AMLRCVR�GL�RFC�BGEGR?J�

J?LBQA?NC��

5FGQ�WC?P
�UC�?L?JWXCB�MLC�GLLCP�N?EC�NCP�QGRC�AP?UJCB�GL�?BBGRGML�RM�RFC�FMKC�N?ECQ
�UFGAF�GQ�

?JJ�RFGQ�AF?NRCP�F?Q�FGQRMPGA?JJW�?L?JWXCB��4GLAC�FMKC�N?ECQ�?PC�MDRCL�OSGRC�BGDDCPCLR�DPMK�GLLCP�

N?ECQ
�RFGQ�F?Q�SLJMAICB�LCU�GLQGEFRQ�?LB�?JJMUCB�SQ�RM�AMKN?PC�RFC�@CF?TGMPQ�MD�FMKC�N?ECQ�

TCPQCQ�GLLCP�N?ECQ��

�C2H=23:=:EJ���:?56I23:=:EJ�

' MP�?�N?EC�RM�?NNC?P�GL�?�QC?PAF�CLEGLC�PCQSJRQ�N?EC�	4&31

�RFC�N?EC�KSQR�kPQR�@C�AP?UJCB�?LB�

GLBCVCB��5FGQ�NPMACQQ�GQ�?�APGRGA?J�DMSLB?RGML�MD�4&0��

4C?PAF�CLEGLCQ�K?W�BGQAMTCP�N?ECQ�GL�QCTCP?J�U?WQ
�GLAJSBGLE�CVRCPL?J�JGLIQ
�QGRCK?NQ
�MP�@W�

@CGLE�BGPCARJW�QS@KGRRCB�RM�RFC�QC?PAF�CLEGLC�SQGLE�UC@K?QRCP�RMMJQ��*L�����
�#GLE�QF?PCB�RF?R�

GRQ�AP?UJCP�BGQAMTCPCB�LC?PJW����@GJJGML�LCU�N?ECQ�;8@CP��%SPGLE�RFGQ�WC?PfQ�?LRGRPSQR�QSGR�?E?GLQR�

(MMEJC
�GR�U?Q�PCTC?JCB�RF?R�GRQ�@E;<O�GQ�MLJW�?PMSLB�����@GJJGML�BMASKCLRQ��� ��5F?R�KC?LQ�D?P�

KMPC�N?ECQ�?PC�AP?UJCB�RF?L�GLBCVCB��

5FGQ�QCARGML�?BBPCQQCQ�RFC�QR?RC�MD�RFC�UC@
�?Q�GR�PCJ?RCQ�RM�FMU�QC?PAF�CLEGLCQ�AP?UJ�?LB�GLBCV�

AMLRCLR
�?Q�UCJJ�?Q�RFC�BGPCARGTCQ�?LB�QGEL?JQ�4&0Q�A?L�NPMTGBC�QM�RF?R�AP?UJCPQ�GLRCP?AR�?LB�

PCR?GL�TCPQGMLQ�MD�RFCGP�AMLRCLR��

robots.txt 

"Q�QC?PAF�CLEGLCQ�CVNJMPC�RFC�UC@
�RFCW�QRMN�?R�RFC�robots.txt �kJC
�UFGAF�MLC�A?L�RFGLI�MD�

?Q�?�TGQGRMPQf�ACLRCP�DMP�C?AF�QGRC��5FC�robots.txt �kJC�QGRQ�?R�RFC�PMMR�MD�?L�MPGEGL�?LB�?JJMUQ�

QGRC�MULCPQ�RM�GKNJCKCLR�RFC�3M@MRQ�&VAJSQGML�1PMRMAMJ��� ��*RfQ�BCQGELCB�RM�QGEL?J�MP�GLQRPSAR�

@MRQ�UFGAF�63-Q�?�QC?PAF�CLEGLC�A?L�MP�A?LLMR�AP?UJ��

*R�GQ�LMR�?�F?PB
�RCAFLGA?J�BGPCARGTC��3?RFCP
�GRfQ�SN�RM�RFC�@MR�RM�FMLMP�RFCQC�GLQRPSARGMLQ��4GLAC�

RFC�K?HMP�QC?PAF�CLEGLCQ�PCQNCAR�RFGQ�NPMRMAMJ
�GRfQ�PCJCT?LR�DMP�MSP�4&0�?L?JWQGQ��

8FGJC�RFC�PM@MR�RVR�kJC�F?Q�@CCL�SQCB�QGLAC������RM�AMLRPMJ�FMU�?�QGRC�GQ�AP?UJCB
�GR�MLJW�

@CA?KC�DMPK?JJW�QR?LB?PBGXCB�UGRF�RFC�*LRCPLCR�&LEGLCCPGLE�5?QI�'MPAC�GL�4CNRCK@CP�������

5FC�DMPK?JGX?RGML�MD�RFC�3'$����� ��� �NPMRMAMJ�GL������MAASPPCB�?DRCP�RFC�NPCTGMSQ�WC?PfQ�CBGRGML�

MD�RFC�8C@�"JK?L?A�U?Q�NS@JGQFCB�?LB�JCB�RM�QRPGARCP�CLDMPACKCLR�MD�RCAFLGA?J�QR?LB?PBQ��

����   ?KKGJ�

;<M<CFG<IJ�>FF>C<�:FD
N<9
KFFCJ
:?IFD<�LJ<I�<OG<I@<E:<�I<GFIK�
����   ?KKGJ�

QPGGP�:FD
J<F
>FF>C<�@E;<O�J@Q<
��R�K<OK��LK���I <:<EKCP������;LI@E>���K<JK@DFEP���@E
#FF>C<�J���@E;< O���J@Q<���@E���������
����   ?KKGJ�

N@B@G<;@8�FI>
N@B@
.F9FKJ�KOK�
����   ?KKGJ�

;8K8KI8:B<I�@<K=�FI>
;F:
?KDC
I=:�����

Part II Chapter 7 : SEO

214 2024 Web Almanac by HTTP Archive

https://developers.google.com/web/tools/chrome-user-experience-report
https://x.com/patrickstox/status/1630582277057986560?s=20
https://zyppy.com/seo/google-index-size/#:~:text=But%20recently%2C%20during%20testimony%20in,Google's%20index%20size%20in%202020.
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https://www.w3.org/WAI/standards-guidelines/act/rules/bf051a/#known-primary-language-tag
https://www.w3.org/WAI/WCAG21/Understanding/language-of-parts.html
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https://kb.iu.edu/d/bizw
https://kb.iu.edu/d/bizw
https://developer.mozilla.org/docs/Web/CSS/@media/prefers-reduced-motion
https://developer.mozilla.org/docs/Web/CSS/@media/prefers-reduced-motion
https://developer.mozilla.org/docs/Web/CSS/@media/forced-colors
https://developer.mozilla.org/docs/Web/CSS/@media/forced-colors
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https://blogs.windows.com/msedgedev/2024/04/29/deprecating-ms-high-contrast/
https://developer.chrome.com/docs/devtools/rendering/emulate-css/
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https://webaim.org/articles/motor/assistive
https://github.com/dequelabs/axe-core/blob/develop/doc/rule-descriptions.md
https://developer.chrome.com/docs/lighthouse/accessibility/focus-traps
https://developer.chrome.com/docs/lighthouse/accessibility/focusable-controls
https://developer.chrome.com/docs/lighthouse/accessibility/logical-tab-order
https://developer.chrome.com/docs/lighthouse/accessibility/managed-focus
https://accessibilityinsights.io/docs/web/overview/
https://accessibilityinsights.io/downloads/
https://accessibilityinsights.io/downloads/
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https://almanac.httparchive.org/static/images/2024/accessibility/top-10-aria-roles.png
https://almanac.httparchive.org/static/images/2024/accessibility/top-10-aria-roles.png


����MD�UC@QGRCQ�F?TC�?R�JC?QR�MLC�JGLI�UGRF�role="button" �	QJGEFRJW�BMUL�DPMK�����GL�

����
��8FGJC�?BBGLE�?L�"3*"�PMJC�A?L�GLDMPK�?QQGQRGTC�RCAFLMJMEGCQ�?@MSR�?L�CJCKCLRfQ�

NSPNMQC
�GR�BMCQLfR�K?IC�RFC�CJCKCLR�DSLARGML�JGIC�GRQ�L?RGTC�AMSLRCPN?PR��5FGQ�BGQAPCN?LAW�A?L�

JC?B�RM�GQQSCQ�UGRF�ICW@M?PB�L?TGE?RGML�QGLAC�JGLIQ�?LB�@SRRMLQ�F?TC�BGDDCPCLR�@CF?TGMPQ��'MP�

CV?KNJC
�JGLIQ�?PC�LMR�?ARGT?RCB�@W�RFC�QN?AC�ICW
�UFCPC?Q�@SRRMLQ�?PC��

,D:?8�E96�AC6D6?E2E:@?�C@=6�

8FCL�?L�CJCKCLR�GQ�?QQGELCB�RFC�role="presentation" 
�GR�JMQCQ�GRQ�GLFCPCLR�QCK?LRGAQ
�

?JMLE�UGRF�RFMQC�MD�GRQ�PCOSGPCB�AFGJB�CJCKCLRQ�	C�E�
�JGQR�GRCKQ�UGRFGL�?�<ul> 
�MP�PMUQ�?LB�ACJJQ�

UGRFGL�?�R?@JC
��' MP�GLQR?LAC
�?NNJWGLE�role="presentation" �RM�?�N?PCLR�<table> �MP�

<ul> �CJCKCLR�UGJJ�NPMN?E?RC�RFGQ�PMJC�RM�GRQ�AFGJB�CJCKCLRQ
�A?SQGLE�RFCK�RM�JMQC�RFCGP�R?@JC�MP�

JGQR�QCK?LRGAQ��

3CKMTGLE�QCK?LRGAQ�UGRF�role="presentation" �KC?LQ�RFC�CJCKCLR�MLJW�F?Q�TGQS?J�

NPCQCLAC�?LB�GRQ�QRPSARSPC�GQ�LMR�PCAMELGXCB�@W�?QQGQRGTC�RCAFLMJMEGCQ��5FC�CJCKCLRfQ�AMLRCLR�

UGJJ�@C�PC?B�@W�?�QAPCCL�PC?BCP
�@SR�LM�GLDMPK?RGML�?@MSR�RFC�QCK?LRGAQ�UGJJ�@C�NPMTGBCB��

5FGQ�GQ�AMLACPLGLE�?Q�GL������GR�U?Q�?JPC?BW�FGEF�?R�����MD�BCQIRMN�QGRCQ�?LB�����MD�KM@GJC�

QGRCQ��

4GKGJ?PJW
�SQGLE�role="none" �?JQM�PCKMTCQ�RFC�CJCKCLRfQ�QCK?LRGAQ��5FGQ�WC?P
����MD�QGRCQ�

SQCB�role="none" 
�BMUL�DPMK�����GL�������8FGJC�GR�K?W�@C�SQCDSJ�GL�P?PC�A?QCQ
�QSAF�?Q�

UFCL�?�<table> �GQ�SQCB�NSPCJW�DMP�J?WMSR
�GR�ECLCP?JJW�QFMSJB�@C�SQCB�A?SRGMSQJW�?Q�GR�A?L�@C�

BCRPGKCLR?J�RM�?AACQQG@GJGRW��

.MQR�@PMUQCPQ�BGQPCE?PB�role="presentation" �?LB�role="none" �UFCL�CVNMQGLE�?�PMJC�

GL�RFC�?AACQQG@GJGRW�RPCC�DMP�DMASQ?@JC�CJCKCLRQ
�GLAJSBGLE�JGLIQ�?LB�GLNSRQ
�MP�CJCKCLRQ�UGRF�?�

R?@GLBCV�?RRPG@SRC��4GKGJ?PJW
�GD�?L�CJCKCLR�UGRF�RFCQC�PMJCQ�GLAJSBCQ�EJM@?J�"3*"�QR?RCQ�MP�

NPMNCPRGCQ�	QSAF�?Q�aria-describedby 

�RFC�presentation �?LB�none �PMJCQ�K?W�@C�

"@>LI<������ �3 <9J@K<J�N@K?�8K�C<8JK�FE<�8E:?FI�N@K?�8E�?I<=�N@K?�8�role="button" ��

����

"@>LI<������ �+=�;<JBKFG�J@K<J�8E;�����F=�DF9@C<�J@K<J�?8M<�8K�C<8JK�FE<�role="presentation" ��

����
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GELMPCB��

#236=:?8�6=6>6?ED�H:E9��) ��

*L�?BBGRGML�RM�RFC�%0.
�@PMUQCPQ�F?TC�?L�?AACQQG@GJGRW�RPCC��� 
�AMLR?GLGLE�BCR?GJQ�?@MSR�)5.-�

CJCKCLRQ�QSAF�?Q�?AACQQG@JC�L?KCQ
�BCQAPGNRGMLQ
�PMJCQ
�?LB�QR?RCQ��5FGQ�GLDMPK?RGML�GQ�

AMKKSLGA?RCB�RM�?QQGQRGTC�RCAFLMJMEGCQ�RFPMSEF�?AACQQG@GJGRW�"1*Q��

"L�CJCKCLRfQ�?AACQQG@JC�L?KC�A?L�AMKC�DPMK�GRQ�AMLRCLR�	C�E�
�@SRRML�RCVR

�?RRPG@SRCQ�	C�E�
�

GK?EC�alt �?RRPG@SRC

�MP�?QQMAG?RCB�CJCKCLRQ�	C�E�
�?�J?@CJ�JGLICB�RM�?�DMPK�AMLRPMJ
��5FCPC�GQ�?�

FGCP?PAFW�SQCB�RM�BCRCPKGLC�RFC�QMSPAC�MD�RFC�?AACQQG@JC�L?KC�UFCL�KSJRGNJC�QMSPACQ�?PC�

?T?GJ?@JC��'MP�DSPRFCP�PC?BGLE�ML�?AACQQG@JC�L?KCQ
�-^MLGC�8?RQMLfQ�?PRGAJC
�g8F?R�GQ�?L�

?AACQQG@JC�L?KC h��� �GQ�?�T?JS?@JC�PCQMSPAC��

"@>LI<������ �0FG�����.%��8KKI@9LK<J��
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https://developer.mozilla.org/docs/Glossary/Accessibility_tree
https://developer.paciellogroup.com/blog/2017/04/what-is-an-accessible-name/
https://developer.paciellogroup.com/blog/2017/04/what-is-an-accessible-name/
https://almanac.httparchive.org/static/images/2024/accessibility/top10-aria-attributes.png
https://almanac.httparchive.org/static/images/2024/accessibility/top10-aria-attributes.png


5UM�"3*"�?RRPG@SRCQ�RF?R�?GB�GL�?QQGELGLE�?AACQQG@JC�L?KCQ�?PC�aria-label �?LB�aria-

labelledby ��5FCQC�?RRPG@SRCQ�?PC�EGTCL�NPCACBCLAC�MTCP�L?RGTCJW�BCPGTCB�?AACQQG@JC�L?KCQ�

?LB�QFMSJB�@C�SQCB�QN?PGLEJW�?LB�MLJW�UFCL�LCACQQ?PW��5CQRGLE�?AACQQG@JC�L?KCQ�UGRF�QAPCCL�

PC?BCPQ�?LB�GLTMJTGLE�GLBGTGBS?JQ�UGRF�BGQ?@GJGRGCQ�GQ�APSAG?J�RM�CLQSPC�RF?R�RFC�L?KCQ�?PC�FCJNDSJ�

?LB�BM�LMR�FGLBCP�?AACQQG@GJGRW��

8 C�M@QCPTCB�RF?R�?JKMQR�����MD�N?ECQ�CT?JS?RCB�DC?RSPCB�?R�JC?QR�MLC�CJCKCLR�UGRF�RFC�

aria-label �?RRPG@SRC�	SN�DPMK�����DMP�BCQIRMN�?LB�����ML�KM@GJC�GL�����

�K?IGLE�GR�RFC�

KMQR�DPCOSCLRJW�SQCB�"3*"�?RRPG@SRC�DMP�?AACQQG@JC�L?KCQ��"BBGRGML?JJW
�����MD�BCQIRMN�N?ECQ�

?LB�����MD�KM@GJC�N?ECQ�F?B�?R�JC?QR�MLC�CJCKCLR�UGRF�RFC�aria-labelledby �?RRPG@SRC�	@MRF�

?PC�SN����DPMK������B?R?
��5FGQ�RPCLB�QSEECQRQ�RF?R�UFGJC�KMPC�CJCKCLRQ�?PC�@CGLE�?QQGELCB�

?AACQQG@JC�L?KCQ
�GR�KGEFR�?JQM�GLBGA?RC�?�PGQC�GL�CJCKCLRQ�J?AIGLE�TGQS?J�J?@CJQ��5FGQ�A?L�@C�

AF?JJCLEGLE�DMP�SQCPQ�UGRF�AMELGRGTC�BGQ?@GJGRGCQ�?LB�TMGAC�GLNSR�SQCPQ��

#SRRMLQ�RWNGA?JJW�PCACGTC�RFCGP�?AACQQG@JC�L?KCQ�DPMK�RFCGP�AMLRCLR�MP�"3*"�?RRPG@SRCQ��

"AAMPBGLE�RM�"3*"�ESGBCJGLCQ��� 
�GRfQ�NPCDCP?@JC�DMP�?L�CJCKCLR�RM�BCPGTC�GRQ�?AACQQG@JC�L?KC�DPMK�

GRQ�AMLRCLR�P?RFCP�RF?L�?L�"3*"�?RRPG@SRC�GD�NMQQG@JC��8C�DMSLB�RF?R�����MD�@SRRMLQ�ML�BCQIRMN�

M@R?GL�RFCGP�?AACQQG@JC�L?KCQ�DPMK�RFCGP�RCVR�AMLRCLR
�?�QJGEFR�BPMN�DPMK������UFCL�GR�U?Q������

6QC�MD�RFC�aria-label �?RRPG@SRC�GQ�SN�QJGEFRJW�RM�������ML�BCQIRMN�	DPMK�����GL�����
�

KC?LGLE�KMPC�QGRCQ�?PC�SQGLE�RFC�aria-label �?RRPG@SRC�DMP�RFCGP�?AACQQG@JC�L?KCQ��

*L�QMKC�A?QCQ
�aria-label �GQ�SQCDSJ
�QSAF�?Q�UFCL�KSJRGNJC�@SRRMLQ�F?TC�RFC�Q?KC�AMLRCLR�
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https://almanac.httparchive.org/static/images/2024/accessibility/button-name-sources.png
https://almanac.httparchive.org/static/images/2024/accessibility/button-name-sources.png
https://www.w3.org/WAI/ARIA/apg/patterns/button/


@SR�BGDDCPCLR�DSLARGMLQ
�MP�UFCL�?�@SRRML�AMLR?GLQ�MLJW�?L�GK?EC�MP�GAML��

�:5:?8�4@?E6?E�

4MKCRGKCQ
�TGQS?J�GLRCPD?ACQ�GLAJSBC�PCBSLB?LR�CJCKCLRQ�RF?R�?PCLfR�@CLCkAG?J�DMP�SQCPQ�MD�

?QQGQRGTC�RCAFLMJMEGCQ��*L�RFCQC�A?QCQ
�aria-hidden="true" �A?L�@C�SQCB�RM�FGBC�CJCKCLRQ�

DPMK�QAPCCL�PC?BCPQ��� ��)MUCTCP
�RFGQ�?NNPM?AF�QFMSJB�LMR�@C�SQCB�GD�PCKMTGLE�RFC�CJCKCLR�

UMSJB�PCQSJR�GL�JCQQ�GLDMPK?RGML�DMP�QAPCCL�PC?BCP�SQCPQ�AMKN?PCB�RM�UF?R�GQ�NPCQCLRCB�TGQS?JJW��

)GBGLE�AMLRCLR�DPMK�?QQGQRGTC�RCAFLMJMEGCQ�QFMSJB�LMR�@C�?�U?W�RM�@WN?QQ�AMLRCLR�RF?R�GQ�

BGDkASJR�RM�K?IC�?AACQQG@JC��

6QGLE�RFGQ�?RRPG@SRC�RM�FGBC�?LB�QFMU�QCK?LRGA�AMLRCLR�GQ�?�AMKKML�NP?ARGAC�GL�KMBCPL�

GLRCPD?ACQ�GL�MPBCP�RM�GLBGA?RC�UFCL�AMLRCLR�GQ�FGBBCL�RM�RFC�?AACQQG@GJGRW�"1*����"L�CV?KNJC�MD�

RFGQ�GQ�?�?AAMPBGML�AMKNMLCLR�UFCPC�AMLRCLR�SLBCP�?�JGQR�MD�FC?BGLEQ�GQ�FGBBCL�SLRGJ�?�SQCP�

QCJCARQ�MLC�MD�RFC�FC?BGLEQ�RM�QFMU�RFC�PCJ?RCB�AMLRCLR��

"3*"�A?L�F? TC�?�FSEC�GKN?AR�ML�?AACQQG@GJGRW�?LB�LCCBQ�RM�@C�SQCB�A?SRGMSQJW��*RfQ�APSAG?J�RM�

?NNJW�"3*"�AMPPCARJW��� �RM�AMLTCW�RFC�PGEFR�KCQQ?EC��

' MP�GLQR?LAC
�BGQAJMQSPC�UGBECRQ�QFMSJB�SQC�RFC�aria-expanded �?RRPG@SRC�RM�QGEL?J�RM�

?QQGQRGTC�RCAFLMJMEGCQ�UFCL�?L�CJCKCLR�GQ�PCTC?JCB�MP�FGBBCL�@W�CVN?LBGLE�MP�AMJJ?NQGLE��8C�

M@QCPTCB�RF?R�����MD�KM@GJC�N?ECQ�F?B�?R�JC?QR�MLC�CJCKCLR�UGRF�RFC�aria-expanded 

?RRPG@SRC
�UFGAF�GQ�SN�?JKMQR����DPMK�������

*4C66?�C6256C�@?=J�E6IE�

"�AMKKML�?NNPM?AF�BCTCJMNCPQ�SQC�RM�NPMTGBC�CVRP?�GLDMPK?RGML�DMP�QAPCCL�PC?BCP�SQCPQ�

GLTMJTCQ�FGBGLE�RCVR�TGQS?JJW�UGRF�$44�UFGJC�ICCNGLE�GR�?AACQQG@JC�RM�QAPCCL�PC?BCPQ��5FGQ�$44�

RCAFLGOSC�CLQSPCQ�RF?R�RFC�RCVR�GQ�GLAJSBCB�GL�RFC�?AACQQG@GJGRW�RPCC�@SR�PCK?GLQ�FGBBCL�DPMK�

QGEFR��

"@>LI<������ �$8;�8K�C<8JK�FE<�<C<D<EK�N@K?�K?<�aria-hidden �8KKI@9LK<��

����
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https://niquette.ca/articles/hiding-elements/
https://niquette.ca/articles/hiding-elements/
https://blog.pope.tech/2022/07/12/what-you-need-to-know-about-aria-and-how-to-fix-common-mistakes/
https://blog.pope.tech/2022/07/12/what-you-need-to-know-about-aria-and-how-to-fix-common-mistakes/


5FC�QP�MLJW�?LB�TGQS?JJW�FGBBCL�AJ?QQ�L?KCQ�?PC�DPCOSCLRJW�SQCB�@W�BCTCJMNCPQ�?LB�6*�

DP?KCUMPIQ�RM�APC?RC�RCVR�RF?R�GQ�MLJW�?AACQQG@JC�RM�QAPCCL�PC?BCPQ��'MP�GLQR?LAC
�#MMRQRP?N�?LB�

5?GJUGLB�GLAJSBC�QP�MLJW�AJ?QQCQ�DMP�RFGQ�NSPNMQC��8C�DMSLB�RF?R�����MD�BCQIRMN�N?ECQ�?LB�����

MD�KM@GJC�N?ECQ�SQCB�MLC�MP�@MRF�MD�RFCQC�$44�AJ?QQCQ�	C?AF�SN�?�NCPACLR?EC�NMGLR�DPMK�����
��

*RfQ�GKNMPR?LR�RM�LMRC�RF?R�LMR�?JJ�QAPCCL�PC?BCP�SQCPQ�?PC�TGQS?JJW�GKN?GPCB
�QM�PCJWGLE�RMM�

FC?TGJW�ML�QAPCCL�PC?BCP�MLJW�QMJSRGMLQ�QFMSJB�@C�?TMGBCB��8FCL�RFGQ�RCAFLGOSC�GQ�SQCB�UGRF�?L�

GLRCP?ARGTC�CJCKCLRfQ�?AACQQG@JC�L?KC
�GR�A?L�K?IC�GR�BGDkASJR�DMP�NCMNJC�UFM�SQC�RFCGP�TMGAC�RM�

AMLRPMJ�RFCGP�AMKNSRCP�RM�ILMU�UF?R�AMKK?LB�RM�EGTC�RM�GLRCP?AR�UGRF�RFC�CJCKCLR��

�J?2>:42==J�C6?56C65�4@?E6?E�

4MKCRGKCQ
�GRfQ�LCACQQ?PW�RM�GLDMPK�QAPCCL�PC?BCPQ�?@MSR�LCU�MP�SNB?RCB�AMLRCLR�GL�RFC�%0.��

' MP�CV?KNJC
�DMPK�T?JGB?RGML�CPPMPQ�QFMSJB�@C�AMKKSLGA?RCB
�UFGJC�?�J?XW�JM?BCB�GK?EC�KGEFR�

LMR�LCCB�RM�@C�?LLMSLACB��6NB?RCQ�RM�RFC�%0.�QFMSJB�@C�K?BC�GL�?�LML�BGQPSNRGTC�K?LLCP��

"3*"�JGTC�PCEGMLQ�CL?@JC�QAPCCL�PC?BCPQ�RM�?LLMSLAC�AF?LECQ�GL�RFC�%0.��8C�DMSLB�RF?R�����

MD�BCQIRMN�N?ECQ�SQC�JGTC�PCEGMLQ�UGRF�RFC�aria-live �?RRPG@SRC�	SN�DPMK�����GL�����
�?LB�

����MD�KM@GJC�N?ECQ�SQC�aria-live �	SN�DPMK�����GL�����
��"BBGRGML?JJW
�N?ECQ�SQC�"3*"�JGTC�

PCEGML�PMJCQ�UGRF�GKNJGAGR�aria-live �T?JSCQ��

"@>LI<������ � <JBKFG�N<9J@K<J�N@K?�8�JI�FECP�FI�M@JL8CCP�?@;;<E�:C8JJ��

����

"@>LI<������ � <JBKFG�G8><J�N@K?�C@M<�I<>@FEJ�LJ@E>�aria-live ��
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C@=6� 56D<E@A� >@3:=6�  >A=:4:E�aria-live �G2=F6�

status ����� ����� polite 

alert ����� ����� assertive 

timer ����� ����� off 

log ����� ����� polite 

marquee ����� ����� off 

'GESPC�������1?ECQ�UGRF�JGTC�PCEGML�"3*"�PMJCQ
�?LB�RFCGP�GKNJGAGR�aria-live �T?JSC��

' MP�KMPC�BCR?GJQ�ML�JGTC�PCEGML�T?PG?LRQ�?LB�RFCGP�SQ?EC
�AFCAI�RFC�.%/�JGTC�PCEGML�

BMASKCLR?RGML��� �MP�CVNJMPC�RFGQ�JGTC�BCKM�@W�%COSC��� ��

,D6C�'6CD@?2=:K2E:@?�.:586ED�2?5�&G6C=2J�
)6>65:2E:@?�

6QCPQ�?PC�GLAPC?QGLEJW�SQCB�RM�QCCGLE�?AACQQG@GJGRW�UGBECRQ�ML�UC@QGRCQ��5FCQC�?JJMU�RFCK�RM�

?AACQQ�?AACQQG@GJGRW�DC?RSPCQ�RF?R�GKNPMTC�RFCGP�CVNCPGCLAC��"AACQQG@GJGRW�0TCPJ?WQ�?PC�MLC�RWNC�

MD�RFCQC�?LB�SQS?JJW�GLAJSBC�RUM�RWNCQ�MD�RCAFLMJMEW��?�NCPQML?JGX?RGML�UGBECR�?LB�?�+?T?4APGNR�

MTCPJ?W��0TCPJ?WQ�A?L�@C�CGRFCP�ECLCPGA�MP�ASQRMK��

i� )?1>�<1>?;:-85F-@5;:��RMMJQ�RF?R�CL?@JC�RFC�QGRC�TGQGRMP�RM�K?IC�AF?LECQ�RM�RFC�

?NNC?P?LAC�MD�RFC�QGRC�TG?�?L�ML�QGRC�KCLS�d�AF?LECQ�JGIC�DMLR�MP�AMJMP�AMLRP?QR�

?BHSQRKCLRQ
�?LB�

i� �A@;9-@10�;B1>8-E�>19105-@5;:��?�ECLCPGA�RCAFLMJMEW�RF?R�?SRMK?RGA?JJW�QA?LQ�DMP�

?LB�?RRCKNRQ�RM�PCKCBG?RC�K?LW�AMKKML�8$"(�GQQSCQ�UFGAF�?DDCAR�RFC�SQCP�

GLRCPD?AC
�UGRF�AMKNJCV�?JEMPGRFKQ�?LB�MP�"PRGkAG?J�*LRCJJGECLAC��

i� �A?@;9�; B1>8-E�>19105-@5;:��QGRC�QNCAGkA�AMBC�UPGRRCL�@W�CVNCPR�BCTCJMNCP	Q
�RM�

?BBPCQQ�QNCAGkA�AMLDMPK?LAC�LCCBQ
�?LB�TCPGkCB�@W�?AACQQG@GJGRW�CVNCPRQ�GL�AMLRCVR
�

RM�?TMGB�AMLlGAR�UGRF�?QQGQRGTC�RCAFLMJMEW��

#PMUQCPQ�F?TC�EPC?R�@SGJR�GL�RMMJQ�DMP�NCPQML?JGX?RGML
�@SR�K?LW�SQCPQ�BM�LMR�ILMU�?@MSR�RFCK��

4MKC�QGRCQ�?BB�<1>?;:-85F-@5;:�C5031@?�RF?R�MDRCL�NPMTGBC�?�P?LEC�MD�?AACQQG@GJGRW�DC?RSPCQ�RM�

K?I C�ASQRMKGX?RGML�C?QGCP��0DRCL�RFGQ�GLAJSBCQ�DMLR�QGXC
�QN?AGLE
�?LB�AMLRP?QR
�UFGAF�GQ�
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https://developer.mozilla.org/docs/Web/Accessibility/ARIA/ARIA_Live_Regions
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https://developer.mozilla.org/docs/Web/HTTP/Headers/Strict-Transport-Security
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https://owasp.org/www-community/attacks/Session_fixation
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https://developer.mozilla.org/docs/Web/HTTP/CSP


5FC�block-all-mixed-content �BGPCARGTC
�UFGAF�F?Q�@CCL�BCNPCA?RCB�GL�D?TMP�MD�

upgrade-insecure-requests 
�GQ�RFC�RFGPB�KMQR�SQCB�BGPCARGTC��"JRFMSEF�UC�M@QCPTCB�?�

PCJ?RGTC�BCAPC?QC�MD�������DMP�BCQIRMN�?LB�������DMP�KM@GJC�GL�GRQ�SQ?EC�@CRUCCL������?LB�

����
�RFC�BCAJGLC�F?Q�QGLAC�QJMUCB�RM�?L�?TCP?EC�WC?PJW�BCAPC?QC�MD������DMP�BCQIRMN�?LB������

DMP�KM@GJC�QGLAC�������

'@=:4J� �6D<E@A� $@3:=6�

upgrade-insecure-requests; ���� ����

block-all-mixed-content; frame-ancestors 'none'; 

upgrade-insecure-requests; 
���� ����

frame-ancestors 'self'; ���� ����

'GESPC������� �.MQR�NPCT?JCLR�$41�FC?BCPQ��

5FC�RMN�RFPCC�BGPCARGTCQ�?JQM�K?IC�SN�RFC�@SGJBGLE�@JMAIQ�MD�RFC�KMQR�NPCT?JCLR�$41�BCkLGRGMLQ��

5FC�QCAMLB�KMQR�AMKKMLJW�SQCB�$41�BCkLGRGML�GLAJSBCQ�@MRF�block-all-mixed-content 

?LB�upgrade-insecure-requests ��5FGQ�QSEECQRQ�RF?R�K?LW�UC@QGRCQ�SQC�block-all-

mixed-content �DMP�@?AIU?PB�AMKN?RG@GJGRW
�?Q�LCUCP�@PMUQCPQ�UGJJ�GELMPC�RFGQ�BGPCARGTC�GD�

upgrade-insecure-requests �GQ�NPCQCLR��

"@>LI<������� �)FJK�:FDDFE�;@I<:K@M<J�LJ<;�@E��/,��
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�:C64E:G6� �6D<E@A� $@3:=6�

upgrade-insecure-requests ���� ���

frame-ancestors ��� ���

block-all-mixed-content ���� �����

default-src ���� ����

script-src ���� ����

style-src ���� ����

img-src ���� ���

font-src ���� ���

connect-src ��� ����

frame-src ��� ����

object-src ���� ����

'GESPC������� �3CJ?RGTC�SQ?EC�AF?LEC�MD�$41�BGPCARGTCQ��

"JJ�MRFCP�BGPCARGTCQ�QFMUL�GL�RFC�R?@JC�?@MTC�?PC�SQCB�DMP�AMLRCLR�GLAJSQGML�AMLRPMJ��0TCP?JJ
�

SQ?EC�F?Q�PCK?GLCB�PCJ?RGTCJW�QR?@JC��)MUCTCP
�?�LMR?@JC�AF?LEC�GQ�RFC�GLAPC?QCB�SQC�MD�RFC�

object-src �BGPCARGTC
�UFGAF�F?Q�QSPN?QQCB�connect-src �?LB�frame-src ��4GLAC�����
�

RFC�SQ?EC�MD�object-src �F?Q�PGQCL�@W�������DMP�BCQIRMN�?LB�������DMP�KM@GJC��

"KMLE�RFC�KMQR�LMR?@JC�BCAPC?QCQ�GL�SQ?EC�GQ�default-src 
�RFC�A?RAF�?JJ�BGPCARGTC��5FGQ�

BCAJGLC�AMSJB�@C�CVNJ?GLCB�@W�RFC�GLAPC?QGLE�SQC�MD�$41�DMP�NSPNMQCQ�@CWMLB�AMLRCLR�GLAJSQGML
�

QSAF�?Q�CLDMPAGLE�)551�SNEP?BCQ�RM�)5514�MP�AMLRPMJJGLE�RFC�CK@CBBGLE�MD�RFC�ASPPCLR�N?EC�c�

QGRS?RGMLQ�UFCPC�default-src �GQ�LMR�?NNJGA?@JC
�?Q�RFCQC�BGPCARGTCQ�BMLfR�D?JJ@?AI�RM�GR��5FGQ�

AF?LEC�GL�$41�NSPNMQC�GQ�AMLkPKCB�@W�RFC�KMQR�NPCT?JCLR�$41�FC?BCPQ�JGQRCB�GL�'GESPC���
�

UFGAF�?JJ�F?TC�QCCL�?L�GLAPC?QC�GL�SQ?EC�QGLAC�������)MUCTCP
�BGPCARGTCQ�JGIC�upgrade-

insecure-requests �?LB�block-all-mixed-content 
�UFGJC�N?PR�MD�RFCQC�KMQR�AMKKML�

$41�FC?BCPQ
�?PC�@CGLE�SQCB�JCQQ�MTCP?JJ
�?Q�QCCL�GL�'GESPC�����

"6JH@C5D�7@C�script-src 

0LC�MD�RFC�KMQR�GKNMPR?LR�BGPCARGTCQ�MD�$41�GQ�script-src 
�?Q�ASP@GLE�QAPGNRQ�JM?BCB�@W�RFC�

UC@QGRC�FGLBCPQ�NMRCLRG?J�?BTCPQ?PGCQ�EPC?RJW��5FGQ�BGPCARGTC�A?L�@C�SQCB�UGRF�QCTCP?J�?RRPG@SRC�
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I CWUMPBQ��

5FC�unsafe-inline �?LB�unsafe-eval �BGPCARGTCQ�A?L�QGELGkA?LRJW�PCBSAC�RFC�QCASPGRW�

@CLCkRQ�NPMTGBCB�@W�$41��5FC�unsafe-inline �BGPCARGTC�NCPKGRQ�RFC�CVCASRGML�MD�GLJGLC�

QAPGNRQ
�UFGJC�unsafe-eval �?JJMUQ�RFC�SQC�MD�RFC�CT?J�+?T?4APGNR�DSLARGML��6LDMPRSL?RCJW
�RFC�

SQC�MD�RFCQC�GLQCASPC�NP?ARGACQ�PCK?GLQ�UGBCQNPC?B
�BCKMLQRP?RGLE�RFC�AF?JJCLECQ�MD�?TMGBGLE�

SQC�MD�GLJGLC�QAPGNRQ�?LB�SQC�MD�RFC�eval �DSLARGML��

"6JH@C5� �6D<E@A� $@3:=6�

nonce- ���� ����

strict-dynamic ���� ����

unsafe-inline ���� ����

unsafe-eval ���� ���

'GESPC������� �3CJ?RGTC�SQ?EC�AF?LEC�MD�$41�script-src �I CWUMPBQ��

)MUCTCP
�RFC�GLAPC?QGLE�?BMNRGML�MD�RFC�nonce- �?LB�strict-dynamic �I CWUMPBQ�GQ�?�

NMQGRGTC�BCTCJMNKCLR��#W�SQGLE�RFC�nonce- �I CWUMPB
�?�QCAPCR�LMLAC�A?L�@C�BCkLCB
�?JJMUGLE�

MLJW�GLJGLC�QAPGNRQ�UGRF�RFC�AMPPCAR�LMLAC�RM�CVCASRC��5FGQ�?NNPM?AF�GQ�?�QCASPC�?JRCPL?RGTC�RM�

RFC�unsafe-inline �BGPCARGTC�DMP�NCPKGRRGLE�GLJGLC�QAPGNRQ��8FCL�SQCB�GL�AMK@GL?RGML�UGRF�

"@>LI<������� �,I <M8C<E:<�F=��/,�script-src �B<PNFI;J��
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RFC�strict-dynamic �I CWUMPB
�LMLACB�QAPGNRQ�?PC�NCPKGRRCB�RM�GKNMPR�?BBGRGML?J�QAPGNRQ�

DPMK�?LW�MPGEGL��5FGQ�?NNPM?AF�QGKNJGkCQ�QCASPC�QAPGNR�JM?BGLE�DMP�BCTCJMNCPQ
�?Q�GR�?JJMUQ�RFCK�

RM�RPSQR�?�QGLEJC�LMLACB�QAPGNR
�UFGAF�A?L�RFCL�QCASPCJW�JM?B�MRFCP�LCACQQ?PW�PCQMSPACQ��

�==@H65�9@DED�

$41�GQ�MDRCL�PCE?PBCB�?Q�MLC�MD�RFC�KMPC�AMKNJCV�QCASPGRW�NMJGAGCQ
�N?PRJW�BSC�RM�RFC�BCR?GJCB�

NMJGAW�J?LES?EC
�NPMTGBGLE�kLC�EP?GLCB�AMLRPMJ�MTCP�PCQMSPAC�GLAJSQGML��

3CTGCUGLE�RFC�M@QCPTCB�$41�FC?BCP�JCLERFQ
�UC�kLB�RF?R�����MD�?JJ�FC?BCPQ�?PC����@WRCQ�MP�

QFMPRCP��' MP�AMLRCVR
�RFC�JMLECQR�NMJGAW�QFMUL�GL�'GESPC����GQ�?JQM����@WRCQ��"R�RFC���RF�

NCPACLRGJC
�BCQIRMN�NMJGAGCQ�PC?AF�����@WRCQ�?LB�KM@GJC�NMJGAGCQ�����@WRCQ
�GLBGA?RGLE�RF?R�

K?LW�UC@QGRCQ�kLB�GR�LCACQQ?PW�RM�GKNJCKCLR�PCJ?RGTCJW�JCLERFW�$MLRCLR�4CASPGRW�1MJGAGCQ��

)MUCTCP
�UFCL�?L?JWXGLE�RFC�BGQRPG@SRGML�MD�SLGOSC�?JJMUCB�FMQRQ�?APMQQ�?JJ�NMJGAGCQ
�RFC���RF�

NCPACLRGJC�QFMUQ�HSQR���SLGOSC�FMQRQ��

5FC�FGEFCQR�LSK@CP�MD�SLGOSC�?JJMUCB�FMQRQ�GL�?�NMJGAW�U?Q��
���
�UFGJC�RFC�JMLECQR�$MLRCLR�

4CASPGRW�1MJGAW�FC?BCP�PC?AFCB���
����@WRCQ��)MUCTCP
�RFGQ�J?RRCP�FC?BCP�GQ�GLl?RCB�@W�?�J?PEC�

LSK@CP�MD�PCNC?RCB�, �AF?P?ARCPQ�DMP�SLILMUL�PC?QMLQ��5FC�QCAMLB�JMLECQR�$41�FC?BCP
�UFGAF�

GQ�T?JGB
�QN?LQ���
����@WRCQ��5FGQ�SLSQS?JJW�J?PEC�QGXC�GQ�BSC�RM�FSLBPCBQ�MD�MAASPPCLACQ�MD�RFC�

adservice.google �BMK?GL
�C?AF�UGRF�T?PG?RGMLQ�GL�RFC�RMN�JCTCJ�BMK?GL��&VACPNR��

"@>LI<������� ��/,�?<8;<I�C<E>K?��
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adservice.google.com adservice.google.ad adservice.google.ae É 

5FGQ�QSEECQRQ�RF?R�RFC�JMLE�R?GJ�MD�CVACQQGTCJW�J?PEC�$41�FC?BCPQ�GQ�JGICJW�A?SQCB�@W�AMKNSRCP�

ECLCP?RCB�CVF?SQRGTC�JGQRQ�MD�MPGEGLQ��"JRFMSEF�RFGQ�K?W�QCCK�JGIC�?�QNCAGkA�CBEC�A?QC
�GR�

FGEFJGEFRQ�?�JGKGR?RGML�MD�$41��RFC�J?AI�MD�PCECV�DSLARGML?JGRW
�UFGAF�AMSJB�MRFCPUGQC�NPMTGBC�?�

KMPC�CDkAGCLR�?LB�CJCE?LR�QMJSRGML�RM�F?LBJC�QSAF�A?QCQ��)MUCTCP
�BCNCLBGLE�ML�RFC�UC@QGRCQ�

GKNJCKCLR?RGML
�RFGQ�GQQSC�AMSJB�?JQM�@C�QMJTCB�@W�CKNJMWGLE�RFC�strict-dynamic �?LB�

nonce- �I CWUMPB�GL�RFC�script-src �BGPCARGTC
�UFGAF�CL?@JCQ�RFC�?JJMUCB�QAPGNR�UGRF�LMLAC�

RM�JM?B�?BBGRGML?J�QAPGNRQ��

5FC�KMQR�AMKKML�)5514�MPGEGLQ�GLAJSBCB�GL�$41�FC?BCPQ�?PC�SQCB�DMP�JM?BGLE�DMLRQ
�?BQ�?LB�

MRFCP�KCBG?�DCRAFCB�DPMK�$%/Q��

�@DE� �6D<E@A� $@3:=6�

https://www.googletagmanager.com ������ ������

https://fonts.gstatic.com ������ ������

https://fonts.googleapis.com ������ ������

https://www.google-analytics.com ������ ������

https://www.google.com ������ ������

https://www.youtube.com ������ ������

https://*.google-analytics.com ������ ������

https://connect.facebook.net ������ ������

https://*.google.com ������ ������

https://*.googleapis.com ������ ������

'GESPC������� �.MQR�DPCOSCLRJW�?JJMUCB�)551	4
�FMQRQ�GL�$41�NMJGAGCQ��

"Q�DMP�844�MPGEGLQ
�SQCB�DMP�?JJMUGLE�8C@4MAICR�AMLLCARGMLQ�RM�ACPR?GL�MPGEGLQ
�RFC�DMJJMUGLE�

UCPC�DMSLB�RFC�KMQR�AMKKML��
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�@DE� �6D<E@A� $@3:=6�

wss://*.intercom.io ������ ������

wss://*.hotjar.com ������ ������

wss://www.livejournal.com ������ ������

wss://*.quora.com ������ ������

wss://*.zopim.com ������ ������

'GESPC������� �.MQR�DPCOSCLRJW�?JJMUCB�84	4
�FMQRQ�GL�$41�NMJGAGCQ��

5UM�MD�RFCQC�MPGEGLQ�?PC�PCJ?RCB�RM�ASQRMKCP�QCPTGAC�?LB�RGAICRGLE�	intercom.io 
�

zopim.com 

�MLC�GQ�SQCB�DMP�UC@QGRC�?L?JWRGAQ�	hotjar.com 

�?LB�RUM�?PC�?QQMAG?RCB�UGRF�

QMAG?J�KCBG?�	www.livejournal.com 
� quora.com 
��' MP�DMSP�MSR�MD�RFCQC�kTC�UC@QGRCQ
�UC�

DMSLB�QNCAGkA�GLQRPSARGMLQ�ML�FMU�RM�?BB�RFC�MPGEGL�RM�RFC�UC@QGRCfQ�AMLRCLR�QCASPGRW�NMJGAW��

5FGQ�GQ�AMLQGBCPCB�EMMB�NP?ARGAC
�?Q�GR�BGQAMSP?ECQ�UC@QGRC�?BKGLGQRP?RMPQ�DPMK�SQGLE�UGJBA?PBQ�

RM�?JJMU�RFGPB�N?PRW�PCQMSPACQ
�UFGAF�UMSJB�PCBSAC�QCASPGRW�@W�?JJMUGLE�@PM?BCP�?AACQQ�RF?L�

LCACQQ?PW��

*F3C6D@FC46� ?E68C:EJ�

8FGJC�$41�GQ�?�NMUCPDSJ�RMMJ�DMP�CLQSPGLE�RF?R�PCQMSPACQ�?PC�MLJW�JM?BCB�DPMK�RPSQRCB�MPGEGLQ
�

RFCPC�PCK?GLQ�?�PGQI�RF?R�RFMQC�PCQMSPACQ�AMSJB�@C�R?KNCPCB�UGRF��'MP�GLQR?LAC
�?�QAPGNR�KGEFR�

@C�JM?BCB�DPMK�?�RPSQRCB�$%/
�@SR�GD�RF?R�$%/�QSDDCPQ�?�QCASPGRW�@PC?AF�?LB�GRQ�QAPGNRQ�?PC�

AMKNPMKGQCB
�?LW�UC@QGRC�SQGLE�MLC�MD�RFMQC�QAPGNRQ�AMSJB�@CAMKC�TSJLCP?@JC�?Q�UCJJ��

4S@PCQMSPAC�*LRCEPGRW�	43*
��� �NPMTGBCQ�?�Q?DCES?PB�?E?GLQR�RFGQ�PGQI��#W�SQGLE�RFC�integrity 

?RRPG@SRC�GL�<script> �?LB�<link> �R?EQ
�?�UC@QGRC�A?L�QNCAGDW�RFC�CVNCARCB�F?QF�MD�?�

PCQMSPAC��*D�RFC�F?QF�MD�RFC�PCACGTCB�PCQMSPAC�BMCQ�LMR�K?RAF�RFC�CVNCARCB�F?QF
�RFC�@PMUQCP�

UGJJ�PCDSQC�RM�PCLBCP�RFC�PCQMSPAC
�RFCPC@W�NPMRCARGLE�RFC�UC@QGRC�DPMK�NMRCLRG?JJW�

AMKNPMKGQCB�AMLRCLR��

"@>LI<������� � <JBKFG�J@K<J�LJ@E>�/.%��
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https://developer.mozilla.org/docs/Web/Security/Subresource_Integrity


43*�GQ�SQCB�@W�������?LB�������MD�?JJ�M@QCPTCB�N?ECQ�DMP�BCQIRMN�?LB�KM@GJC�PCQNCARGTCJW��5FGQ�

?KMSLRQ�RM�?�PCJ?RGTC�AF?LEC�GL�?BMNRGML�MD�������?LB�������PCQNCARGTCJW��

5FC�?BMNRGML�MD�4S@PCQMSPAC�*LRCEPGRW�QCCKQ�RM�@C�QR?EL?RGLE
�UGRF�RFC�KCBG?L�NCPACLR?EC�MD�

QAPGNRQ�NCP�N?EC�AFCAICB�?E?GLQR�?�F?QF�PCK?GLGLE�?R�������DMP�@MRF�BCQIRMN�?LB�KM@GJC��5FGQ�

kESPC�F?Q�PCK?GLCB�TGPRS?JJW�SLAF?LECB�QGLAC�������

�@DE� �6D<E@A� $@3:=6�

www.gstatic.com ���� ����

cdnjs.cloudflare.com ��� ���

cdn.userway.org ��� ���

static.cloudflareinsights.com ��� ���

code.jquery.com ��� ���

cdn.jsdelivr.net ��� ���

d3e54v103j8qbb.cloudfront.net ��� ���

t1.daumcdn.net ��� ���

"@>LI<������� �/.%�:FM<I8><�G<I�G8><��
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'GESPC������� �.MQR�AMKKML�FMQRQ�DPMK�UFGAF�43*�NPMRCARCB�QAPGNRQ�?PC�GLAJSBCB��

.MQR�MD�RFC�FMQRQ�DPMK�UFGAF�PCQMSPACQ�?PC�DCRAFCB�?LB�NPMRCARCB�@W�43*�?PC�$%/Q��"�LMR?@JC�

BGDDCPCLAC�DPMK�����fQ�B?R?�GQ�RFC�?@QCLAC�MD�cdn.shopify.com �DPMK�RFC�RMN�FMQRQ�JGQR�

	NPCTGMSQJW�����ML�BCQIRMN�?LB�����ML�KM@GJC
��5FGQ�GQ�BSC�RM�4FMNGDW�F?TGLE�BPMNNCB�43*�GL�

D?TMP�MD�QGKGJ?P�DSLARGML?JGRW�NPMTGBCB�@W�RFC�integrity �?RRPG@SRC�MD�importmap 
�UFGAF�

RFCW�CVNJ?GL�GL�?�@JMENMQR��� ��

'6C>:DD:@?D�'@=:4J�

5FC�1CPKGQQGMLQ�1MJGAW��� �	DMPKCPJW�ILMUL�?Q�RFC�'C?RSPC�1MJGAW
�GQ�?�QCR�MD�KCAF?LGQKQ�RF?R�

?JJMU�UC@QGRCQ�RM�AMLRPMJ�UFGAF�@PMUQCP�DC?RSPCQ�A?L�@C�?AACQQCB�ML�?�UC@N?EC
�QSAF�?Q�

ECMJMA?RGML
�UC@A?K
�KGAPMNFMLC
�?LB�KMPC��#W�SQGLE�RFC�1CPKGQQGMLQ�1MJGAW
�UC@QGRCQ�A?L�

PCQRPGAR�DC?RSPC�?AACQQ�DMP�@MRF�RFC�K?GL�QGRC�?LB�?LW�CK@CBBCB�AMLRCLR
�CLF?LAGLE�QCASPGRW�

?LB�NPMRCARGLE�SQCP�NPGT?AW��5FGQ�GQ�AMLkESPCB�RFPMSEF�RFC�Permissions-Policy �PCQNMLQC�

FC?BCP�DMP�RFC�K?GL�QGRC�?LB�?JJ�GRQ�CK@CBBCB�<iframe> �CJCKCLRQ
��"BBGRGML?JJW
�UC@�

?BKGLGQRP?RMPQ�A?L�QCR�GLBGTGBS?J�NMJGAGCQ�DMP�QNCAGkA�<iframe> �CJCKCLRQ�SQGLE�RFCGP�allow 

?RRPG@SRC��

*L�����
�RFC�?BMNRGML�MD�RFC�Permissions-Policy �FC?BCP�Q?U�?�QGELGkA?LR�PCJ?RGTC�GLAPC?QC�

MD������)MUC TCP
�DPMK������RM�RFGQ�WC?P
�RFC�EPMURF�P?RC�F?Q�BP?QRGA?JJW�QJMUCB�RM�HSQR�������

5FGQ�GQ�CVNCARCB
�?Q�RFC�'C?RSPC�1MJGAW�U?Q�PCL?KCB�RM�1CPKGQQGMLQ�1MJGAW�?R�RFC�CLB�MD�����
�

PCQSJRGLE�GL�?L�GLGRG?J�NC?I��*L�RFC�DMJJMUGLE�WC?PQ
�EPMURF�F?Q�PCK?GLCB�TCPW�JMU�QGLAC�RFC�

FC?BCP�GQ�QRGJJ�QSNNMPRCB�CVAJSQGTCJW�@W�$FPMKGSK�@?QCB�@PMUQCPQ��

"@>LI<������� �.<C8K@M<�@E:I<8J<�@E�8;FGK@FE�F=�K?<�Permissions-Policy �?<8;<I�=IFD�������

��	���

����   ?KKGJ�

J?FG@=P�<E>@E<<I@E>
J?@GG@E>�JLGGFIK�=FI�DF;LC<�J:I@GK�@EK<>I@KP�@E�:?IFD<�J8=8I@��
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https://shopify.engineering/shipping-support-for-module-script-integrity-in-chrome-safari
https://developer.mozilla.org/docs/Web/HTTP/Permissions_Policy


�6256C�

interest-cohort=() 

geolocation=(),midi=(),sync-

xhr=(),microphone=(),camera=(),magnetometer=(),gyroscope=(),fullscreen=(self),payment=() 

accelerometer=(), autoplay=(), camera=(), cross-origin-isolated=(), display-

capture=(self), encrypted-media=(), fullscreen=*, geolocation=(self), gyroscope=(), 

keyboard-map=(), magnetometer=(), microphone=(), midi=(), payment=*, picture-in-

picture=(), publickey-credentials-get=(), screen-wake-lock=(), sync-xhr=(), usb=(), xr-

spatial-tracking=(), gamepad=(), serial=() 

accelerometer=(self), autoplay=(self), camera=(self), encrypted-media=(self), 

fullscreen=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), 

microphone=(self), midi=(self), payment=(self), usb=(self) 

accelerometer=(), camera=(), geolocation=(), gyroscope=(), magnetometer=(), 

microphone=(), payment=(), usb=() 

browsing-topics=() 

geolocation=self 

'GESPC������� �.MQR�NPCT?JCLR�1CPKGQQGML�1MJGAGCQ��

0LJW������MD�BCQIRMN�FMQRQ�?LB������MD�KM@GJC�FMQRQ�QCR�RFC�NMJGAW�SQGLE�RFC�Permissions-

Policy �PCQNMLQC�FC?BCP��5FC�NMJGAW�GQ�NPGK?PGJW�SQCB�RM�CVAJSQGTCJW�MNR�MSR�MD�(MMEJCfQ�

' CBCP?RCB�-C?PLGLE�MD�$MFMPRQ�	'-M$
������MD�FMQRQ�RF?R�GKNJCKCLR�RFC�Permissions-

Policy �FC?BCP�QCR�RFC�NMJGAW�?Q�interest-cohort=() ��5FGQ�SQ?EC�GQ�N?PRJW�BSC�RM�RFC�

AMLRPMTCPQW�RF?R�'-M$�QN?PICB�BSPGLE�GRQ�RPG?J�NCPGMB��"JRFMSEF�'-M$�U?Q�SJRGK?RCJW�PCNJ?ACB�

@W�RFC�5MNGAQ�"1*
�RFC�AMLRGLSCB�SQC�MD�RFC�interest-cohort �BGPCARGTC�FGEFJGEFRQ�FMU�

QNCAGkA�AMLACPLQ�A?L�QF?NC�RFC�?BMNRGML�MD�UC@�NMJGAGCQ��

"JJ�MRFCP�M@QCPTCB�FC?BCPQ�UGRF�?R�JC?QR����MD�FMQRQ�GKNJCKCLRGLE�RFCK
�?PC�?GKCB�?R�

PCQRPGARGLE�RFC�NCPKGQQGML�A?N?@GJGRGCQ�MD�RFC�UC@QGRC�GRQCJD�?LB�MP�GRQ�CK@CBBCB�<iframe> 

CJCKCLRQ��4GKGJ?P�RM�RFC�$MLRCLR�4CASPGRW�1MJGAW
�RFC�1CPKGQQGMLQ�1MJGAW�GQ�gMNCL�@W�BCD?SJRh�

GLQRC?B�MD�gQCASPC�@W�BCD?SJRh��?@QCLAC�MD�RFC�NMJGAW�CLR?GJQ�?@QCLAC�MD�NPMRCARGML��5FGQ�

?NNPM?AF�?GKQ�RM�?TMGB�@PC?IGLE�UC@QGRC�DSLARGML?JGRW�UFCL�GLRPMBSAGLE�LCU�NMJGAGCQ��/MR?@JW
�

������MD�QGRCQ�CVNJGAGRJW�SQC�RFC�* �UGJBA?PB�NMJGAW
�?JJMUGLE�RFC�UC@QGRC�?LB�?JJ�CK@CBBCB�

<iframe> �CJCKCLRQ�	UFCPC�LM�KMPC�PCQRPGARGTC�allow �?RRPG@SRC�GQ�NPCQCLR
�RM�PCOSCQR�?LW�

NCPKGQQGML���RFMSEF�RFGQ�GQ�RFC�BCD?SJR�@CF?TGMP�UFCL�RFC�1CPKGQQGMLQ�1MJGAW�GQ�LMR�QCR��

5FC�1CPKGQQGMLQ�1MJGAW�A?L�?JQM�@C�BCkLCB�GLBGTGBS?JJW�DMP�C?AF�CK@CBBCB�<iframe> �RFPMSEF�
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GRQ�allow �?RRPG@SRC��'MP�CV?KNJC
�?L�<iframe> �A?L�@C�NCPKGRRCB�RM�SQC�RFC�ECMJMA?RGML�?LB�

A?KCP?�NCPKGQQGMLQ�@W�QCRRGLE�RFC�?RRPG@SRC�?Q�DMJJMUQ��

<iframe  src =" https://example.com "  allow =" geolocation 'self'; camera 

*; " ></ iframe > 

0SR�MD�RFC������KGJJGML�<iframe> �CJCKCLRQ�M@QCPTCB�GL�RFC�BCQIRMN�AP?UJ
�������GLAJSBCB�RFC�

allow �?RRPG@SRC��5FGQ�K?PIQ�?�QGELGkA?LR�GLAPC?QC�AMKN?PCB�RM�1B1:�6A?@�@41�<>1B5;A?�9;:@4
�

UFCL�MLJW�������MD�<iframe> �CJCKCLRQ�F?B�RFC�allow �?RRPG@SRC���GLBGA?RGLE�RF?R�GRQ�SQ?EC�

F?Q�KMPC�RF?L�BMS@JCB�GL�HSQR�MLC�KMLRF��"�NJ?SQG@JC�CVNJ?L?RGML�DMP�RFGQ�P?NGB�AF?LEC�GQ�RF?R�

MLC�MP�QCTCP?J�UGBCJW�SQCB�RFGPB�N?PRW�QCPTGACQ�F?TC�NPMN?E?RCB�RFGQ�SNB?RC�?APMQQ�RFCGP�

<iframe> �CJCKCLRQ��(GTCL�RFC�?B�QNCAGkA�BGPCARGTCQ�UC�LMU�M@QCPTC�	BGQNJ?WCB�GL�RFC�R?@JC�

@CJMU
�PMU���?LB��
���LMLC�MD�UFGAF�UCPC�NPCQCLR�GL��������GR�GQ�JGICJW�RF?R�?L�?B�QCPTGAC�GQ�

PCQNMLQG@JC�DMP�RFGQ�QFGDR��

�:C64E:G6� �6D<E@A� $@3:=6�

join-ad-interest-group ���� ����

attribution-reporting ���� �����

run-ad-auction ���� ����

encrypted-media ���� ����

autoplay ���� ����

picture-in-picture ���� ����

clipboard-write ���� ����

gyroscope ��� ����

accelerometer ��� ����

web-share ��� ���

'GESPC������� �.MQR�NPCT?JCLR�allow �?RRPG@SRC�BGPCARGTCQ��

$MKN?PCB�RM�����
�RFC�RMN����KMQR�AMKKML�BGPCARGTCQ�?PC�LMU�JCB�@W�RFPCC�LCUJW�GLRPMBSACB�

BGPCARGTCQ��join-ad-interest-group 
� attribution-reporting �?LB�run-ad-

auction ��5FC�kPQR�?LB�RFGPB�BGPCARGTCQ�?PC�QNCAGkA�RM�(MMEJCfQ�1PGT?AW�4?LB@MV��'MP�?JJ�

M@QCPTCB�BGPCARGTCQ�GL�RFC�RMN���
�?JKMQR�LMLC�UCPC�SQCB�GL�AMK@GL?RGML�UGRF�?L�MPGEGL�MP�
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I CWUMPB�	G�C�
�'src' 
� 'self' 
�?LB�'none' 

�KC?LGLE�RFC�JM?BCB�N?EC�GQ�?JJMUCB�RM�PCOSCQR�

RFC�GLBGA?RCB�NCPKGQQGML�PCE?PBJCQQ�MD�GRQ�MPGEGL��

 7C2>6�D2?53@I�

&K@CBBGLE�RFGPB�N?PRW�UC@QGRCQ�UGRFGL�<iframe> �CJCKCLRQ�?JU?WQ�A?PPGCQ�PGQIQ
�RFMSEF�GR�

KGEFR�@C�LCACQQ?PW�RM�CLPGAF�?�UC@�?NNJGA?RGMLfQ�DSLARGML?JGRW��8 C@QGRC�?BKGLGQRP?RMPQ�QFMSJB�

@C�?U?PC�RF?R�?�PMESC�<iframe> �A?L�CVNJMGR�QCTCP?J�KCAF?LGQKQ�RM�F?PK�SQCPQ
�QSAF�?Q�

J?SLAFGLE�NMN�SNQ�MP�PCBGPCARGLE�RFC�RMN�JCTCJ�N?EC�RM�?�K?JGAGMSQ�BMK?GL��

5FCQC�PGQIQ�A?L�@C�ASP@CB�@W�CKNJMWGLE�RFC�sandbox �?RRPG@SRC�ML�<iframe> �CJCKCLRQ��

%MGLE�RFGQ
�RFC�AMLRCLR�JM?BCB�UGRFGL�GQ�PCQRPGARCB�RM�PSJCQ�BCkLCB�@W�RFC�?RRPG@SRC
�?LB�A?L�@C�

SQCB�RM�NPCTCLR�RFC�CK@CBBCB�AMLRCLR�DPMK�?@SQGLE�A?N?@GJGRGCQ��8FCL�NPMTGBCB�UGRF�?L�

CKNRW�QRPGLE�?Q�T?JSC
�RFC�NMJGAW�GQ�QRPGARCQR��)MUCTCP
�RFGQ�NMJGAW�A?L�@C�PCJ?VCB�@W�?BBGLE�

QNCAGkA�BGPCARGTCQ
�MD�UFGAF�C?AF�F?Q�RFCGP�MUL�QNCAGkA�PCJ?V?RGML�PSJCQ��'MP�CV?KNJC
�RFC�

DMJJMUGLE�<iframe> �UMSJB�?JJMU�RFC�CK@CBBCB�UC@N?EC�RM�PSL�QAPGNRQ��

<iframe  src =" https://example.com "  sandbox =" allow-scripts " ></ iframe > 

5FC�sandbox �?RRPG@SRC�U?Q�M@QCPTCB�GL�������?LB�������MD� <iframe> �CJCKCLRQ�DMP�BCQIRMN�

?LB�KM@GJC�PCQNCARGTCJW
�?�QJGEFR�BPMN�DPMK�RFC�������?LB�������PCNMPRCB�GL�������.SAF�JGIC�

RFC�QSBBCL�QNGIC�GL�allow �?RRPG@SRC�SQ?EC�KCLRGMLCB�GL�RFC�NPCTGMSQ�QCARGML
�RFGQ�BCAJGLC�

AMSJB�@C�?RRPG@SRCB�RM�?�AF?LEC�GL�RFC�KMBSQ�MNCP?LBG�MD�?L�CK@CBBCB�QCPTGAC
�UFCPC�RFC�

sandbox �?RRPG@SRC�U?Q�MKGRRCB�DPMK�RFC�RCKNJ?RC�<iframe> ��
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.MPC�RF?L�����MD�N?ECQ�RF?R�F?TC�RFC�sandbox �?RRPG@SRC�QCR�GL�?L�GDP?KC
�SQC�GR�RM�?JJMU�

QAPGNRQ�GL�RFC�CK@CBBCB�UC@N?EC
�SQGLE�RFC�allow-scripts �BGPCARGTC��

�EE24<�AC6G6?E:@?D�

8 C@�?NNJGA?RGMLQ�A?L�@C�CVNJMGRCB�GL�LSKCPMSQ�U?WQ
�?LB�UFGJC�RFCPC�?PC�K?LW�KCRFMBQ�RM�

NPMRCAR�RFCK
�GR�A?L�@C�BGDkASJR�RM�QCC�RFC�DSJJ�P?LEC�MD�MNRGMLQ��5FGQ�AF?JJCLEC�GQ�FCGEFRCLCB�

UFCL�NPMRCARGMLQ�?PC�LMR�CL?@JCB�@W�BCD?SJR�MP�PCOSGPC�MNR�GL��*L�MRFCP�UMPBQ
�UC@QGRC�

?BKGLGQRP?RMPQ�KSQR�@C�?U?PC�MD�NMRCLRG?J�?RR?AI�TCARMPQ�PCJCT?LR�RM�RFCGP�?NNJGA?RGML�?LB�FMU�

RM�NPCTCLR�RFCK��5FCPCDMPC
�CT?JS?RGLE�UFGAF�?RR?AI�NPCTCLRGML�KC?QSPCQ�?PC�GL�NJ?AC�GQ�APSAG?J�

DMP�?QQCQQGLE�RFC�MTCP?JJ�QCASPGRW�MD�RFC�8C@��

*64FC:EJ�96256C�25@AE:@?�

.MQR�QCASPGRW�NMJGAGCQ�?PC�AMLkESPCB�RFPMSEF�PCQNMLQC�FC?BCPQ
�UFGAF�GLQRPSAR�RFC�@PMUQCP�ML�

UFGAF�NMJGAGCQ�RM�CLDMPAC��"JRFMSEF�LMR�CTCPW�QCASPGRW�NMJGAW�GQ�PCJCT?LR�DMP�CTCPW�UC@QGRC
�RFC�

?@QCLAC�MD�ACPR?GL�QCASPGRW�FC?BCPQ�QSEECQRQ�RF?R�UC@QGRC�?BKGLGQRP?RMPQ�K?W�LMR�F?TC�

AMLQGBCPCB�MP�NPGMPGRGXCB�QCASPGRW�KC?QSPCQ��

"@>LI<������� �,I <M8C<E:<�F=�J8E;9FO�;@I<:K@M<J�FE�@=I8D<J��
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https://almanac.httparchive.org/static/images/2024/security/iframe-sandbox-directives.png
https://almanac.httparchive.org/static/images/2024/security/iframe-sandbox-directives.png


0TCP�RFC�N?QR�RUM�WC?PQ
�RFPCC�QCASPGRW�FC?BCPQ�F?TC�QCCL�?�BCAPC?QC�GL�SQ?EC��5FC�KMQR�

LMR?@JC�BCAJGLC�GQ�GL�RFC�Expect-CT �FC?BCP
�UFGAF�U?Q�SQCB�RM�MNR�GLRM�$CPRGkA?RC�

5P?LQN?PCLAW��� ��5FGQ�FC?BCP�GQ�LMU�BCNPCA?RCB�@CA?SQC�$CPRGkA?RC�5P?LQN?PCLAW�GQ�CL?@JCB�@W�

BCD?SJR��4GKGJ?PJW
�RFC�Feature-Policy �FC?BCP�F?Q�BCAPC?QCB�GL�SQ?EC�BSC�RM�GRQ�PCNJ?ACKCLR�

@W�RFC�Permissions-Policy �FC?BCP��-?QRJW
�RFC�Content-Security-Policy-Report-

Only �FC?BCP�F?Q�?JQM�BCAJGLCB��5FGQ�FC?BCP�U?Q�SQCB�NPGK?PGJW�DMP�RCQRGLE�?LB�KMLGRMPGLE�RFC�

GKN?AR�MD�?�$MLRCLR�4CASPGRW�1MJGAW�@W�QCLBGLE�TGMJ?RGML�PCNMPRQ�RM�?�QNCAGkCB�CLBNMGLR��*RfQ�

GKNMPR?LR�RM�LMRC�RF?R�RFC�Report-Only �FC?BCP�BMCQ�LMR�CLDMPAC�RFC�$MLRCLR�4CASPGRW�1MJGAW�

GRQCJD
�QM�GRQ�BCAJGLC�GL�SQ?EC�BMCQ�LMR�GLBGA?RC�?�PCBSARGML�GL�QCASPGRW��4GLAC�LMLC�MD�RFCQC�

FC?BCPQ�GKN?AR�QCASPGRW
�UC�A?L�Q?DCJW�?QQSKC�RF?R�RFC�MTCP?JJ�?BMNRGML�MD�QCASPGRW�FC?BCPQ�

AMLRGLSCQ�RM�EPMU
�PClCARGLE�?�NMQGRGTC�RPCLB�GL�UC@�QCASPGRW��

5FC�QRPMLECQR�?@QMJSRC�PGQCPQ�QGLAC������?PC�Strict-Transport-Security �	�����

� X-

Content-Type-Options �	�����
�?LB� Content-Security-Policy �	�����
��

"@>LI<������� ��;FGK@FE�F=�J<:LI@KP�?<8;<IJ�=FI�J@K<�I<HL<JKJ�@E�;<JBKFG�G8><J��

����   ?KKGJ�

;<M<CFG<I�DFQ@CC8�FI>
;F:J
3<9
/<:LI@KP
�<IK@]:8K<70I8EJG8I<E:P�
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https://almanac.httparchive.org/static/images/2024/security/security-headers-desktop.png
https://almanac.httparchive.org/static/images/2024/security/security-headers-desktop.png
https://developer.mozilla.org/docs/Web/HTTP/Headers/Expect-CT
https://developer.mozilla.org/docs/Web/HTTP/Headers/Expect-CT
https://developer.mozilla.org/docs/Web/Security/Certificate_Transparency
https://developer.mozilla.org/docs/Web/Security/Certificate_Transparency


'C6G6?E:?8�4=:4<;24<:?8�H:E9��*'�2?5� X-Frame-Options 

"Q�BGQASQQCB�NPCTGMSQJW
�MLC�MD�RFC�NPGK?PW�SQCQ�MD�RFC�$MLRCLR�4CASPGRW�1MJGAW�GQ�RM�NPCTCLR�

AJGAIH?AIGLE�?RR?AIQ��5FGQ�GQ�?AFGCTCB�RFPMSEF�RFC�frame-ancestors �BGPCARGTC
�UFGAF�?JJMUQ�

UC@QGRCQ�RM�QNCAGDW�UFGAF�MPGEGLQ�?PC�NCPKGRRCB�RM�CK@CB�RFCGP�N?ECQ�UGRFGL�?�DP?KC��5FCPC
�UC�

Q?U�RF?R�RFGQ�BGPCARGTC�GQ�AMKKMLJW�SQCB�RM�CGRFCP�AMKNJCRCJW�NPMFG@GR�CK@CBBGLE�MP�PCQRPGAR�GR�

RM�RFC�Q?KC�MPGEGL�	'GESPC���
��

"LMRFCP�KC?QSPC�?E?GLQR�AJGAIH?AIGLE�GQ�RFC�X-Frame-Options �	9'0 
�FC?BCP
�RFMSEF�GR�

NPMTGBCQ�JCQQ�EP?LSJ?P�AMLRPMJ�AMKN?PCB�RM�$41��5FC�9'0�FC?BCP�A?L�@C�QCR�RM�SAMEORIGIN
�

?JJMUGLE�RFC�N?EC�RM�@C�CK@CBBCB�MLJW�@W�MRFCP�N?ECQ�DPMK�RFC�Q?KC�MPGEGL
�MP�DENY
�UFGAF�

AMKNJCRCJW�@JMAIQ�?LW�CK@CBBGLE�MD�RFC�N?EC��"Q�QFMUL�GL�RFC�R?@JC�@CJMU
�KMQR�FC?BCPQ�?PC�

AMLkESPCB�RM�PCJ?V�RFC�NMJGAW�@W�?JJMUGLE�Q?KC�MPGEGL�UC@QGRCQ�RM�CK@CB�RFC�N?EC��

�6256C� �6D<E@A� $@3:=6�

SAMEORIGIN ���� ����

DENY ���� ����

'GESPC������� � X-Frame-Options �FC?BCP�T?JSCQ��

"JRFMSEF�BCNPCA?RCB
������MD�M@QCPTCB�X-Frame-Options �FC?BCPQ�ML�BCQIRMN�?LB������ML�

KM@GJC�QRGJJ�SQC�RFC�ALLOW-FROM�BGPCARGTC
�UFGAF�DSLARGMLQ�QGKGJ?PJW�RM�RFC�frame-

ancestors �BGPCARGTC�@W�QNCAGDWGLE�RPSQRCB�MPGEGLQ�RF?R�A?L�CK@CB�RFC�N?EC��)MUCTCP
�QGLAC�

KMBCPL�@PMUQCPQ�GELMPC�X-Frame-Options �FC?BCPQ�AMLR?GLGLE�RFC�ALLOW-FROM�BGPCARGTC
�

RFGQ�AMSJB�APC?RC�E?NQ�GL�RFC�UC@QGRCfQ�AJGAIH?AIGLE�BCDCLQCQ��)MUCTCP
�RFGQ�NP?ARGAC�K?W�@C�

GLRCLBCB�DMP�@?AIU?PB�AMKN?RG@GJGRW
�UFCPC�RFC�BCNPCA?RCB�FC?BCP�GQ�SQCB�?JMLEQGBC�?�

QSNNMPRCB�$MLRCLR�4CASPGRW�1MJGAW�RF?R�GLAJSBCQ�RFC�frame-ancestors �BGPCARGTC��

'C6G6?E:?8�2EE24<D�FD:?8��C@DD�&C:8:?�A@=:4:6D�

0LC�MD�RFC�AMPC�NPGLAGNJCQ�MD�RFC�8C@�GQ�RFC�PCSQC�?LB�CK@CBBGLE�MD�APMQQ�MPGEGL�PCQMSPACQ��

)MUCTCP
�MSP�QCASPGRW�NCPQNCARGTC�ML�RFGQ�NP?ARGAC�F?Q�QGELGkA?LRJW�QFGDRCB�UGRF�RFC�CKCPECLAC�

MD�KGAPM�?PAFGRCARSP?J�?RR?AIQ�JGIC�4NCARPC�?LB�.CJRBMUL
�?LB�$PMQQ�4GRC�-C?IQ�	94�- C?IQ��� 
�

RF?R�JCTCP?EC�QGBC�AF?LLCJQ�RM�SLAMTCP�NMRCLRG?JJW�QCLQGRGTC�SQCP�GLDMPK?RGML��5FCQC�RFPC?RQ�

F?TC�APC?RCB�?�EPMUGLE�LCCB�DMP�KCAF?LGQKQ�RM�AMLRPMJ�UFCRFCP�?LB�FMU�PCQMSPACQ�A?L�@C�

PCLBCPCB�@W�MRFCP�UC@QGRCQ
�UFGJQR�CLQSPGLE�@CRRCP�NPMRCARGML�?E?GLQR�RFCQC�LCU�CVNJMGRQ��

5FGQ�BCK?LB�JCB�RM�RFC�GLRPMBSARGML�MD�QCTCP?J�LCU�QCASPGRW�FC?BCPQ�AMJJCARGTCJW�ILMUL�?Q�

����   ?KKGJ�
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�
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https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Frame-Options
https://xsleaks.dev/


�I FJJ�+I@>@E�NMJGAGCQ��Cross-Origin-Resource-Policy �	$031

� Cross-Origin-

Embedder-Policy �	$0&1
�?LB� Cross-Origin-Opener-Policy �	$001
��5FCQC�FC?BCPQ�

NPMTGBC�PM@SQR�AMSLRCPKC?QSPCQ�?E?GLQR�QGBC�AF?LLCJ�?RR?AIQ�@W�AMLRPMJJGLE�FMU�PCQMSPACQ�?PC�

QF?PCB�?LB�CK@CBBCB�?APMQQ�MPGEGLQ��"BMNRGML�MD�RFCQC�NMJGAGCQ�F?Q�@CCL�QRC?BGJW�GLAPC?QGLE
�

UGRF�RFC�SQC�MD�$PMQQ�0PGEGL�0NCLCP�1MJGAW�LC?PJW�BMS@JGLE�C?AF�WC?P�DMP�RFC�N?QR�RUM�WC?PQ��

�C@DD�&C:8:?��>36556C�'@=:4J�

5FC�$PMQQ�0PGEGL�&K@CBBCP�1MJGAW��� �PCQRPGARQ�RFC�A?N?@GJGRGCQ�MD�UC@QGRCQ�RF?R�CK@CB�APMQQ�

MPGEGL�PCQMSPACQ��$SPPCLRJW
�UC@QGRCQ�LM�JMLECP�F?TC�?AACQQ�RM�NMUCPDSJ�DC?RSPCQ�JGIC�

SharedArrayBuffer �?LB�SLRFPMRRJCB�RGKCPQ�RFPMSEF�RFC�Performance.now() �"1*
�?Q�

RFCQC�A?L�@C�CVNJMGRCB�RM�GLDCP�QCLQGRGTC�GLDMPK?RGML�DPMK�APMQQ�MPGEGL�PCQMSPACQ��*D�?�UC@QGRC�

PCOSGPCQ�?AACQQ�RM�RFCQC�DC?RSPCQ
�GR�KSQR�QGEL?J�RM�RFC�@PMUQCP�RF?R�GR�GLRCLBQ�RM�GLRCP?AR�MLJW�

UGRF�APMQQ�QGRC�PCQMSPACQ�TG?�APCBCLRG?JJCQQ�PCOSCQRQ�	credentialless 
�MP�UGRF�PCQMSPACQ�

RF?R�CVNJGAGRJW�NCPKGR�?AACQQ�DPMK�MRFCP�MPGEGLQ�SQGLE�RFC�Cross-Origin-Resource-Policy 

FC?BCP�	require-corp 
��

"@>LI<������� �1J8><�F=��IFJJ�+I@>@E�?<8;<IJ�@E�����
������8E;�������

����   ?KKGJ�
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5FC�KMQR�AMKKMLJW�CVNMQCB�FC?BCP�GQ�RFC�Server �FC?BCP
�UFGAF�PCTC?JQ�RFC�QMDRU?PC�

PSLLGLE�ML�RFC�QCPTCP��5FGQ�GQ�DMJJMUCB�@W�RFC�X-Powered-By �FC?BCP
�UFGAF�BGQAJMQCQ�RFC�

RCAFLMJMEGCQ�SQCB�@W�RFC�QCPTCP��

�6256C�G2=F6� �6D<E@A� $@3:=6�

PHP/7.4.33 ����� �����

PHP/7.3.33 ����� �����

PHP/5.3.3 ����� �����

PHP/5.6.40 ����� �����

PHP/7.4.29 ����� �����

PHP/7.2.34 ����� �����

PHP/8.0.30 ����� �����

PHP/8.1.28 ����� �����

PHP/8.1.27 ����� �����

PHP/7.1.33 ����� �����
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https://almanac.httparchive.org/static/images/2024/security/server-headers.png
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'GESPC������� �.MQR�NPCT?JCLR�X-Powered-By �FC?BCP�T?JSCQ�UGRF�QNCAGkA�DP?KCUMPI�TCPQGML��

&V?KGLGLE�RFC�KMQR�AMKKML�T?JSCQ�DMP�RFC�Server �?LB�X-Powered-By �FC?BCPQ
�UC�DMSLB�

RF?R�CQNCAG?JJW�RFC�X-Powered-By �FC?BCP�QNCAGkCQ�TCPQGMLQ
�UGRF�RFC�RMN����T?JSCQ�PCTC?JGLE�

QNCAGkA�1)1�TCPQGMLQ��'MP�@MRF�BCQIRMN�?LB�KM@GJC
�?R�JC?QR�����MD�X-Powered-By �FC?BCPQ�

AMLR?GL�RFGQ�GLDMPK?RGML��5FGQ�FC?BCP�GQ�JGICJW�CL?@JCB�@W�BCD?SJR�ML�RFC�M@QCPTCB�UC@�QCPTCPQ��

8FGJC�GR�A?L�@C�SQCDSJ�DMP�?L?JWRGAQ
�RFC�FC?BCPfQ�@CLCkRQ�?PC�JGKGRCB
�?LB�RFSQ�GR�U?PP?LRQ�RM�@C�

BGQ?@JCB�@W�BCD?SJR��)MUCTCP
�BGQ?@JGLE�RFGQ�FC?BCP�?JMLC�BMCQ�LMR�?BBPCQQ�RFC�QCASPGRW�PGQIQ�MD�

MSRB?RCB�QCPTCPQ��PCESJ?PJW�SNB?RGLE�RFC�QCPTCP�PCK?GLQ�APSAG?J��

$:DD:?8�DFAAC6DD:@?�@7�Server-Timing �96256C�

5FC�4CPTCP�5GKGLE�FC?BCP�GQ�BCkLCB�GL�?�8�$�&BGRMPfQ�%P?DR��� �?Q�?�FC?BCP�RF?R�A?L�@C�SQCB�RM�

AMKKSLGA?RC�?@MSR�QCPTCP�NCPDMPK?LAC�KCRPGAQ��"�BCTCJMNCP�A?L�QCLB�KCRPGAQ�AMLR?GLGLE�XCPM�

MP�KMPC�NPMNCPRGCQ��0LC�MD�RFC�QNCAGkCB�NPMNCPRGCQ�GQ�RFC�dur �NPMNCPRW
�RF?R�A?L�@C�SQCB�RM�

AMKKSLGA?RC�KGJJGQCAMLB�?AASP?RC�RGKGLEQ�RF?R�AMLR?GL�RFC�BSP?RGML�MD�?�QNCAGkA�?ARGML�ML�RFC�

QCPTCP��

8 C�kLB�RF?R�QCPTCP�RGKGLE�GQ�SQCB�@W������MD�GLRCPLCR�FMQRQ��0TCP�����MD�RFMQC�FMQRQ�GLAJSBC�?R�

JC?QR�MLC�dur �NPMNCPRW�GL�RFCGP�PCQNMLQC�?LB�MTCP�����C TCL�QCLB�KMPC�RF?L�RUM��5FGQ�KC?LQ�

RF?R�RFCQC�QGRCQ�?PC�CVNMQGLE�QCPTCP�QGBC�NPMACQQ�BSP?RGMLQ�BGPCARJW�RM�?�AJGCLR
�UFGAF�A?L�@C�

SQCB�DMP�CVNJMGRGLE��#CA?SQC�RFC�QCPTCP�RGKGLE�K?W�AMLR?GL�QCLQGRGTC�GLDMPK?RGML
�RFC�SQC�GQ�

LMU�PCQRPGARCB�RM�RFC�Q?KC�MPGEGL
�CVACNR�UFCL�5GKGLE�"JJMU�0PGEGL�GQ�SQCB�@W�RFC�BCTCJMNCP�?Q�

BGQASQQCB�GL�RFC�NPCTGMSQ�QCARGML��)MUCTCP
�RGKGLE�?RR?AIQ�A?L�QRGJJ�@C�CVNJMGRCB�BGPCARJW�?E?GLQR�

QCPTCPQ�UGRFMSR�RFC�LCCB�RM�?AACQQ�APMQQ�MPGEGL�B?R?��
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https://w3c.github.io/server-timing/


.well-known �,) D�

�UCJJ�ILMUL�63*Q��� �?PC�SQCB�?Q�?�U?W�RM�BCQGEL?RC�QNCAGkA�JMA?RGMLQ�RM�B?R?�MP�QCPTGACQ�PCJ?RCB�

RM�RFC�MTCP?JJ�UC@QGRC��"�UCJJ�ILMUL�63*�GQ�?�63*�UFMQC�N?RF�AMKNMLCLR�@CEGLQ�UGRF�RFC�

AF?P?ARCPQ�/.well-known/ ��

security.txt 

security.txt �GQ�?�kJC�DMPK?R�RF?R�A?L�@C�SQCB�@W�UC@QGRCQ�RM�AMKKSLGA?RC�GLDMPK?RGML�

PCE?PBGLE�TSJLCP?@GJGRW�PCNMPRGLE�GL�?�QR?LB?PB�U?W��8 C@QGRC�BCTCJMNCPQ�A?L�NPMTGBC�AMLR?AR�

BCR?GJQ
�1(1�ICW
�NMJGAW
�?LB�MRFCP�GLDMPK?RGML�GL�RFGQ�kJC��8FGRC�F?R�F?AICPQ�?LB�NCLCRP?RGML�

RCQRCPQ�A?L�RFCL�SQC�RFGQ�GLDMPK?RGML�RM�PCNMPR�NMRCLRG?J�TSJLCP?@GJGRGCQ�RFCW�kLB�BSPGLE�RFCGP�

QCASPGRW�?L?JWQCQ��0SP�?L?JWQGQ�QFMUQ�RF?R����MD�UC@QGRCQ�ASPPCLRJW�SQC�?�QCASPGRW�RVR�kJC
�

QFMUGLE�RF?R�RFCW�?PC�?ARGTCJW�UMPIGLE�ML�GKNPMTGLE�RFCGP�QGRCfQ�QCASPGRW��
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https://almanac.httparchive.org/static/images/2024/security/server-timing-headers.png
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https://datatracker.ietf.org/doc/html/rfc8615
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https://datatracker.ietf.org/doc/html/rfc9116


.MQR�MD�RFC�QCASPGRW�RVR�kJCQ�GLAJSBC�AMLR?AR�GLDMPK?RGML�	�����
�?LB�?�NPCDCPPCB�J?LES?EC�

	�����
��5FGQ�WC?P
�������MD�QCASPGRW�RVR�kJCQ�BCkLC�?L�CVNGPW
�UFGAF�GQ�?�EG?LR�HSKN�AMKN?PCB�RM�

RFC������������5FGQ�A?L�J?PECJW�@C�CVNJ?GLCB�@W�?L�SNB?RC�RM�RFC�KCRFMBMJMEW
�?Q�RFC�?L?JWQGQ�

MLJW�GLAJSBCQ�RCVR�kJCQ�RFGQ�WC?P�GLQRC?B�MD�QGKNJW�?JJ�PCQNMLQCQ�UGRF�AMBC����
�RFCPC@W�

QGELGkA?LRJW�JMUCPGLE�RFC�D?JQC�NMQGRGTC�P?RC��*R�BMCQ�KC?L�RF?R�JCQQ�RF?L�F?JD�MD�RFC�QGRCQ�RF?R�SQC�

QCASPGRW�RVR�?PC�DMJJMUGLE�RFC�QR?LB?PB�RF?R�	?KMLE�MRFCP�PCOSGPCKCLRQ
�BCkLCQ�RFC�CVNGPCQ�

NPMNCPRW�?Q�PCOSGPCB��*LRCPCQRGLEJW
�MLJW�����MD�RFC�QCASPGRW�RVR�kJCQ�BCkLC�?�NMJGAW
�UFGAF�GQ�RFC�

QN?AC�BCTCJMNCPQ�A?L�GLBGA?RC�UF?R�QRCNQ�?�UFGRC�F?R�F?AICP�RF?R�DMSLB�?�TSJLCP?@GJGRW�QFMSJB�

R?IC�RM�PCNMPR�RFC�TSJLCP?@GJGRW��

change-password 

5FC�change-password �UCJJ�ILMUL�63*�GQ�?�8�$�QNCAGkA?RGML�GL�RFC�CBGRMPfQ�BP?DR�QR?RC
�

UFGAF�GQ�RFC�Q?KC�QR?RC�GR�U?Q�GL�GL�������5FGQ�QNCAGkA�UCJJ�ILMUL�63*�U?Q�QSEECQRCB�?Q�?�U?W�

DMP�SQCPQ�?LB�QMDRU?PCQ�RM�C?QGJW�GBCLRGDW�RFC�JGLI�RM�@C�SQCB�DMP�AF?LEGLE�N?QQUMPBQ
�UFGAF�

KC?LQ�CVRCPL?J�PCQMSPACQ�A?L�C?QGJW�JGLI�RM�RF?R�N?EC��
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https://almanac.httparchive.org/static/images/2024/security/security-text-usage.png
https://almanac.httparchive.org/static/images/2024/security/security-text-usage.png
https://w3c.github.io/webappsec-change-password-url/
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5FC�?BMNRGML�PCK?GLQ�TCPW�JMU��"R�������DMP�@MRF�KM@GJC�?LB�BCQIRMN�QGRCQ�GR�QJGEFRJW�BCAPC?QCB�

DMP�BCQIRMN�QGRCQ�DPMK�������GL�������%SC�RM�RFC�QJMU�QR?LB?PBGX?RGML�NPMACQQ�GR�GQ�LMR�

SLCVNCARCB�RF?R�RFC�?BMNRGML�BMCQ�LMR�AF?LEC�KSAF��8C�?JQM�PCNC?R�RF?R�UC@QGRCQ�UGRFMSR�

?SRFCLRGA?RGML�KCAF?LGQKQ�F?TC�LM�SQC�DMP�RFGQ�SPJ
�UFGAF�KC?LQ�GR�UMSJB�@C�SQCJCQQ�DMP�RFCK�

RM�GKNJCKCLR�GR��

�6E64E:?8�DE2EFD�4@56�C6=:23:=:EJ�

*L�?�QNCAGkA?RGML�RF?R�GQ�?JQM�QRGJJ�?L�CBGRMPfQ�BP?DR��� 
�JGIC�GL�����
�?�N?PRGASJ?P�UCJJ�ILMUL�63*�GQ�

BCkLCB�RM�BCRCPKGLC�RFC�PCJG?@GJGRW�MD�?�UC@QGRCfQ�)551�PCQNMLQC�QR?RSQ�AMBC��5FC�GBC?�@CFGLB�

RFGQ�UCJJ�ILMUL�63*�GQ�RF?R�GR�QFMSJB�LCTCP�CVGQR�GL�?LW�UC@QGRC
�UFGAF�GL�RSPL�KC?LQ�L?TGE?RGLE�

RM�RFGQ�UCJJ�ILMUL�63*�QFMSJB�LCTCP�PCQSJR�GL�?�PCQNMLQC�UGRF�?L�ok-status ��*D�GR�PCBGPCARQ�

?LB�PCRSPLQ�?L�gMI�QR?RSQh
�RF?R�KC?LQ�RFC�UC@QGRCfQ�QR?RSQ�AMBCQ�?PC�LMR�PCJG?@JC��5FGQ�AMSJB�@C�

RFC�A?QC�UFCL�?�PCBGPCAR�RM�?�QNCAGkA�f����LMR�DMSLBf�CPPMP�N?EC�MAASPQ
�@SR�RF?R�N?EC�GQ�QCPTCB�

UGRF�?L�MI�QR?RSQ��
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https://almanac.httparchive.org/static/images/2024/security/change-password-usage.png
https://almanac.httparchive.org/static/images/2024/security/change-password-usage.png
https://w3c.github.io/webappsec-change-password-url/response-code-reliability.html
https://fetch.spec.whatwg.org/#ok-status
https://fetch.spec.whatwg.org/#ok-status


8 C�kLB�?�QGKGJ?P�BGQRPG@SRGML�?Q�GL�����
�UFCPC�������MD�N?ECQ�PCQNMLB�UGRF�?�LMR�MI�QR?RSQ
�

UFGAF�GQ�RFC�CVNCARCB�MSRAMKC��"E?GL
�MLC�PC?QML�RF?R�RFCQC�kESPCQ�K?W�LMR�AF?LEC�KSAF�GQ�

RFC�D?AR�RF?R�RFC�QR?LB?PB�GQ�QRSAI�GL�RFC�CBGRMPfQ�BP?DR�QR?RSQ�?LB�RFC�QR?LB?PBGX?RGML�GQ�QJMU��

*6?D:E:G6�6?5A@:?ED�:?�robots.txt 

'GL?JJW
�UC�AFCAI�UFCRFCP�MP�LMR�PM@MRQ�RVR�GLAJSBCQ�NMQQG@JW�QCLQGRGTC�CLBNMGLRQ��#W�SQGLE�RFGQ�

GLDMPK?RGML
�F?AICPQ�K?W�@C�?@JC�RM�QCJCAR�UC@QGRCQ�MP�CLBNMGLRQ�RM�R?PECR�@?QCB�ML�RFC�

CVAJSQGML�GL�PM@MRQ�RVR��

"@>LI<������� �0?<�;@JKI@9LK@FE�F=�JK8KLJ<J�I<KLIE<;�=FI�K?<�.well-known �<E;GF@EK�KF�8JJ<JJ�

JK8KLJ�:F;<�I<C@89@C@KP��
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https://almanac.httparchive.org/static/images/2024/security/well-known-responses.png
https://almanac.httparchive.org/static/images/2024/security/well-known-responses.png


8 C�QCC�RF?R�?PMSLB������MD�UC@QGRCQ�GLAJSBC�?R�JC?QR�MLC�admin �CLRPW�GL�RFCGP�robots.txt 

kJC��

5FGQ�K?W�@C�SQCB�RM�kLB�?L�?BKGL�MLJW�QCARGML�MD�RFC�UC@QGRC
�UFGAF�UMSJB�MRFCPUGQC�@C�

FGBBCL�?LB�kLBGLE�GR�UMSJB�PCJW�ML�?RRCKNRGLE�RM�TGQGR�QNCAGkA�QS@N?ECQ�SLBCP�RF?R�SPJ��login 
�

signin 
� auth 
� sso �?LB�account �NMGLR�RM�RFC�CVGQRCLAC�MD�?�KCAF?LGQK�UFCPC�SQCPQ�A?L�

JME�GL�SQGLE�?L�?AAMSLR�RFCW�APC?RCB�MP�PCACGTCB��&?AF�MD�RFCQC�CLBNMGLRQ�?PC�GLAJSBCB�GL�RFC�

PM@MRQ�RVR�MD�?�LSK@CP�MD�QGRCQ�	QMKC�MD�UFGAF�K?W�@C�MTCPJ?NNGLE

�UGRF�account �@CGLE�RFC�

KMPC�NMNSJ?P�MLC�?R������MD�UC@QGRCQ��

 ?5:C64E�C6D6==6CD�:?�ads.txt 

5FC�ads.txt �kJC�GQ�?�QR?LB?PBGXCB�DMPK?R�RF?R�?JJMUQ�UC@QGRCQ�RM�QNCAGDW�UFGAF�AMKN?LGCQ�

?PC�?SRFMPGXCB�RM�QCJJ�MP�PCQCJJ�RFCGP�BGEGR?J�?B�QN?AC�UGRFGL�RFC�AMKNJCV�J?LBQA?NC�MD�

NPMEP?KK?RGA�?BTCPRGQGLE��$MKN?LGCQ�A?L�@C�JGQRCB�?Q�CGRFCP�BGPCAR�QCJJCPQ�MP�GLBGPCAR�PCQCJJCPQ��

*LBGPCAR�PCQCJJCPQ
�FMUCTCP
�A?L�JC?TC�NS@JGQFCPQ���QGRCQ�FMQRGLE�RFC�?BQ�RVR�kJC���KMPC�TSJLCP?@JC�

RM�?B�DP?SB�@CA?SQC�RFCW�MDDCP�JCQQ�AMLRPMJ�MTCP�UFM�NSPAF?QCQ�?B�QN?AC��5FGQ�TSJLCP?@GJGRW�U?Q�

CVNJMGRCB�GL������@W�RFC�QM�A?JJCB����@MR�QA?K��� 
�PCQSJRGLE�GL�KGJJGMLQ�MD�BMJJ?PQ�GL�JMQR�PCTCLSC��
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https://almanac.httparchive.org/static/images/2024/security/robots-text-endpoints.png
https://almanac.httparchive.org/static/images/2024/security/robots-text-endpoints.png
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#W�PCDP?GLGLE�DPMK�JGQRGLE�GLBGPCAR�QCJJCPQ
�UC@QGRC�MULCPQ�FCJN�NPCTCLR�SL?SRFMPGXCB�PCQCJJGLE�

?LB�PCBSAC�?B�DP?SB
�RFCPC@W�CLF?LAGLE�RFC�QCASPGRW�?LB�GLRCEPGRW�MD�RFCGP�?B�RP?LQ?ARGMLQ��

"KMLE�NS@JGQFCPQ�RF?R�FMQR�?L�?BQ�RVR�kJC
�����DMP�BCQIRMN�?LB�������DMP�KM@GJC�?TMGB�

PCQCJJCPQ�CLRGPCJW
�ASP@GLE�NMRCLRG?J�DP?SB��

�@?4=FD:@?�

0TCP?JJ
�RFGQ�WC?PfQ�?L?JWQGQ�FGEFJGEFRQ�NPMKGQGLE�RPCLBQ�GL�UC@�QCASPGRW��)5514�?BMNRGML�GQ�

LC?PGLE�����
�UGRF�-CRfQ�&LAPWNR�JC?BGLE�RFC�AF?PEC�@W�GQQSGLE�MTCP�F?JD�MD�?JJ�ACPRGkA?RCQ
�

K?IGLE�QCASPC�AMLLCARGMLQ�KMPC�?AACQQG@JC��"JRFMSEF�RFC�MTCP?JJ�?BMNRGML�MD�QCASPGRW�NMJGAGCQ�

PCK?GLQ�JGKGRCB
�GRfQ�CLAMSP?EGLE�RM�QCC�QRC?BW�NPMEPCQQ�UGRF�ICW�QCASPGRW�FC?BCPQ��4CASPC�@W�

BCD?SJR�KC?QSPCQ
�JGIC�RFC�SameSite=Lax �?RRPG@SRC�DMP�AMMIGCQ
�?PC�BPGTGLE�UC@QGRC�

?BKGLGQRP?RMPQ�RM�?R�JC?QR�AMLQGBCP�GKNMPR?LR�QCASPGRW�NP?ARGACQ��

)MUCTCP
�?RRCLRGML�KSQR�?JQM�@C�EGTCL�RM�NMMP�AMLkESP?RGMLQ�MP�CTCL�KGQAMLkESP?RGMLQ�RF?R�

A?L�UC?ICL�RFCQC�NPMRCARGMLQ��*QQSCQ�JGIC�GLT?JGB�BGPCARGTCQ�MP�NMMPJW�BCkLCB�NMJGAGCQ�A?L�

NPCTCLR�@PMUQCPQ�DPMK�CLDMPAGLE�QCASPGRW�CDDCARGTCJW��' MP�GLQR?LAC
�������MD�?JJ�Timing-

Allow-Origin �FC?BCPQ�?JJMU�?LW�MPGEGL�RM�?AACQQ�BCR?GJCB�RGKGLE�GLDMPK?RGML
�UFGAF�AMSJB�@C�

?@SQCB�GL�RGKGLE�?RR?AIQ��4GKGJ?PJW
�MLJW����MD�UC@QGRCQ�CL?@JC�QCASPGRW�GQQSC�PCNMPRGLE�TG?�

security.txt 
�?LB�K?LW�QRGJJ�CVNMQC�RFCGP�1)1�TCPQGML
�?L�SLLCACQQ?PW�PGQI�RF?R�A?L�PCTC?J�

NMRCLRG?J�TSJLCP?@GJGRGCQ��0L�RFC�@PGEFR�QGBC
�KMQR�MD�RFCQC�GQQSCQ�PCNPCQCLR�JMU�F?LEGLE�

DPSGRd?BBPCQQGLE�RFCK�RWNGA?JJW�PCOSGPCQ�KGLGK?J�AF?LECQ�RM�UC@QGRC�GKNJCKCLR?RGMLQ��

"Q�RFC�LSK@CP�MD�QCASPGRW�NMJGAGCQ�EPMUQ
�GRfQ�CQQCLRG?J�DMP�NMJGAWK?ICPQ�RM�DMASQ�ML�PCBSAGLE�

AMKNJCVGRW��3CBSAGLE�GKNJCKCLR?RGML�DPGARGML�UGJJ�K?IC�?BMNRGML�C?QGCP�?LB�KGLGKGXC�AMKKML�

KGQR?ICQ��'MP�CV?KNJC
�RFC�GLRPMBSARGML�MD�APMQQ�MPGEGL�FC?BCPQ�BCQGELCB�RM�NPCTCLR�APMQQ�QGRC�

JC?IQ�?LB�KGAPM?PAFGRCARSP?J�?RR?AIQ�F?Q�?JPC?BW�A?SQCB�AMLDSQGML
�UGRF�BGPCARGTCQ�DPMK�MLC�

NMJGAW�KGQR?ICLJW�?NNJGCB�RM�?LMRFCP��

"JRFMSEF�LCU�?RR?AIQ�UGJJ�SLBMS@RCBJW�CKCPEC�GL�RFC�DSRSPC
�BCK?LBGLE�LCU�NPMRCARGMLQ
�RFC�

MNCLLCQQ�MD�RFC�QCASPGRW�AMKKSLGRW�NJ?WQ�?�APSAG?J�PMJC�GL�BCTCJMNGLE�QMSLB�QMJSRGMLQ��"Q�UCfTC�

QCCL
�RFC�?BMNRGML�MD�LCU�KC?QSPCQ�K?W�R?IC�RGKC
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https://web.dev/lighthouse-best-practices/
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https://developers.google.com/web/tools/chrome-user-experience-report
https://web.dev/articles/lab-and-field-data-differences
https://developer.chrome.com/docs/lighthouse/performance/performance-scoring
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https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-performance-score.png
https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-performance-score.png
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https://github.com/dequelabs/axe-core/blob/develop/doc/rule-descriptions.md
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https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-accessibility-score.png
https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-accessibility-score.png
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https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-seo-score.png
https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-seo-score.png
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https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-best-practices-score.png
https://almanac.httparchive.org/static/images/2024/ecommerce/median-lighthouse-best-practices-score.png
https://github.com/HTTPArchive/wappalyzer
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https://almanac.httparchive.org/static/images/2024/ecommerce/mobile-payment-provider-distribution.png
https://almanac.httparchive.org/static/images/2024/ecommerce/mobile-payment-provider-distribution.png
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https://github.com/jcmpagel
https://www.linkedin.com/in/jonathan-pagel/
https://jonathanpagel.com/
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https://w3c.github.io/sustyweb/
https://en.arcep.fr/news/press-releases/view/n/environment-rgesn-170524.html
https://en.arcep.fr/news/press-releases/view/n/environment-rgesn-170524.html
https://www.iso.org/standard/86105.html
https://w3c.github.io/sustyweb/intro.html#books
https://www.oreilly.com/library/view/building-green-software/9781098150617/
https://sustainablewebdesign.org/estimating-digital-emissions/
https://sustainablewebdesign.org/estimating-digital-emissions/
https://en.arcep.fr/news/press-releases/view/n/the-environement-210324.html
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https://librairie.ademe.fr/ged/7595/R__f__rentiel_rcp_services_num__riques.pdf
https://librairie.ademe.fr/ged/7595/R__f__rentiel_rcp_services_num__riques.pdf
https://greenspector.com/en/reduce-the-weight-of-a-web-page-which-elements-have-the-greatest-impact/
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https://w3c.github.io/sustyweb/policies.html
https://w3c.github.io/sustyweb/star.html
https://www.globalreporting.org/how-to-use-the-gri-standards/gri-standards-english-language/
https://gr491.isit-europe.org/en/
https://github.com/cnumr/best-practices/blob/main/README.en.md
https://apolitical.co/solution-articles/en/keeping-tech-sustainable
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https://sustainablewebdesign.org/estimating-digital-emissions/
https://sustainablewebdesign.org/estimating-digital-emissions/
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https://almanac.httparchive.org/static/images/2024/sustainability/number-of-kb-by-percentile.png
https://almanac.httparchive.org/static/images/2024/sustainability/number-of-kb-by-percentile.png
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https://almanac.httparchive.org/en/2022/sustainability#page-weight
https://infrequently.org/2021/03/the-performance-inequality-gap/
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https://almanac.httparchive.org/static/images/2024/sustainability/kilobytes-per-type.png
https://almanac.httparchive.org/static/images/2024/sustainability/kilobytes-per-type.png
https://almanac.httparchive.org/static/images/2024/sustainability/kilobytes-by-percentile-by-type-mobile.png
https://almanac.httparchive.org/static/images/2024/sustainability/kilobytes-by-percentile-by-type-mobile.png
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https://sustainablewebdesign.org/has-the-design-used-the-minimum-number-of-custom-fonts/
https://sustainablewebdesign.org/has-the-design-used-the-minimum-number-of-custom-fonts/
https://www.phpied.com/bytes-normal-web-font-study-google-fonts/
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https://almanac.httparchive.org/en/2022/sustainability#carbon-emissions
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https://almanac.httparchive.org/static/images/2024/sustainability/emissions-by-percentile-by-type-desktop.png
https://almanac.httparchive.org/static/images/2024/sustainability/emissions-by-percentile-by-type-desktop.png
https://almanac.httparchive.org/static/images/2024/sustainability/emissions-by-percentile-by-type-mobile.png
https://almanac.httparchive.org/static/images/2024/sustainability/emissions-by-percentile-by-type-mobile.png
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https://almanac.httparchive.org/static/images/2024/sustainability/number-of-requests-by-percentile.png
https://almanac.httparchive.org/static/images/2024/sustainability/number-of-requests-by-percentile.png
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https://almanac.httparchive.org/static/images/2024/sustainability/number-of-requests-by-percentile-and-type-mobile.png
https://almanac.httparchive.org/static/images/2024/sustainability/number-of-requests-by-percentile-and-type-mobile.png
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https://almanac.httparchive.org/static/images/2024/sustainability/kilobytes-by-percentile-by-type-mobile-.png
https://dodonut.com/blog/how-to-choose-the-best-green-web-hosting-provider/
https://dodonut.com/blog/how-to-choose-the-best-green-web-hosting-provider/
https://www.thegreenwebfoundation.org/tools/directory/
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https://submer.com/blog/pue-cue-and-wue-what-do-these-three-metrics-represent-and-which-is-one-is-the-most-important/
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https://hackernoon.com/carbon-aware-computing-next-green-breakthrough-or-new-greenwashing
https://www.thegreenwebfoundation.org/
https://www.thegreenwebfoundation.org/what-we-accept-as-evidence-of-green-power/
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https://almanac.httparchive.org/static/images/2024/sustainability/percent_green_hosting.png
https://almanac.httparchive.org/static/images/2024/sustainability/percent_green_hosting.png
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https://www.patterns.dev/vanilla/import-on-interaction
https://www.patterns.dev/vanilla/import-on-visibility
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https://www.smashingmagazine.com/2015/11/using-system-ui-fonts-practical-guide/
https://the-sustainable.dev/reduce-the-weight-of-your-typography-with-variable-fonts/
https://everythingfonts.com/subsetter
https://github.com/Munter/subfont
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https://almanac.httparchive.org/static/images/2024/sustainability/lazy-loading-adoption.png
https://developer.chrome.com/docs/lighthouse/performance/third-party-facades
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https://web.dev/articles/fast-playback-with-preload
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i� "R�JC?QR�����MD�UC@QGRCQ�BMLfR�SQC�LML�AMKNMQGRCB�?LGK?RGMLQ
�UFGAF�GQ�NMQGRGTC�

DPMK�?�QSQR?GL?@GJGRW�NCPQNCARGTC��

i� 5FCPCfQ�?�QGELGkA?LR�HSKN�GL�SQ?EC�?R�RFC�FGEFCP�NCPACLRGJCQ
�UGRF�RFC���RF�

NCPACLRGJC�QFMUGLE����?LGK?RGMLQ�ML�BCQIRMN�?LB����ML�KM@GJC��5FGQ�HSKN�AMSJB�

QCTCPCJW�GKN?AR�RFC�?AACQQG@GJGRW
�NCPDMPK?LAC
�?LB�QSQR?GL?@GJGRW�MD�RFC�UC@N?EC��

5FC�A?QC�MD�A?PMSQCJQ�PCK?GLQ�AMLRCLRGMSQ��SQCPQ
�BCTCJMNCPQ
�?LB�BCQGELCPQ�RCLB�RM�BCQNGQC�

RFCK�UFGJC�MPE?LGX?RGMLQ�QRGAI�RM�RFCK��

' MP�?PESKCLRQ�?E?GLQR�SQGLE�A?PMSQCJQ
�TGQGR��

i� 4FMSJB�*�6QC�"�$?PMSQCJ����

i� 6Q?@GJGRW�(SGBCJGLCQ�'MP�#CRRCP�$?PMSQCJQ�69����

*D�?LGK?RGMLQ�?PC�LCACQQ?PW�DMP�WMSP�BCQGEL��

i� 6QC�$44�?LGK?RGMLQ�UFCPC�NMQQG@JC
�?Q�RFCWfPC�ECLCP?JJW�KMPC�NCPDMPK?LR�RF?L�

+?T?4APGNR�@?QCB�?LGK?RGMLQ��

i� $MLQGBCP�SQGLE�RFC�prefers-reduced-motion �KCBG?�OSCPW�RM�PCQNCAR�SQCP�

NPCDCPCLACQ�DMP�PCBSACB�KMRGML��

i� -?XW�JM?B�?LGK?RGMLQ�RF?R�?PC�LMR�GKKCBG?RCJW�TGQG@JC�ML�N?EC�JM?B��

' MP�DSPRFCP�GLDMPK?RGML
�PCDCP�RM��

i� 5FC�84(�������4$����� ��

�2G:4@?�2?5�6CC@C�A286D�

'? TGAMLQ�?LB�CPPMP�N?ECQ�AMLRGLSC�RM�NJ?W�?�QS@RJC�@SR�GKNMPR?LR�PMJC�GL�UC@QGRC�NCPDMPK?LAC�

?LB�QSQR?GL?@GJGRW��

, CW�AMLQGBCP?RGMLQ�PCK?GL��

i� "JU?WQ�GLAJSBC�?�D?TGAML�RM�NPCTCLR�SLLCACQQ?PW�����PCOSCQRQ��

i� &LQSPC�WMSP�D?TGAML�GQ�NPMNCPJW�A?AFCB�RM�PCBSAC�PCNC?RCB�PCOSCQRQ��

����   ?KKGJ�

J?FLC;@LJ<8:8IFLJ<C�:FD
�
����   ?KKGJ�

NNN�JD8J?@E>D8>8Q@E<�:FD
����
��
;<J@>E@E>�9<KK<I�:8IFLJ<C�LO
�

Part III Chapter 15 : Sustainability

574 2024 Web Almanac by HTTP Archive

https://shouldiuseacarousel.com/
https://www.smashingmagazine.com/2022/04/designing-better-carousel-ux/
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https://developer.chrome.com/docs/lighthouse/performance/third-party-summary
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https://www.gnu.org/software/gzip/
https://github.com/google/brotli
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https://github.com/google/zopfli
https://facebook.github.io/zstd/
https://paulcalvano.com/2024-03-19-choosing-between-gzip-brotli-and-zstandard-compression/
https://almanac.httparchive.org/static/images/2024/sustainability/text-compression.png
https://almanac.httparchive.org/static/images/2024/sustainability/text-compression.png
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https://mashable.com/article/ai-environment-energy
https://www.scientificamerican.com/article/what-do-googles-ai-answers-cost-the-environment/
https://www.mightybytes.com/blog/sustainable-seo/
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https://developers.google.com/search/blog/2022/12/google-raters-guidelines-e-e-a-t
https://bthechange.com/7-ways-to-align-climate-strategy-with-digital-marketing-strategy-9668a3a3bda
https://www.mightybytes.com/blog/sustainable-digital-marketing/
https://www.precedenceresearch.com/data-center-market
https://www.psmarketresearch.com/market-analysis/data-center-market
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https://x.com/timfrick
https://github.com/timfrick
https://www.mightybytes.com/
https://mightybytes.com/
https://www.oreilly.com/library/view/designing-for-sustainability/9781491935767/
https://www.oreilly.com/library/view/designing-for-sustainability/9781491935767/
https://www.linkedin.com/in/timfrick/
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https://hbr.org/2024/07/the-uneven-distribution-of-ais-environmental-impacts
https://www.statista.com/statistics/871513/worldwide-data-created/
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https://infrequently.org/2024/01/performance-inequality-gap-2024/


i� $?QA?BGLE�4RWJC�4FCCRQ�	$44
 ��� �DMP�QRWJGLE�RFC�N?EC��

i� +?T?4APGNR�RM�NPMTGBC�GLRCP?ARGTGRW�?LB�DSLARGML?JGRW��

i� 5FGPB�1?PRW�PCQMSPACQ
�UFGAF�A?L�@C�MLC�MP�KMPC�MD�RFC�?@MTC
�DPMK�MRFCP�

NPMTGBCPQ��

&TCPW�CVRP?�RFGLE�?BBCB�RM�?�UC@�N?EC�GLAPC?QCQ�RFC�MTCP?JJ�N?EC�UCGEFR
�?LB�CTCPW�@GR�

SJRGK?RCJW�KC?LQ�KMPC�UMPI�?LB�MTCPFC?B�DMP�RFC�@PMUQCP�GL�RP?LQKGRRGLE�GR�?APMQQ�RFC�

LCRUMPI
�NPMACQQGLE
�N?PQGLE�?LB�SJRGK?RCJW�PCLBCPGLE�?LB�N?GLRGLE�GR�ML�RFC�QAPCCL�DMP�RFC�SQCP�

RM�AMLQSKC�?LB�GLRCP?AR�UGRF��

4MKC�DMPKQ�MD�PCQMSPACQ�A?PPW�CTCL�EPC?RCP�MTCPFC?BQ
�CQNCAG?JJW�+?T?4APGNR
�UFGAF�?JQM�LCCBQ�

RM�@C�AMKNGJCB�?LB�CVCASRCB��5FGQ�?JQM�F?Q�?�ILMAI�ML�CDDCAR�ML�@MRF�QSQR?GL?@GJGRW�?LB�

AMLTCPQGML�P?RCQ��5FC�FC?TGCP�?�N?EC�GQ
�RFC�KMPC�A?P@ML�CKGQQGMLQ�?LB�RFC�JC?QR�NMQQG@GJGRW�MD�

AMLTCPQGMLQ�ML�RF?R�N?EC��

: MS�A?L�kLB�MSR�KMPC�?@MSR�FMU�N?EC�UCGEFR�GKN?ARQ�A?P@ML�CKGQQGMLQ�GL�RFC�4SQR?GL?@GJGRW�

AF?NRCP��

5FCPC�?PC�T?PGMSQ�KGRGE?RGMLQ�?T?GJ?@JC�RM�FCJN�K?L?EC�N?EC�UCGEFR
�?LB�GRQ�MTCP?JJ�CDDCAR�ML�

JM?B�RGKCQ
�@SR�RFC�QR?PI�PC?JGRW�GQ�RF?R�KMPC�UCGEFR�GQ�?JU?WQ�EMGLE�RM�GLTMJTC�KMPC�UMPI��

5FC�UCGEFR�CDDCARQ�A?L�@C�BGTGBCB�GLRM�RFPCC�K?GL�A?RCEMPGCQ��QRMP?EC
�RP?LQKGQQGML
�?LB�

PCLBCPGLE��

*E@C286�

&TCPW�@WRC�MD�?�UC@�N?EC�LCCBQ�RM�@C�QRMPCB�QMKCUFCPC
�?LB�UGRF�RFC�L?RSPC�MD�FMU�RFC�UC@�

UMPIQ
�RF?R�SQS?JJW�KC?LQ�@CGLE�QRMPCB�GL�KSJRGNJC�JMA?RGMLQ�

*R�QR?PRQ�UGRF�RFC�UC@�QCPTCP�GRQCJD��1SPC�QRMP?EC�QN?AC�PCK?GLQ�PCJ?RGTCJW�QK?JJ�GL�AMQR�NCP�

(GE?@WRC
�BCNCLBGLE�ML�RFC�RWNC�MD�QRMP?EC��'MP�CV?KNJC
�(MMEJCfQ�AJMSB�QRMP?EC�GQ�QMKCUFCPC�

@CRUCCL�������?LB�������NCP�KMLRF�GL�/MPRF�"KCPGA?��� �MP��������?LB��������GL�&SPMNC��

3CQMSPACQ�QRMPCB�GL�KCKMPW�ML�?�UC@�QCPTCP�TCPQSQ�ML�BGQI�DMP�D?QRCP�?AACQQ�UGJJ�P?KN�SN�GL�

AMQR�D?P�D?QRCP�RF?L�MLC�RF?R�JGTCQ�ML�BGQI��

5FCPC�A?L�@C�KSJRGNJC�AMNGCQ�MD�RFC�Q?KC�PCQMSPAC�RMM
�QNPC?B�?APMQQ�?�LSK@CP�MD�GLRCPKCBG?RC�

A?AFCQ
�?LB�CTCL�QNPC?B�?APMQQ�KSJRGNJC�B?R?�ACLRCPQ�GD�?�$%/�UFCL�CBEC�A?AFGLE�GQ�CKNJMWCB��

5FC�QCAMLB�N?PR�MD�RFC�COS?RGML�GQ�RFCQC�PCQMSPACQ�?JQM�LCCB�RM�@C�QRMPCB�ML�RFC�SQCPfQ�BCTGAC�

����   ?KKGJ�

;<M<CFG<I�DFQ@CC8�FI>
3<9
�//�
����   ?KKGJ�

:CFL;�>FF>C<�:FD
JKFI8><
GI@:@E>�EFIK?�8D<I@:8�

Part IV Chapter 16 : Page Weight

2024 Web Almanac by HTTP Archive 611

https://developer.mozilla.org/Web/CSS
https://cloud.google.com/storage/pricing#north-america
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https://web.dev/learn/performance/resource-hints
https://web.dev/articles/fetch-priority
https://web.dev/articles/fetch-priority
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SELECT 

  client, 

  is_root_page, 

  COUNTIF(color_contrast_score IS  NOT NULL) AS 

total_applicable, 

  COUNTIF( CAST(color_contrast_score AS NUMERIC) = 1) AS 

total_good_contrast, 

  COUNTIF( CAST(color_contrast_score AS NUMERIC) = 1) / 

COUNTIF(color_contrast_score IS  NOT NULL) AS 
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perc_good_contrast 

FROM ( 

  SELECT 

    client, 

    is_root_page, 

    date , 

    JSON_VALUE(lighthouse, '$.audits.color-contrast.score' ) 

AS color_contrast_score 

  FROM 

    `httparchive.all.pages` 

  WHERE 

    date  = '2024-06-01' 

) 

GROUP BY 

  client, 

  is_root_page, 

  date 

ORDER BY 

  client, 

  is_root_page; 
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