2025

Web Almanac

HTTP ArchiveOs annual
state of the web  report



www.princexml.com
Prince - Non-commercial License
This document was created with Prince, a great way of getting web content onto paper.





Table of Contents

Table of Contents

Introduction

&IM@RIM?

Part I. Page Content

#C<KO@M JI@N
#C<KO@M @='NN@H=GT
#C<KO@M ACDAVID@N
#C<KO@M '@ KNIm)!)

Part Il. User Experience

#C<KO@M 3%/

#C<KO@M !>>@NND=DGDOT
#C<KO@M @MAIMH<I>@
#C<KO@M OMDQ<>T
#C<KO@M 3@>PMDOT
#C<KO@M #<K<=DGDOD@N
#C<KO@M 07

Part 1ll. Content Publishing

#C<KO@M #-3
#C<KO@M %>JHH@M>@

Part IV. Content Distribution

#C<KO@M <B@ 1@DBCO
#C<KO@M  #$.
#C<KO@M #JIJFD@N

DD

2025 Web Almanac by HTTP Archive



Foreword

Appendices

-@0CJ?2JGJIBT
#JIOMD=POJMN

Foreword

4C@ R@= DN D3PRIO@BMK<MO JA JPM HI?@MI ?DBROMB-BIARNEE: IKKGD><ODJIN ><|

IJR =@ AJPI? DI <GHINO €@>ClJGIBD>RBMIIH@IO OC<O OJP>C@N JPM ?<DGT GDA@ AMJH HJ=L
<KKN OJ @1?KJIDION PN@? DI N<O@GGDO@ >JHHPID><GDIN QiO@@'SHI> R@

R<IO OJ PI?@MNO<I? OC@ OM@PERIDE@ JA OC@ R@=<N R@= @IOCPND<NONT<®I@ C<KK
KM@N@IO OC@ OC @?DODJI JA JI@ JA OC@ H<EJM O@>CID><G M@KJIMARII OC@ R@=]0C@
IGH<I<>

4C@ 7@=!GH<I<> DN <I JK@! NJPM>@ KMJE@>0O >JIOVMBHRO@ONDOMDIN@<M>C@MN
?2@R@GIK@MN >JINPGO<ION <I? @?DOJBMRBOE<BGIF@ )O C<N =@@I <IJOC@M RII?@MAPG
@?DODIK@MD@I>DIB&OEDE >JIOMD=PODJIN JA OCDN YOHHMPDO@ @IB<B@H@I0 JA OCDN
>JHHPIDOT OC<O C<N H<?@ OCDN M@KJMO KINND=G@

4CDN >JHHPIDOT WIDQIIE@>0 <I<GTU@N HDGGDJI R@=NDO@N <I? KMI>@NN@N 4" JA JK@
NIPM>@ ?<O<MBTOC@ (440 'M>CG®QI OCDN M@KJIMO R@ <I<GTU@ Q<MDJPN <NK@>ON NP>(
<>>@NND=BE@EMAIMH<I>@ <I? N@>PMDOT PI?@MNO<I? GIRQ@D@<R@=<[@ DINDBCON

DIOJ NOMP=GRM@>CID><G <I? NJ>RQ@GHGHT@ON

7 @ CIK@ JPM M@KJIMO C@GKN OC@ >JHHPIDOT PI?@MNO<I? OC@ >PMM@IQ'NO<O@ JA OC@
R@ @I>JRB@JP OJ 8KGIM@ C8D® IBDRIMF

WMIMDD9@ =EA3 =: DE9F9; I<ALGJ AF @A=>

ii 2025 Web Almanac by HTTP Archive



Part | Chapter 1 : Fonts

Part | Chapter 1
Fonts

N A
.
. L]

M E

Written by Charles Beret

.=NA=0=<:Q9E /L=ABF<&GKT /GDT
FODQR=< :@9JD=K =19F<%®F 1C@GN
I<AL=< :Q@JAK (ADD=Q

Introduction

7C@1 OC@ (440 M>CEBMNO =@B<I B<OC@MDIB ?<0< JI| REF OTKIENC@ PN@ JA
>PNOJH R@= AJION R<N DI OC@ GJR NDIBG@ ?DBDON /IGT <=JPO  JA R@=NDO@N <O OC
2@GRW@? N@GA CINO@* @font-face  IM PN@? N@MQB>-EIME@EDAIGN >JH IM

"JIBG@ 7@=8ON %@MT JOC@M NDO@ DI R<N GDHDO@? 0J OC@ NH<GG C<I?APG JA R
NTNO@H AJION IMD<G #IBNBENRO> OC<IROGHE@GENE NI PN@NYDSED

7 @=AJION LPD>FGT MIN@ OJ =@>JH@ OC@ IJMH RC@I| ?@NDBI@MN M@<GRO@? OC<O >
>JPG? ?DNODIBPDNC OC@DM QDNP<G D? @UIM®D BAVGNVISO®M@N "T  R@= AJION R@M(
PN@7RIQ@M C<GA JA R@=NDO@@<A2C@7? <MJPI? <?JKODJI =4 J?<T OC@ LP@NODJI

DN G@NN <=JPO RC@OC@M < R@=NDO@ PN&DCRHFIDDIK NR@KDb> OTK@ARN@N DO ?DI
<I? RC@OC@M®BI@ AJIO A@<OPM@ N @QIC2D NKIBRE@ @ BJIO@I10D<G

10 OC@ N<H@ ODH@ AZMTGIEINL ) EC<@ @1 NCDAODIB !l DI>M@<NDIB IPH=@M JA NDO@
>CJINDIB OJ N@GA CINO OC@ DMOAEVLCGNWESTPRGRT J| OCDM? K<MOT #$.N <I?

2025 Web Almanac by HTTP Archive 1



Part | Chapter 1 : Fonts

H<I T PN@ < HDS JA =JOC <KKMJ<>C@KM4&NQ<D< NCIR@? < >GC@SKEIRNB@ @GA& CINODIB
<GJIBND?@ < ?@>GDI@ DI NDO@N OC<O >JH=DI@7? $@@NMEBINEIBRDI@<I? R@
DQ@NODB<O@ RC@OC@M OCDN OM@I? >JIODIP@N DI

4CDN >C<KO#RE 1 @@ ?DH@INDJIN JA R@= RE&JIBWPE RCD>C KMI?@MN >JHH<I?

OC@ G<MB@NO NC<M@ CJR AJION <M@ GJ<?@? <I? JKODHDU@? AJM NK@@? RCD>C OTK@A<
#33 DHKG@H@I0<ODJIN CJR 131 ,<ODI N>MDKON <M@ C<I?G@7? <I? RC<O Q<MD<=G@ AJION <I? >
AJION H@<I AJM OC@ APOPM@ JAH@= OTKJIBM

Webfont usage

7 @=AJIO PN<B@ >JIODIP@N GGBMJIRBC DON BMIROC €88 T<RBIR@? <N OC@ NKM@<? JA
R@= AJION M@<>C@:OORAMC@ R@= AJM <GG =PO OC@ G<MBERID K@ ON8<M

88%

"A?MJ |, =J=FL G> EG:AD= H9?=K MKAF? O=: >GFLK

) R@= AJION R@M@ AJPI? JIMIPBCGT JAR@=NDO@N PKNGDBCOGT AMJH <=JPO DI
4C@ HOOMD> C@M@ DN OC@ NC<M@ JA K<B@N OC<O M@LP@NO BGF MEXMZAD®RIND>C @A
OC@ K@M>@10<B@ JA R@=NDO@N PNDIB R@= AJION

4CDN RD?@NKM@<? PN<B@ CDBCGDBCON CHXE<PKRI@IHDNBM@ ATCI@CAI|
?@@GIK@MN R@M@ GDHDO@? OJ >IM@ NTNO@H AJION OCJPBC < 1JO<=G@ HDIJIMDOT <MJPI
NODGG NOD>F OJ OCIN@ JG?@M ?@A<PGON

2 2025 Web Almanac by HTTP Archive



Part | Chapter 1 : Fonts

Hosting and services

Font services
Web Almanac 2025: Fonts
desktop [} mobile

self-hosted 71.6%
Google
Adobe
@
L
b
g fontawesome.com
7]
fontplus.jp
typesquare.com
0% 20% 40% 60% 80%

Percent of pages

"A?MJ "GFL K=JNA;=K

4ACDN@<M"N@I'= |GH<I<> >R G >JIbMHN OC<O N@GA CINODIB DN OC@ HINO RD?@NKM@<? H
?@G@NDIB R@=AJION =JPO  JAR@=NDO@N =JOC ?@NFOI@MBKED@E=ENO JI@ AJIO
bG@ AMJIH OC@DM JRI IMDBDIN@B2CEANGCEE@DQT JMRNDIB < HDS JA N@GA CINO@? <I?
@O@MI<GGT CINO@? AJION 4C<O bBENA IBNKEBNO@10<B@ KJIDIO CDBC@MMIC<I GKNO T
<=JPO KJDION CDBC@M OC<I DI DI?D><ODIB < NO@<?T DI>M@<N@ )I JOC@M RIM?N C
N@GA CINODIB OC<0O =@><H@ <KK<M@I0 DI DN NODGG >JIODIPDIB

7DOCDI OC<O R@ ><I =M@<F ?JRI ORJ NDBIDb><I0 BMJPKN

a @t4=14A;-4.07;<-,.76<; 1=JPO  JA?@NFOJKNDO@N<I? JAHJ=-DG@
NDO@N PN@ JIGT N@GA CINO@? AJION 1J OCDM? K<MOT AG@EBDENGIIINGN <O <
MJIPBCGT JI@ OCDM? JA <GG NDO@N M@GT NJG@GT JI N@GA CINODIB DI PK
G<N@%&M 4CDN H<MFN < M@<G NCDAOQ@M@>BRE@NIZINO <GG OC@DM AJIOI
OC@HN@BQV@IB ED@MI<GEDRR@MN AMIH OC@ >MDOD><G K<OC

a 1@-,07;<16/ ;-4.07;<16/ ) ;-:>1+- I1JOC@M  JA?@NFOJK NDO@N <I?
JAHI=DG@ NDO@N PN@ < >JH=DI<ODJI JA N@GA CINO@? AJION <I? < AJIO N@MC(
K<B@ )I HINO JA OC@N@ ><N@N OC@ N@NQD>REDC KBH@<EKN <I D>JI #$.

2025 Web Almanac by HTTP Archive 3


https://almanac.httparchive.org/static/images/2025/fonts/font-services.png
https://almanac.httparchive.org/static/images/2025/fonts/font-services.png

Part | Chapter 1 : Fonts

JM <IJOC@M NIPM>@ <??@? DI=MIEMN<KKMJ<>C R<N NGDBCOGT HIM@ >JHHJI G<NO
T@<M <MJPI?  JA?@NFOJK<I? JAHJ=DG@ K<B@N DI NJ DO C<N ?DKK@?
<=DO <N NJH@ NDO@N APQ@VMNIRDB®GA CINODIB

#JH=DIDIB OCIN@ BMJPKN <=JPO JANDO@N N@GA CINO DACGH@@HKBHDIBN JA
NDO@N MEEFPN@QT JI OCDM? K<MOT N@MQD>@N AJM AJIONDRB@OIBIB&WEC @ HINO
GI@FGT >CJD>@ DI OC<0 ><0@BIMT

Web font services

%@I| RDOC OC@ BMJROC JA N@GA CINODIB CINO@? AJIO #$.N NODGG <KK@<M JI MIPBCGT C<
R@=NDO@N KMDH<MDGT =@><PNB@<M@BGA@KMDIO LM RRGIAIPI? JIBG@ION

JI<=JPO JA?@NFOJK NDO@N <I? JAHJ=DG@ NDO@N 4dNDOI@QX<DO PN@NW'JIBG@

10) 0J A@O>C AJION RC@OC@M 'JJBG@ DN OC@ JIGT NJPM>@ JM PN@? <GNIBNDZ4@Z JOC@MN '
JI 2@NFOJK ?MIKK@? <=JPO K@M>@I10<B@ KJDION AMJH DI <I? DN ?JRI <=JPO KJDION
AMJH M@c@>0DIB OC@ NCDAO OJR<M? N@GA CINODIB MN-NEBN@ ?DBGC@? JIGT
NGDBCOGT <=JPO KJDION NI®<@I3<NIPD KJIDION NDI>@ AC@EIGG K<OO@MI DN

OC@ N<H@ <N 1J0@? DI 'JIBA@NDN NODGG OC@ ?@A<PGOFERD-EOAIRIHBI<I>@ DN
NGJRGT ?DHDIDNCDIB <N HIM@ NDO@N N@GA CJINO

/OC@M AJIO CINODIB N@MQD>@N <M@ HPIGNINHIBDG@IVI=@IQN AIMH@MEB@4DO

BM@R HJ?@NOGT <B<DI )I <MJPI? JA?@NFOJKNDO@N<I? JAHJI=DG@ NDO@N PN@ !?J=
&JION MIPBCGT >JH=DI@? PKAMJIH<=JPO @@N@ADN DN < NH<GG NGD>@ JA OC@ R@= =P
DO M@KM@N@ION M@<G BMIROC <@ DIMEG<EWEBPOREEMN

&JIO 'R@NJIH@ < KIKPG<M D>JI AJIO #$. C<NN@@I| <NGJR ?@>GDI@ )| DOGRRROPN@? =

JANDO@N DI = <I?DlI DO”N?JRIOJMIPBCGT JANDO@N 4CDN NGDG® DN GDF
><PN@7T-H<IT NDO@QHIB 0OJ <GO@ @ CBDNIGPODJIN DIGDIEINKMDO@ NC@@ON JM
N@GA CINO@? D>JI N@ON RCREB@IKI@ENRTDI<?DIB < GKMB@ D>JI AJIO AIM K@MAIMH<I>@
M@<NJIN @NJ 3O IR@NJIHEN >JIODIP@? PN@ JI <=JPO DI R@=NDO@N DN NDBIDb><IO]JA@R
JOC@M NDIBG@ AJIO A<HDGDEWMN BHEINM3IE@ 0J OC<O M@<>C

%@MT JOC@M N@MQD>@ DN @NN@IOD<GGT 1@ BG REB=-G @ @M QUEREBIR&GC@ ,

&JION >JH %SO@INDN ABIPBNKO <I? 4TK@ .@ORJIMF @<>C <>>JPIO AJM R@GG PI?@M JA
NDO@N T<JIA OC@N@Cx@>GDI@7? OJ OC@ KIDIOQ@BN@<MDIOT BREPRAGM )| KMOD><G

O@MHN DA <R@=NDO@ DN PNDIB < CINO@? AJIO N@MQD>@ DI DONKGMJINO >@MO<DIGT
4C@MIg< NH<GG >C<I>@ DO"NION-WEO /R@NJH@ <I?@MT GDOOG@ >C<I>@ OC<O DO”N
NJH@OCDIB @GN@

4 2025 Web Almanac by HTTP Archive



Part | Chapter 1 : Fonts

Font hosting combinations

"@><PN@ HINO NDC@M®@GT JI EPNO JI@ NJPM>@ AIMIR@BOTKIBMRAPG OJ GJJF <O CJR

OCEBHDS <I? H<0>C ?@MIXM>0D>@ OC@ R@=Q@NIB®? Jl < A@R KM@?D>0<=G@
>JH=DI<ODJIN]N@GA CINODIBIBG® JIGTM < T=MD? JA OC@ ORJ

Popular font combinations
Web Almanac 2025: Fonts (desktop)

2022-07-01 [ 2023-07-01 [ 2024-07-01 [l 2025-07-01

Google, self-hosted 36.1%

self-hosted 31.5%
Google : 12.8%

Google, fontawesome.com, |=
self-hosted = 1.4%

Google, font :
oogle, fontawesome.com 1.1%

Adobe, Google, self-hosted
¢ 1.0%

Font combination

Adobe 0.9%

Adobe, Google 1.1%
. (]

Adobe, self-hosted
0.9%

fontawesome.com, self-hosted
0.5%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0%

% of sites

"A?MJ , GHMD9J >GFL @GKLAF? ;GE:AF9LAGFK GF <=KCLGH KAL=K

2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/fonts/popular-font-combos-desktop.png
https://almanac.httparchive.org/static/images/2025/fonts/popular-font-combos-desktop.png

Part | Chapter 1 : Fonts

Font combination

Popular font combinations
Web Almanac 2025: Fonts (mobile)

2022-07-01 [ 2023-07-01 [ 2024-07-01 [l 2025-07-01

Google, self-hosted 31.7%

self-hosted 36.4%

Google — 11.9%

Google, fontawesome.com, E

self-hosted 1.1%

Google, fontawesome.com = 1.0%
[~ . o

Adobe, self-hosted E 1.0%

. 0

Adobe

1.0%

fontawesome.com, self-hosted £ ¢o.

Adobe, Google, self-hosted

0.7%
Adobe, Google

0.7%
0.0% 10.0% 20.0% 30.0% 40.0%

% of sites

"A?MJ , GHMD9J >GFL @GKLAF? ;GE:AF9LAGFK GF EG:AD= KAL=K

77/4-  76<; <7/-<0-: ?1<0 ;-4. 07;<-,.76<; PN@7T=V JA ?@NFOJK NDO@N <I?
V JAHJ=DG@ NDO@N BEMDCKKMI<>@DN QJHHJII AJE<®@KG@ < NDO@
HDBCO N@GA CINO N2H@ BMII AJION RCDG@ <GNJ KPGGDIB DI < 'JJBG@ CINO@? AJIC

AIM =J?T @M QD>@NMN<

#-4.07;<-,.76<; 764A PN@7T=V JA?@NFOJK NDO@N<I?V JAHJ=DG@ NDO@N
<KKMSDH<O@GT JA NDQ@GE 4CDN H@<IN <GG >PNOJH AJION JI OC@ K<B@ <M@
N@@Q AMIH OC@NNIRY@IH<DI IN [JO@? OCDN NC<M@ C<N BMJRI AMJH <=JPO
G<N@EM 0J <=JPO JI@ OCDM? JA N@SON OCDN T

77/4-  76<; 764APN@7TV JA ?@NFOJK NDO@N <I?V JA HJ=DG@ NDO@N 4C@N@
NDO@NGBND@QT M@GT JI 'JIBE@EAIM OC@DM AJIO IR@ENQD< OC@ NO<I?<M?
<link> 0J'JIBG@ NOTG@NC@@O0

4JB@OC@U@N@ OCM@ @<IhBRM>>JPIO AJIM MIPBCGT AJPNIR@IADQ @W%IDC@M
>JH=DI<ODJI NP>C <N PNDIB 'JJBG@ !?J=@ OIJB@AC@MVN@GA CINODIB @O> =@>JH@N
MM@a@MT LPD>FGT DIBG@<®K )l A<>0I2aC@ OJK A@R K<OO@MIN OC@ D@ @ JA <I

2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/fonts/popular-font-combos-mobile.png
https://almanac.httparchive.org/static/images/2025/fonts/popular-font-combos-mobile.png

Part | Chapter 1 : Fonts

>JH=DI<ODJI A<GGN =@GJR T<OC® ODIRB®O 0J OC@ OCJIM OC HINO >JHHJI
>JIbBPMODJI OC@DM PN<B@ DN <GHJNO DHK@M>@KOD=G@ <MJPI?  JANDO@N

"@NJI? OC@N@ >JHHJIIKG<>@ N@MQD>@ >JHERMIDMEIIM OC@ =<G<I>@ DN ODGODIB OJF
N@GA CINODIB )|  <=JPO JANDO@NRGRN@G@ N@GA CINO@? =PO IJR DO*N MJIPBCGT
#IMM@NKJI?DIEET@ KRS <KKMJI<>C N@GA CINODIB <OXE@NQIDP® < =DO AMIJHV 0J

V JANDO@N JI ?@NFOJK SKHK@@ JOC@M RIM?N A@R@M NDO@N IM@B@?BDIB =
=JOCIHIM@ Q@ ?@>D?@? OJ QENOT@CDIB OC@PN@CIN @GTIP@ 0J K@MAIMH<I>@ <I?
KMDQ<>T HIODQ<ODJIN @BAMD-T<KO@M 1J0@? HI?@MI =MIRN@M>C-CBBON GDF
K<MODODJID(BM4@ED? NJH@ JA OC@ JG? K@MAIMH<I>@ <?Q<IO<B@ JN REIDIB 'JIBG@

Font file hosting

11IJOC@M RKOJ GJJF <O AJIO CINODIB DN OJ <NF RCD>C NK@>Db> AJIO bG@N <M@ =@DIB |
HINO <I? <M@ D@ DIB AMJH N@GA CINODIB JM AMJH N@M@D-ENDBCDNDBDIOC@ HINO
KIKPG<M AJIO A<HDGD@N JI OC@ R@=T¢N @IRAIIBI@WGEQ

Families by service
Web Almanac 2025: Fonts (desktop)

self-hosted [l Google fontawesome.com [l Adobe

Font Awesome
Roboto I
Noto Sans JP |/
Poppins ]
Open Sans ]
Montserrat ]
I

Font

Lato
Inter

-
Noto Serif JP |
L

Source Sans Pro

0.00% 2.50% 5.00% 7.50% 10.00% 12.50%

Service percent

"A?MIJ "9EADA=K :Q K=H$KELGH

2025 Web Almanac by HTTP Archive 7


https://almanac.httparchive.org/static/images/2025/fonts/fonts-family-by-service-desktop.png
https://almanac.httparchive.org/static/images/2025/fonts/fonts-family-by-service-desktop.png

Part | Chapter 1 : Fonts

Families by service
Web Almanac 2025: Fonts (mobile)

self-hosted [l Google fontawesome.com [l Adobe

Font Awesome
Roboto N
Noto Sans JP (I
Poppins I
Open Sans I
Montserrat [ ]
I

Font

Lato

Inter ]

Noto Serif JP [N
Source Sans Pro (NN

0.00% 2.50% 5.00% 7.50% 10.00% 12.50%

Service percent

"A?MJ "9EADA=K :Q K=JNA;= EG:AD=

/10C@ N@GA CINO@?MD2@NIMBET AJ>PN@? JI D>JI AJIO bG@N <I? >HMTI<GDERION !
GJI><GGT M@MIKJA 810 IR@NJH@ OC@ #/2& bG@N JA OC@ D>JIN@O <>>JPION AJM <=JPO
JA ?@NFOJK AJIO M@LP@NON <I? JAHJ=DG@ AJIO M@LP@NOXRDI @C@D HaM
&JIO 'IR@NJH@ JI@ JA OC@ HINO AM@LP@IOGT A@O>C@? AJIO M@ RER\DE@RBT OOGNR@= @
<ID>JIN@AC@M OC<BEO&@>@ .JO<HINO JAIB 'RA@NJHEN PN<B@ DN QD< N@GA
CJINODIBJJIGT < HP>C NH<GG@BMWBEIN A@O>C@? ?DM@>! fontawesome.com  #$.
/OC@M KIKPG<M PODGDOT AJION NCJR < NDHC&E#M&CD p@Nlll AIMD@@M D>JI AJIO
B@I@JIM JPOKPO <>>JPION AJM <=JPO JA?@NFOJK<I? JAHJ=DG@ AJIO M@LP@NON <I?
%HI?PG@IO@I N@Q@! IMPOM@NN OC@H@N <=JPO ?@NFOJK<I? HJI=DG@ 4C@N@ 0JJ
<M@ <GHINOHER@QGA CINO@? AJION M@ND?DIB J| OC@ NDG@EDHEGB OCONHNEERW @10 JA
_N@GA CINODIB" JI OC@ R@= DN <=JPO =PI?GDIB OC@N@ >JHHJI D>JIRMORMNNIDEN RDOC T
bG@N 1JO EPNO N@GA CIN@D (B@@NRN-

/10C@ 'JIIBG@IEON ND?@ AJIO M@ LRE@NONIZHND> GJIB O<DG ?DNOMDSPVIWH@S®R @
KIJKPG<M AJION <O OC@ C@<T HIM@RIRDOC NH<GG@M PN<B@ /I ?7@NFOJK 2J=JOJ DN OC@ NDI
HINO M@LP@NO@? 'JIBG@ CINO@? AJIO H<FDIB PK <=JPO JA<GG 'JIBG@ AJIO M@LP@NON
<AO@M DO DN .JOJ 3<IN *0 *<kQ0@N@®O JA'JIBG@ M@LP@NON 4CDN DHH@?D<O@GT NCJIRN
CJR BGJ=<G '1IBB@@<>C DN]JI@ JA OC@ OJK ORJ AJION DN < ,<ODI %IBGDNC 5) A<>@ <I|? OC@
DN < *<K<I@N@ AJIO "@GJR OCIN@ OC&SDBIREIRF-NEBEK@>0 DI  WKKDIN

V JA'JIBG@ AJIO M@LP@NON JI ?@NE@UB<IN V QD<'JIBG@ JI ?7@NFOJKOJ

V  <I?-JION@MM<O V  /IH)=DG@ OC@ JM?@M NCDAON NGDBCOGT .JOJ 3<IN *0 DN <>OP<(
bMNO <O <=JPO RDOC 2J=J0J<O FIRE@DIN V /K@I3<INV <0JV

<I?-JION@QMED V <M@ <GG DI OC@ N<H@ OJK BMJIPK )| NCIMGN"IIBBAASOHID

8 2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/fonts/fonts-family-by-service-mobile.png
https://almanac.httparchive.org/static/images/2025/fonts/fonts-family-by-service-mobile.png

Part | Chapter 1 : Fonts

AJION DI>GP?@ =JOC RD?@GT PN@? ,<ODI A<HDGD@N <|? DHKIM@NB @>RBOGGAKROM #*+
N>MDKON

)JOAN DIO@M@NODIB 0J JO@ RCD>C JA OC@N@ AJION O@¥OPNGER@GAHCINBED Q

&M @<HKG@ .JOJ 3<IN *0 < G<MB@ *<K<I@N@ AJIO DN <GHIN@?&OIBG@N HH@MQ

JPM ?<0< 4C@ N@GA CINO@? NC<M@ JA .JOJ 3<IN *0 R<N JIGT <=JPO JAM@LP@NON Hq
1@<MGU@MT@ RCJ PN@N OC<0O AJIO >CIIN@N OJ G@O 'JIBG@ GG @BTCan>@Rang
DO'N@RT G<MB@ bG@ <I?NIBSDMP>0OPM@ DN JKODHDU@? AJM DO .JOJ 3@MDA *0 DN |
<KK@<MN <MJPI? JAM@LP@NON HINOGT 'JIBG@ CING@® HIIMIKPG<M ,<ODI
N>MDKO A<HD@R@RB<=G@ N@GA CINO@? AJJOKMDION DI <??DODJI@3 P@BEd@rIIBG@ N
N@@ 2J=J0J =@DIB N@GA CINO@? 0JJ <=JPO JAAJIO M@LP@NON JI ?@NFOJK <M@ AJI
2J=JOJbG@N JIOJKIJIAOC@ AMIH"IJIBB®DG<BIEKKDINDNYV N@GA CINO@? /K@I
3<INV N@GACINO@? -JION@MM <OJV <I?)IO@MV N@GA CINO@B®NFOJK
bBPM@N )l @<>C JA OC@N@ ><N@N OC@ N<H@M@PCNBGEIN?BSDRDO@N "@><PN@
OC@ HINO KIKPG<M "JIBB@2A8=JO0J /K@I 3<IN OKKDIN -JION@MM,<0J )IO@M <GNJ
<KK@<M <0 1Jl OMBQEE M OC@ N@GA CINO@? ?<0< <I? =@><PN@ N@GA CINODIB DN BN\
'JIBG@N NC<M@ DN @<ND@BGDOTKGBHRVIE@>0N =@BDI| RDOCIIIBGI@ G<O@M =MDIB
OC@ N<H@ A<HDGD@N DI CIPN@ AJIM K@MAIMH<I>@ JM KMDQ<>T M@<NJIN ." /PM ?<0O<>
JQ@MG<K <I? 2DM@>0DJI<G NCDAO =PO 1JO CT® K E/OKDO@ HDBM

1?J=@ &ION =@DIB < ?DAA@M@I0 FDI? JKNNOQCAQDM@LPDM@N < FIINGRIB@Q<MD@OT
JA ?DNODISSRRIH@M>D<G AJION C<N < ?DAA@M@I0 KMIbG@ .J BDIBH@ TIHEBEN@MQ
DINC<M@ 4C@ OJK !1?J=@ AJIO A<HDGT DISDIBN.0 RCD>C <>>JPION AJM MJPBCGT

JA AJIO M@LP@NON JI =JOC ?@NFOJK <I? HI=-DG@ "@GJRDOIBLI?DRBDKM@<?
<>MJNN < GJIB GDNO JA A<HDGD@N 4C@N@ <M@?BIBIOIG AP BANSVA@ BINRGD F
04 "MKI?JI 'MIO@NLP@V@DBCO 3<IN !>PHDI 3Jb<0MJ IFODQ 'MJO@NF <I? -PN@J @<>C
>JIOMD=PODIB =@OR@@! < A@QR CPI?M@?0CN JA < K@M>@IO PK OJ C<GA < K@M>@IO JA N
RDOC CJR !?J=@I&N DN KINDODJI@? BIB@ RN @ Q<MD@MIT IA@ AJION @<>CPN@? =
M@G®@BRA@R NBO@RMDC<| JI@ AJIO =@DIB AJPI? JI HDGGDJIN JA NDO@N )O*N @NN@I(
JKKINDO@ JA 'JIBE@OO0@MI DI RCD>C < C<I?APG JA AJION <>>JPIO AJM < CPB@ KJMODJI J
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AJMH<ON RC@M@ OC@ R@= C<N =<ND><GGT >JINJGD?<0@? JI 7/&& RDOC 7/&& C<IBDIB J
A<GG=<>F <|? OC@ <>URA@RMDU@N OCIN@ AIJIMH<ON KMJ?P>@ RC@M@ OC@ H@7?D<IL
M@<NJI<=G@ =PO OC@ GJIB O<DG ><| NRRRDET GXRI@XTOC@N@ M@NPGON <N < R@= AJl
CTBD@I@ >C@>FGDNO =@ NPM@ OJ PN@JARA:)-HOGIHCEIN NP=N@O G<MB@ AJION <N
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<M@ KC<NDIB JPO 7/&& QIMEA 7/&8& NDI>@ I@<MGT <GG PN@ > QENGIVEGE& N

=MJ<? =MIRN@M NPKKIMRIER<N < BM@<O DH¥MI@IO =<>F DI OC@ @<MGT N RC@I DO

R<N DIOMJ?P>@? =PJ OIPN G<MB@GT < G@B<>T A<GG=<>F]PN@? H<DIGT AJWM JG?@M =MJIRNGE
NDO@N O@@IMOPK?<0@? OC@DM AJIO bG@N DI < GJIB ODH@

"@MnII? 7/1&& <I1? 7/&& JIGT HDIIM AJMH<ON M@H<DI HINOGT <N @?B@ ><N@N !N R@ 1JO@
=@GIRC@ <MMDQ<G JA )I>M@E @IINEEM O@>CIICHIT@@M H<=@ <| @NK@>D<GGT
Q<GP<=G@ D@10 AIM G<MB@ AJION <I? =@BDI OJ >PO DIOJ 7/&& "N NC<M@ 30DGG < |JO<=(
K@M>@I0<B@ JA AJION <M@ R ORRIGNARGEMCT .ttf bG@N )I <=JPO JAAJIO

M@LP@NON <Mi@2@&® ?P@ OJ #$.N JIM N@GA CINODIB N@ (@ KIN@CIHIDB@MG AJIO bG@
RDOCJPO M@K<>F<BDIB DO 3RHEG<MGIPI? JA AJIO M@LP@NON <M@V@rGEpPC OC@

B@I@N application/octet-stream -)-% OTK@ .JO@ OC octet-stream DNIO < ?DNODI>O

AJIO AJMH<O]DO PNP<GGT DI?D><O@N <GIDN RIS M@ OCEWNBINIK@>DATDIB OC@ KMIJK@M
AJIO-)-% @B <7/&& bG@ HDBCO =@e@Bk Content-Type: application/octet-

stream DINO@<? JA OC@ > font/woff2 ) OCDN HDN>JIbBPM@? -)-% DNNP@
PIAJMOPI<O@GT K@MNDNON]JMJIPBCGT  JA AJIO bG@N <M@ NODGG =@DIB N@I10 RDOC <I DI>J
OTK@ 4CDN DN GEMB@GT <OOMD=PO<=G@ 0OJ < AGRHAEIMCINIDND+BENGIP 7DS N

#3$. ROAM@ 1J0<=G@ >PGKMDOQROIHBRYODJII DNNP@N )O”N < NH<GG =PONEI@@IMROC

PNDIB OC@ >JMM@>0 -)-% @@ font/woff2 JV font/woff @INPM@N =@00@M >JIO@I0

C<I?GDIB <I? ?@=PBBDIB

#MP>D<@BTR@ >JH=DI@ OC@ HI?@MI AIMH<ON 7/&& 7/8&& OJB@OC@M QBN RTPAIM J
bAOCN JA OC@ R@= AJIO @>INTNO@H /OC@KEIMKEDHEE off  IM 36AJION CQ@
@AA@EITQ<IDNC@? AMIH OC@ KPEBIXDR@=@MB BP>C @IQ@CE@ ?@NFaIK

%/ 4 OC@ JG? )% NK@>Db> AIM-ADBNEBDBO "<>FDI  OC@F-= |GH<I<> <GM@<?T

1IJO@? OC<0 3B %/ 4 R@M@ I@<MGT BJI@ <I? OC<O OM@I? C<N JIGT >JIOBIF@20)D”N IJR M
@I>IPIO@M < 11 7/&& AJIO bG@ DI < OTKD><®REDI@@MRC@GHDIB <?QD>@ M@H<DIN PN@
7/&& AIM TJIPM R@= AJION <I? ?MJK OC@ JG?@M AIMHRANBG@WN NK@>Db> 1@ @2
ACDN@<MANRGI?<0< NOMJIBGT Q<GD?<O@N OCDN <?QD>@ <0ERIA @@@UBMBIEGT @
7/&& RDOC 7/8& <N < OMDGDIB A<GG=<>F G@)DTECBIB @GN@ DN I@BGDBD=G@

File sizes and performance

&MIH < K@MAIMH<I>@ NO<I?KJDIO PNDIB HI?@MI AJMH<ON DN DHKJMO<IO =@><PN@ AJIO bG(@
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>JHKG®AJIOND B AJION RDOC HIM@ BGTKCN OJ NPKKIMO HPGODKG@ G<IBP<B@N JM Q<MDx<s-
=PI?G@ HAINOTG@N /PM  ?<O< NCJRN OC<O OCDN OM@I? OJR<M? G<MB@M AJIO bG@N C<N
>JIODIP@? H<FDIB JKODHDUR®DHI®@ >MDOD><G
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a I00C@ OCK@M>@IODG@  AJIObG@NR@M@ <=JPO  +")I OCDN DN MJF
NDHDG<M HD? N+" 3J OCM@@ LP<MO@MN JA R@= AJION <M@ PI?@M +" RCL
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a 4C@ O<DG @I? JA OC@ ?DNOR@MPCEHINCL@ OC K@M>@IODG@ ?@NFOJK AJIO
bG@N DI R@M@ <MJPI? +" <I? +"JIHJ=DG@ ) OC@ G<MB@NO
JAAJIONR@ N@@ <M@ NODGG DI OC@ TP @M@ TNEN\@® (M HEDIRI O
AJION D>JI AJION RDOC @H=@RE@2BMM AJION <>>D?@|0@CGEDN@MQ=PB
0<=G@N )O"N < M@HDI?@M OC<O RCDG@ HJINO AJION <M@ M@<NJI<=GT NDU@? <A
=@ }DM@H@GYT @<

4C@ O@R<T DN OC<O HINO R@=NEDENE@@GT NDU@? AJIO hG@NIBRORAMBQD<G

IPH=@M JAGMT G<MB@ AJIO bG@N JPO OC@MBOITERIMAIO OJ PN@ @Ab>D@I0 AJMH<ON <I?
0@>CIDLP@N 7/&& C@GKNENERE@UDIB 2JRI bG@ NDU@N =PO DA < AJIOTDIIC<GA < H@B<=
PI>JHKM@NN@B@/&& ><I JIGT 2J NJ HP>C 4@>CIDLP@@OIEN@OODIB D @ DI>GP?DIB

JIGT OC@ |@@?@7? BGTKCN <M@ @NN@ (@DHGAMBACANGNI@NK@>D<GGT AIM #*+ IM D>JI AJl

7CDG@ DO"N @BHIIBMDC<O OCE &K@ @ JA 7/&& RDGG C@GK HDODB<O@ OC@ K@MAJMH<I>@
DHK<>0 JA G<MB@M AJIO bG@N R@ <GNJ AJPI? OC<O NDO@N REGDHIMNERIGA BINO AJION C<
JKODHDU@U@4B@ I @<HKG@ DI JIGT <=JPO JAN@GA CINO@? AJIO M@LP@NON R@M@
7/&& Q @MNPN <=JPO JINGG 3@GA CINO@? N@OPKN C<? < GRMB@M NC<M@ JA 7/&& <N

<I7@ Q@I NJH@<RI44& <=JPO 4CDN DHKGD@N OC<REIR@&@N N@GA CINODIB
OC@DM AJION HDBCO =@ PNDIB JG?@M bG@N JM 1JO >JHKM@NNDIB 0J QB30 REGME <N =DB KI
'JIBG@ RDGG ¥ESRA®@&& DA OC@ =MIRN@M NPKKIJMON DO
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4C@ ?<0< NCJIRN DHKMBH@IOJHIM@ N@GA CINO @O BIDAHEE ]=PO OC@M@ODGG

< B<K )O"N < M@HDI?@MIDC@E@NAINDI@@? 0J =@ ?DGDB@I0J@ NEH @&

Q@MNDJIN JRM AJION <I? >JIbBPM@WIN@® 0J N@RIQ@H RDOC OC@ Content- O

Type ! NDBIDb><IO KIMODJI JA N@GA CINO@? AJIO bG@N DB? RENG MESVIOBPM@?

)% OTK@N <N H@IODJI@? RCD>C DN NJH@OCDETGIK@MA ><| bS RDOC < NDHKG@
N@@M OR@<F 4C@ BJJ? I@RN DN OC<O 7/&& *N ?JHDI<I>@ DN BMJRDIB <>MJINN OC@ =J<N
HIM@ NGJRGT DI OC@ N@GA CINO@? NKC@NEKTRAAINBBBE@NN@I>@ N@GA CINO@? N
<M@ ><O>CDIB PK =PRQDEE G<B NGDBCOGT DI O@MHN JA PNDIB OC@ JKODH<G AJMH<O

CSS techniques and font loading

#33 O@>CIDLP@N <I? AJIO GJ<?DIB <M@ RGENM@XDRIBET =@>JH@N M@ <G GERaN 2JI
>CJIN@ < AJIO DO@GG OC@ =MIRN@M CJIR NJJI OJ >JI1@>0 0OJ OC@ AJIO JMDBDI RCD>C L
bMNO <I? RC<O OJNCJR RCDG@ OCJIN@ $iG@0! IN@ DN O>0ODJI R@ GJJF <O OCIN@
H@>C<IDNHN]M@NJPM>@ preconnect preload  <I? OC@ A<? dns-prefetch OC@

1IJR NO<I?<M’ font-display K<OO@MIN OC<0O NKGDO >G@<MCEKP@ORQEDO@I? OC@
PI?7@MGTDIB JPOGDI@ AJMH<ON

Resource hints

"@><PN@ R@= AJION ><| ><PN@ QDNP<G <=IJMH<GDOD@N OCMJPBC M@P?@®& =GJ>FDIB JI
M@1?@MDIB HNDO@N PN@ M@NJPM>@ CDION OJ JKODHDU@ CJR AJION <M@ GJ<?@? 4C
NO@<?T <?JKODJI JA OC@N@ CDION RDOC NJH@ NCORS@REE =@NO KM

2025 Web Almanac by HTTP Archive 15



Part | Chapter 1 : Fonts

Link relationship usage
Web Almanac 2025: Fonts (desktop)
2022-07-01 [l 2023-07-01 [l 2024-07-01 [ 2025-07-01

20.0% 18.3%
14.6%
) 15.0% 12.0%
2
&
S 10.0%
c
8
&
5.0%
0.6%
0.0% =
preconnect dns-prefetch preload prefetch
Percentile
"A?MI 1K9?= G> DABEOLAGFK@DAHK >GJ >GFLK GF <=KCLGH KAL=K
Link relationship usage
Web Almanac 2025: Fonts (mobile)
2022-07-01 [l 2023-07-01 [l 2024-07-01 [l 2025-07-01
20.0% 17.7%
14.7%
, o0 11.7%
2
2
°  10.0%
f =
g
&
5.0%
0.6%
0.0%
preconnect dns-prefetch preload prefetch
Percentile
"A?MI 1K9?7= G> DABRLIAGFK@AM-K >GJ >GFLK GF EG:AD= KAL=K
4C@ HINO KIKPG<M CDI¢ <link rel="preconnect"> JAO@| PN@? OJ KM @@GBIKIM® <

>JII@>0DJIOJ<AJIO CINO )IOC@ ?<0< <=JPO JA?@NFOJK K<B@N DI>GP?@ <
KM@>J11@>0 CDIO QDMOP<GGT PI>C<IB@? AMJH DI <I? JAHJ=DG@ K<B@N ?JNJ
4CDN KG<O@<P NPBB@NON OC<0O KM@>JI|@20C @R IBE <GxINDNE>G D KX DI BNOIRWND) O*N
<>JHHJI O@>CIDLP@ KM@N@IO JI |@<MG® X@B@NQRCD>@NR@IN@ IIJR OC<D H<I

16 2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/fonts/link-relationship-usage-bar-desktop.png
https://almanac.httparchive.org/static/images/2025/fonts/link-relationship-usage-bar-desktop.png
https://almanac.httparchive.org/static/images/2025/fonts/link-relationship-usage-bar-mobile.png
https://almanac.httparchive.org/static/images/2025/fonts/link-relationship-usage-bar-mobile.png

Part | Chapter 1 : Fonts

K@MAIMH<I>@ >JIN>DJPN NDO@N <?? KM@>JI|@>0aA MIQNHBRIR@G®EKDN >JH JM OC@DM
JRI #$.

-@<I RCDC dns-prefetch < GDBCO@M CDIO OC<0O EBIIMBENIGE2 @1 OM@I1?DIB

?JRI R<M? )l R@ AJPI? <=JPO  JA?@NFOJK K<B@N P dns-prefetch AIM AJION
?2JRIAMIJHV DI -J=DG@ DN NDHDG<M <O ACDN ?@>G@® NEAN@ JI>@
?@@GIK@MN QB preconnect RCD>C DI>GP?@N $.3 M@NJGPODJI <N K<MO JA @NO<=GDN(
>JIl@>0DJI OC@ N@X dns-prefetch =@>JH@N G@NN |@>@NNMNDO@N OCRDIMNST

PN@ dns-prefetch C<Q@ PKBNM@? OJ PN preconnect RCD>C K@D?@N < HIM@
NP=NO<IOD<G JKODHDU<@RIPIDIB OC@ 4,3 C<ITR@RMGT

4C@ KM@GJ<? CDIO C<N N@@I < LPD@O =PO NDBIDb><IO MDN@ )| R@ AJPI? <=JPO  J
K<B@N PN <link rel="preload" as="font"> AIM <O G@<NO JI@ AJIO PK AMJH <=JPO

DI -J=DG@ NCJRN < NDHDG<M DI>M@<N@ <MJPI?  A@INIG4NDN DI?D><O@N OC<O
HIM@ NDO@MSKREB>@BOGT KM@GJ<?DIB OC@DM >MDORSE@REDCAIID@GENBMI OC@
=MJRN@M OJ TWMIDC@H OM@GJI<?DIB < AJIO ><I >PO 2JRI TGRS SRN@OC@ =MIRN@M
NO<MON A@O>CDIB OC@ AJIO <N NJJI <N DO N@@N OC@ KM@GJ<? CDIO DINO@<? JA R<D
0C@! OC@ AJIO 2@B3KNICDN O@>CIDLP@ DN @NK@>D<GGT KIKPG<M DI K@MAIMH<I>@ A
<1? DN @I>JRBI@? RC@| AJIO bG@N <M@ GIRIB@OIDIAD? &/)4 c<NC JA QDND=G@ 0@

&DI<G(prefetch ~M@H<DIN < ID>C@ OJJG )ON PN@? JI JIGT <=JPO JAK<B@N DI PK
NGDBCOGT AMIJHV @< Prefetch DN B@K@RT PN@? OJ GJ<? M@NJPM>@N OC<0O HDBCC
I@@?@7? DI OC@ |@<M ARDRNIGC @DFVIIPO@ JNKNEBI@ prefetch  PI?@M <GDBIN

RDOC DO =@BBG@M NK@>D<GDU@? CDIO AJM AJION 4C@ NH<GG PKOD>F >JPG? =@ AMJI
<KKGD><OBHE&WRIMFN JM <BBM@MIIWHDU@MN OC<O KM@A@O>C <NN@ON AJM NP=N@LI
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Median number of third-party domains by rank
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Median number of total third-party requests per
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Third-party providers per page by rank and category
Web Almanac 2025: Third Parties (desktop)

M ad analytics [l cdn [l consent-provider [l content [l customer-success
B marketing [l other social [l tag-manager [ utiity [l video
[+
o
0% 25% 50% 75% 100%

Third parties per page

"A?MA AKLJA:MLAGF G> <@ l@AM=KL ;9L="GIA=8FQ J

AC@ =<M >C<MO NCJRN OC@ H@?D<I IPH=@M JA GNP\ M Q@IVRIKEIE: 12

><0@BIMDC@ KQRMRAPN @?DODJI OCDN <I<GTNDN AJ>PN@? JI OC@ IPH=@M JA OCDM? K<MOT ?
K@M K<BIaMtF <I? ><O0@BINRC@M@<N @EEDNR@ H@<NPM@ OC@ IPH=@M JA PIDLP@ OCDM? K<\
KMOQD?@MN RCD>C M@NPGON DI GQR&NG>IB@NMC@ OJK ><O@BJIN ad DN <M@

analytics <I? cdn

68 2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/third-parties/3p-req-categories-by-rank.png
https://almanac.httparchive.org/static/images/2025/third-parties/3p-req-categories-by-rank.png

Part | Chapter 3 : Third Parties

Third party requests by content type
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Prevalence of consent signals across different ranks
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Consent standard distribution across different categories
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Distribution depth from inclusion chains
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Usage of “Al colors” over the years in Tailwind pages
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The .ai domain

Usage of the .ai domain 2022 vs 2025 by rank
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https://developers.google.com/search/docs/crawling-indexing/robots/robots_txt
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https://developers.google.com/search/docs/crawling-indexing/robots/robots_txt#:~:text=Other%20errors-,A%20robots.,treated%20as%20a%20server%20error.
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https://blogs.microsoft.com/on-the-issues/2025/01/03/the-golden-opportunity-for-american-ai/
https://blogs.microsoft.com/blog/2023/02/07/reinventing-search-with-a-new-ai-powered-microsoft-bing-and-edge-your-copilot-for-the-web/
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?DM@X@DAIM I<H@ZRBE MORI@M OC<I M@GTDIB NJG@G® WINBGARPIE * <49l

DINO<I>@ -* "JO MIN@ AMJH HI=DGEN@EM OJ H)=DG@ 'JIBG@=JO MIN@

AMJIH HJ=DG@DJ HJ=DG@<I? .PO>C AMJH HI=DG@?J HJ=DG@ OCDK®EM
4C@N@ HJI?@NO B<DIN KIBPO 5 RI@bl@H@IOJHIM@ NDO@ JRI@MN <M@ N@RGDIB O<DGJ
MPG@N RC@M@ DO H<OO@MPDRBRITANYHIOC@ NDHKGD>D@MBkBIBIOMIGN

4AC@ >JIODIP@? ?JHDI<I> * 3GJIBND?@ MDNDIB H@IODJIN JA NK( robots.txt Jl
NPBB@NONMNBHKOD> =<G<I>@ @MN<G ?DMERD@EA<DI OC@ IIMH =PO O<MB@O@? MPG@N
<??7@? RCA@M@ =PNDI@NN >JI>@MIN EPNODAT<BG@NMNIDIOE * HMEINO@IOGT

'‘JIBG@N !?N"JO DBIIM@N DO <I? IKKG@=JO A<GGN =<>F 0J 'JIBG@=JO MP' * IN =@AIM@ <
H<FDIB @KGD>DO O<MB@ODIB |@>@NN<MT DI >@MO<DI ><N@N

Al crawlers named in robots.txt

4C@ MDN@ JARGEMN C<MNIAMHE robots.txt AMJIH < @NDODJI<G N@<M>C JKODHDU<ODJI
0JJG DIOJ < =MJ<?@M H@>C<IDNH AJM H<I<BDIB >JIO@10 K@MHDNNDJ@&N) O<ME@EHBDQ
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Robots.txt Al-related user agents
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DI

a petalbot ?@NFOJK HJ=DG@ OCDKPEM R<N |JO N@B@@GI>B®? DI

a claudebot ?@NFOJK HJ=DG@ DN PK AMIJH ?@NFOX?

HJ=DG@!I 1@<MGT ?JP=GDIB

.JO<=GT ~N ?<O< DI>GP?@7? =MJ<?@M ><O@@ anthropic-ai ?@NFOJK <I?
HJ=DG@ G@KMT <I chatgpt-user ?2@NFOJK <I? HJI=DG@ G<N®@dM RCDG@ JPM
?<0< NCJRN HIM@ NK@>Db> =JO O<MB@ODIB

/OC@M @GN DI OC@ ¥RGI@M NK<>@@<€DDIFG amazonbot ?@NFOJK

HJ=DG google-extended ?@NFOJK  HJ=DG@ perplexitybot ?@NFOJK
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7CDG@IOANGG PN@M <B@I0 O<MB@ODIB C<NBRKBGEHIMENIM@<MC@ <?JKODJI JA!)
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>MRG@MN C<N =@@! A<M HJN gptbot "MO@<M ?JP=GDIB NDI>@ <GJIBND? @ =HGRNPM
<?JKODJI A petalbot claudebot <I? JOC@MN M@KM@N@ION JI@ JARIGEBBINAIANO @
robots.txt ?DM@@BDAIM I<H@? PN@M <B@ION DI M@>@IQBBANNFA < H<MBDI<G
KM@N@I>@ DI  0OJ HPGOD K@M>@10<Q@WwBJI M

4CDN NCDAO DIOMJ?P>@N I@BCGTARM@EADO@ JRI@MN )INO@<? JAJIGT <NFDIB _3CJIPG? O(
=@ DIF®? AJM N@<M>0 HPBI@ IJR <GNJ <NF _3CJPG? OCDN >JIO@IO <@ BN@? OJ OM
HJ?@GN " 4C@N@ <M@ ?DNODRODINRR@®I ?DAA@M@10 =PNDI@NN <I? @OCD><G DHKGL

robots.txt C<N =@>JH@ < ?P<G KPMKJIN@ >JIOMJG KJIDIO =<G<I>DIB QDND=DGDOT DI N@
KMJO@>0DJI <B<DINO G<MB@ N><@EDPNIB<4CEMDM@GDROEDP@INDAT <N 1) HI?@GN <I?
>MRG@MN KM3GBA@M

lIms.txt

4CC lims.txt bG@ C<N =@@| KMIKIN@? <N < |@R NO<IZHMRMAMIH<ODJI OJ C@GK ,,-N
PN@ < R@=NDO@ <O DIA@V@@5 BNEIZD JMBDN 8@hG@ >JIO<DIN < CDBCGT NDHKGDb@?
Q@MNDJI JA OC@ R@I-NIEO DI -<MRI AJMH<O RDOC < QD@R OJR<M? H<FDIB DO @<ND@!
,,-N OJ DIB@NO <I? NP=N@LP@IOGT PN@D@® B@@NKIIN@N

4CDN NO<I?<M? C<N N0 =@@I <?JKO@? RD?@GT <I? C<N =@>JH @QINTRDXOLIDMC @
=MJI<?@M 3%/ DI?PNOMT@ C<N JAO@I| NO<O@ TCR3 I, lims. txt <1?13'JJBG@
N@MQD>@ >PMM@I|OCICN@N> CIR@NC<ND<BI < G@<? lims.txt MDNDIB JKODHDNH
OC<0 OC@ AIMH<@I&@ DIOJ < M@GD<=G@ H@>C<IDNH AJM H<I<BDIB <I? JKODHDUDIB >JI(
PODGDU<ODJI ?PMDIB HJ?@G DIA@M@I>@

lIms.txt , adoption rate

2@B<M?G@NN JA RC@O:! lims.txt BMO@@N OJ =@ < Q<GD? <KKMJ<>C AJM 3%/ IM !)
JKODHDU<ODJI OC@ DIOMJ?P>0DJI JA < |@R bG@ AIMH<O <I? KMIKINDNNIREEM? GDF
DicP@I>@ CIR R@=NDO@N <M@ =PDGO <I?QREDAIMRN P1J

INKSMOJAOC@ !GH<I<> R@@DIOMJI?P>@? HIIDOJMN OJ <NNI@SI lIms.txt
<?JKODJI <>MJINN OC@ R@=

@LLHDDEKLPL GJ?
@LLHIOOOK=GMF<L9:D= ;GE ?GG?D=9ADDEKLPL ~ @LED
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Valid lims.txt
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7 @><IN@@ OC<O OC@ @Dl M@GITERIR <O ]=PO OC@N@ bBPM@N <M@ <MBP<=GT NODC
1JO0<=G@ BDQJIR I@R O(lims.txt AJMH<O DN <I? OC<0 < 0JO<G JA Q<GD? hG@N R@OM@
D?@10Db@? <>MJINN <GG HJ=DG@ NDO@N <I<GTU@?

$DBBDIB DIOJ OC@ >JIO@IO . lims.txt bG@N R@ N@@ NJH@ >GP@N <=JPO OC@ <?JKODJI JA (
NO<I?<M? NJ A4MGEFGT RC<O DN BJIDIB@IGIENEIDI OC@ APOPM@

a JA  lims.txt bG@N <M@ M@G<O@? OJ !GG DI /I@ 3%/

a JA  lims.txt bG@N <M@ M@ G3END?3%d 9

4CDN R<N BG@<T@ZT® >JHH@ION OC@N @G MDIIN@DE ?@A<PGO DI OC@ BG@N OC@
B@I@@? =PO DO NCJRN OC<O < NDBIDb><IO IPH=@M JA R@=NIL lims.txt \Bis @O C <I
KG<>@ <M@DEOC@H B@I@AM-OC@DM #-3 <?? JIB@@INDJIN 4C@M@AIM@ R@ ><I1JO =@
NPM@ OCDN DN <GBHI>DJPN <>0 JM @I?JIMN@H(¢lims.txt ~ @&O<I?<M? IJM <I|
PIDIO@IODJI<G DI>GPNDJI

3DI>@ *<IP<MT  DIO@M@NO DI OCDN @H@MBDIB NO<I?<\/P?CBIB@MIREPNO JI@ JM
ORJ @& !) >JHK<ID@N" M@>JBIDODJI 4C@ IPH=@MN RDGG =@ DIO@M@NODIB OJN@@ 1JI@0

@LLHK¥F<K ?GG?D= ;G&F&K PHDSIDDEK LPL
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Robots directives

I MJ=JON ?DM@>KQD?@N K<BF@G@IIOMIBNI CIR < NK@>Db> K<B@ENDI?@
?DNKG&? DI N@<M>C M@NPGONI TIBBANDEB@G<M API> robots. txt bG@N OC@ ORJ
N@@PDAA@M@IO KPMKIN@N

a 2J=JONAILANODIcP@I>@5,- @16/ )6, ;-:>16/

a 7C@M@ robots.txt BJQ@MIN) 2416/

&IM < ?2DM@2@IG@ <KKGD@ *RB@VHNPNO =@ <=G@ 0OJ <>>@NN OC@ K<B@@A¥ K<B@ DI
MJ=JON OSO DON @MIEHQIIM =@ N@@| IBP-@

Robots directives implementation

4C@M@ <M@ ORJ HRRIRDHKG@H@10 MI=JONaRDM@>0DQ

5NDIB < <meta name=robots> 0O<B KG<>@? RDO( <head> 'N@>0DJI JA <
R@=K<B@
5NDIB <| X-Robots-Tag (440 C@<?@M

4C@ H@OCJIPPCIIN@ ?@K@I?NJBM NK@>Db> PN@ ><N@ <N R@GG <N OC@ H@<IN <I? H@
TIPM ?DNKJIN<G

meta MJ=JON O<BN <M@ KMDH<MDGT AJM (4-, K<B@N <I? <M@ RO @DED RREKMVERR? =
@DOC@M@BGDIM OCMJIPBC <?? JIN <I? JOC@M >JHHJI R@GG NRERKINBE® ? AM

X-Robots-Tags C<Q@ < H<EIM <?Q<IO<B@ DI AC<Q@ @HKG@H@I0@? AIM JOC@M 1JI
(4-NbG@ OTK@N NP>C <N 0$&N JM ?J>PH@I1QRNN@@ODIB OC@H DN JAO@! 13O <N @<NT Ji
NDHKG@ AIM #-3 PN@MN NKTOII:GRN =@ <I JKODJI

@LLHK=N-DGH=JK ?GG?D= ;G@K&K JODAF? APAF?G:GLK E=L9 L9?
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Robots directive implementation
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"A?MJ .G:GLK <ALANAEHD=E=FLOLAGF

"T < G<MB@ H<N meta MJ=JON DN OC@ HIJNO RD?@GT PN@? H@OCJ? AJM DHKG@H@IODIB MJ=J
?DM@@DEKK@<MDIBJI  JA?@NFOJK K<B@N <I? JAHJ=DG@ KxB@N>8H@ DI
<?DNO<IO N@>JI? <O ?@NFOX? HJ=DG@

4C@ IPH=@M JA K<B@N DHKG(@ meta DDIBION DI>M@<N@? AMIFP@NFOJ?
HI=DG@@>IM?@7? @XMBITIRDIB BMIR@<MP@M@<MJ9 )I >JIOMNC X-Robots-Tag
DHKG@H@10<ODJI G@PNOPBCGT OC@ M<HE@M K<B@N <M@ @EEFOX@x< MJ=JON
?DM@@DQHK<M@7? OJ CIJH@ K<B@N RCD>C <M@

3JH@ K<B@N JI =JOC ?@NFOJK <I1? HJ€BG@@=JC meta MJ=JON <| X-Robot-Tag
DHKG@H@IO@? <O OC@ N<H@ ODH@ 4CDN bBPM@ JA DRWND=PC@ GDNHDEINDT
RD?@GT M@>JHH@I2@0BMD <N DO DI>M@<®@DCICH/SBEN[BI>JIcD>0DIB NDBI<GN
=@OR@@I| OC@ ORJH@OCJ?N JA DHKG@H@I0<ODJI

Robots directives rules

4C@ H@OCJ? JA DHKG@H@I10<ODJI DN JIGT K<MO JA OC@ KD>OPM@ RC@I| D@NJH@N OJ MJI=JC
OC@ ?DM@0PR@ARO@MHDI@ CJR OC@ K<B@ JM ?J>PH@I0 NCIPG? =@ C<I?G@?

2PG@N ><I =@ <??@7? OJ meta M@HION . X-Robots-Tag <N >JHH< N@Qke®@? Q<GP@N

&M JPM NOP?T JA ?DEIBIPGEN R@ M@GD@? JI OC@ M@I?@M@7? (4-,

@LLHK=NDGH=JK ?GG?D= ;GB@KGK JODAF? APAF2G.GLK E=L9 L9? <AIAN
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Robots directive rules
Web Almanac 2025: SEO (rendered HTML)
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noindex

max_image_preview
max_snippet [
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noarchive [
nosnippet
notranslate
noimageindex
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"A?MI .G:GLK <ALANIMD=K

follow <I? index OC@ ORJHJINO PN@? MPG@N <M@ >JIND?@M@? OC@ ?@A<PGO Q<GI
DBIIM@TXIBG@DI OC@ <=N@I|>@ JA JOC@M noindex &DF nofollow RCD>C @@ OC@
JKKINDO@ KPMKJIN@

4C@DM DI>GPNDJI H@<IN OC<0O MJ=JOI$ CIB&=B@@I? AJGGJR OC@ GDIFN AMJH DO 4C@
HJ=DG@ PN<B@ <O <I?  Alifollow <I? index M@NK@@CDEKGD@N OC@N@ ORJ O<I
<M@ @TH OJ =@ AJPI? OJB@OC@M <Ix€6@-BEKB@H@IO<MT

I KINND=G@ ><PN@ AJM OCDN CDBC IPH=@M JA < O@>CID><GGT Pll@ meta I<MT >JH=DI<OI
MJ=JON MPG@#&NON396RCD>C <KKC index,follow =T ?@A<PERNO C<N <| <KKRBI<O@

<?JKODJI ?@NFOJK <I? HI=0RE@| GJJFDIB <O CIJH@ K<B@ PN@ JA 3%/ OJIJGN KGPBDIN <
<GG D?@I0ODb@7? 3%/ OIIGN PN@? |@<MGT JA OC@ ODH@

nofollow  <I? noindex OC@ @ ORJ HJINO Pl meta MJ=JON MPG@N <M@ PN@? <O <
>JIND?@MET GJIR@M AM@INBROIB PKJI  JA?@NFOJK K<B@N <I? JAHJ=DG@ K<B@N

@LLHIOOO0O9HHIDQEE L=;@FGDG?A=K K=G
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SEO tools
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Robots directive rules by name
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MJ=JON ?DM@HNIRBB@NON<D?@2<ODIB JM Ni@HRIIPO?<O@RE@M I<H@N ??DODJI<G
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RCD>C DO DN @H=@??@7? JI 4CDN I@@?N OJ: noindex @PIJRD@31 OJ RIMF <I? DN < MPG@
RCD>C JIGT 'JIBG@ >PMM@IOGT NPKKIJMON

Indexifembedded use in iframe Content
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3@<M>C @IBDFBGEMN AJGGJIR (4-, NO<I?<M?N RC@I| K<MNDIB >JIO@IO T@ENNP@ OC@
@I>JPIO@M DN RE®ROEDI? (4-, @G@H@ION <M@ AJPI? Rl <head> TAAOC@ K<B@ 4CDN ><I|
><PN@ C <head> OJ=@ OM@<O0O@? <N DHKGD>DOGI3IGLIR@#&MI <head> @G@H@ION
<M@ OC@I DI>GP?@? RL <body> JJ@& OC@ K<B@

.@B<OBRDHK<>0ON 0J 3%/ <M@ BM@<O@NO C@OM@ RC@| DHKIMO-« title  O< ?<O< NP>C <N
canonical O<BN CM@c<IB -@0O< MJ=JON@DM@SODEM@ GJI><O0@7? =@<&l head 2 DI
@G@H@IO <N OC@DM DI>GPNL body QU@I7@EIN OC@H DI@AA@>0DQ
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Pages with invalid HTML in <head>
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Inner page hreflang  usage
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Sites with sufficient color contrast
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https://almanac.httparchive.org/static/images/2025/accessibility/user-preference-media-query.png
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https://developer.chrome.com/docs/lighthouse/accessibility/focus-traps
https://developer.chrome.com/docs/lighthouse/accessibility/focusable-controls
https://developer.chrome.com/docs/lighthouse/accessibility/logical-tab-order
https://developer.chrome.com/docs/lighthouse/accessibility/managed-focus
https://www.a11y-collective.com/blog/focus-indicator/
https://www.w3.org/WAI/WCAG21/Understanding/focus-visible.html
https://www.gov.uk/
https://tetralogical.com/blog/2025/09/23/annotating-designs-using-common-language/
https://tetralogical.com/blog/2025/09/23/annotating-designs-using-common-language/
https://github.com/github/annotation-toolkit
https://github.com/github/annotation-toolkit

Part Il Chapter 6 : Accessibility

Pages overriding focus styles
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https://almanac.httparchive.org/static/images/2025/accessibility/pages-overriding-browser-focus-styles.png
https://almanac.httparchive.org/static/images/2025/accessibility/pages-overriding-browser-focus-styles.png
https://www.w3.org/WAI/WCAG21/Understanding/focus-order.html
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https://almanac.httparchive.org/static/images/2025/accessibility/tabindex-usage.png
https://almanac.httparchive.org/static/images/2025/accessibility/tabindex-usage.png
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Audio and video
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Top 10 most common ARIA roles
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Using the presentation role
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Top 10 ARIA attributes
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Button accessible name source
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Dynamically-rendered content
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KPMKIN@N NP>C <N @IAJM>DIB OC@ PN@ JA @I>MTKO@? >JHHAIB&@QNIACOTI@GN =
update-insecure-requests ?DM@>@DK) >JIOMIGGDIB JI RCD>C K<B@N OC@ >PMM@I0 K<E
GJ<? <N < NP=M@NJIPM>@ [ frame-ancestors ?DM@DDBICDN <GGJRN R@=NDO@N 0OJ ?@A(
<B<DINO >GD>FE<>FDIB <OO<>FN

+18%

"A?MI .=DILAMF;Z9K= AF 9<GHLAGF Content-Security-Policy @=9<=JGH

4C@ <?JKODJI JA #30 >JIODIP@? DI>M®@ISNDIBG<NO ®<MOJ  OCDN T@<MI DI>M@<N@
JA>GIN@ OJ INKM@?D>0@? DI OC@ G<NO @@B0BHKIA-0CEKY <?JKODJI C<N JR
MDN@I| <@ DI?D><ODIB OC@ <?JKODJI DN NODGG NO@<?DGT MDNDIB

@LLHK=NDGHEGRADDY GJ? <&;8®, /,
@LLHBDEYSF9; @LLIDANGI? =F  K=;MJALQ ;GFL=FL K=;MJALQ HGDA:Q
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https://developer.mozilla.org/docs/Web/HTTP/CSP
https://almanac.httparchive.org/en/2024/security#content-security-policy
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Directives

"A?NE )GKL ;GEEGF <AlLAMNK MK=< AF /,

/I>@ <B<DI HINO R@=NDO@N PN@ #: upgrade-insecure-requests <I? frame-

ancestors ?DM@X@PQACQ@ M@ENOBRQ@ JA HI=DG@ NDO@N PNDIEGDOEN@@BM@=0aQ
NGDBCRGD>C ><| =@ <OOMD=PO@? OJ OC@ CDBC@M IPH=@M JA #30 C@<?@MN N><II@? 4C@
IPH=@M C<N MDN@I =<I? #30 C@<?@MN JI ?@NFOJK <I? HI=DG@ M@NK@®DQ

4C( block-all-mixed-content ?DM@x®BQD>C C<N =@@| M@K upgrade-
insecure-requests C<N >JIODIP@? OJ NGDBCOGT 7@ EN@<N@@@WIOC@ G<NO A@R
T@<MN 4CDN DN BJJ? I@RN =@><PN @@ O RM@ED=00Q

@LLHK=NDGHEGRADDY GJ? <€;8W, .=>=FF;=$=9<=JK GFL=FL /=;MJAGQA:QG;C 9DD EAFRGFL=FL
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https://almanac.httparchive.org/static/images/2025/security/csp-directives.png
https://almanac.httparchive.org/static/images/2025/security/csp-directives.png
https://developer.mozilla.org/docs/Web/HTTP/Reference/Headers/Content-Security-Policy/block-all-mixed-content

Part Il Chapter 9 : Security

Policy Desktop Mobile

upgrade-insecure-requests

block-all-mixed-content; frame-ancestors 'none’;
upgrade-insecure-requests;

require-trusted-types-for 'script’;report-uri
/checkin/_/AndroidCheckinHttp/cspreport

frame-ancestors 'self'
upgrade-insecure-requests;
frame-ancestors 'self’;
&DBPM@ -JNO KM@G@I0 #30 C@<?@MN

4C@ N<H@ C@<?@M Q<GR@NNR@RNADI OC@ OJK OCM@@ <KK@W'BIAIENAM <B<DI
4C@ OCDM? HINO >JHHJI #30 C@Q<?@ARICDNT@R JI@ Q@ME@DN >C<IB@ J>>PMN
=@><PN@ O@RNR® NJMO@? OC@ HJINO >JHHJI CBHIEAIEE@PN<B@ DINO@@NAGIK
PN<B@ @I<N®<M @ ><I N@@ < OMPNO@? OTK@N KJGD>" report-uri @RK3IDIO
M@G<ODIB OJ !I?MJD? <KK@<M <O OC@ OCDM? KG<>@

AMPNO@? OTK@N@ PN@? OJ M@NOMBHIAI@MMK<NN@? DIOJ DIE@>@JI NDIFN GDF
element.innerHTML NP>C OC<OTOG& <GGJIR KMIK@MGT OTK@? Q<GP@N OJ =@ K<NN@?
KG<DI NOMDIBN "T M@NOMD>0DIB OC@ Q<GP@N K<NN@ T RINNE@S @ [8BBFN H<I
QPGI@MDGDOD@N ><Qedd@renC@ OMPNO@? OTK@N C@ <@aMR@<IHNE@MM@ OC<I

JA OC@ HI=DG@ K<B@N?J"'O @ < ?DM@KGA<ODJI AJM OC@ CDBC PN<B@ JA OCDN NK(
#30 KIGD>T Q<GP@

)I bAOC <I? NDSOC KG<>@ R@ JI>@ <B- upgrade-insecure-requests <|? frame-

ancestors 'self' ?DM@@BFEPO OCDN ODH@RBOBN@MD>JGJI ! N@HD>JGJI DN PN@? (
N@K<@@ ?DM@OERD DA OC@M@ DN JIGT@ @@RId@-S00@ ?DN><M2BT C@<?@M
Q<GP@N <M@ OC@M@AIM@ Q<GD? #30 KIGD>D@N RDOC OC@ N<H@ @AA@>0

Keywords for  script-src

/l@ JA OC@ HINO DHKIMO<IO @WIE@=>GIPTR ? DI OC( script-src 4CMJIPBC OC@ PN@ JA
OCDN ?DM@>R@ENDO@N ><| >JIOMJIG RCD>C N>MDKON ><| MPI J| OC@DM K<B@N 4CDN ><
<O0<@MN =@><PN@ DO ><| ?DN<GGJR OC@H AMJH/MMNHME script-src C<N

@LLHK ; 2AL@M: AG LIMKL=< LQH=K <AKL KH=;
@LLHI ; 2AL@M: AG O=:9HHK=; ;KBEESJ<=> K=JAIDAR=< HGDA:Q
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https://w3c.github.io/trusted-types/dist/spec/
https://w3c.github.io/webappsec-csp/#grammardef-serialized-policy
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HPGODKG@ KJO@IRIDADTINF

"A?MI ,J=ND=F;= G> / script-src GQOGK H=IM=KL

7 @ bl? OC<O (unsafe-inline <I? unsafe-eval F@RJIJM?N <M@ PNEMWTJAO@| 4C@N@
F@'RIM?N NDBIDb><IOGT M@?P>@ OC@ N@>PMDC script-src 5HEBOTNRGGJIRKI
DIGDI@ N>MDKOS@-P@@? JM <GGJR OC@ | eval JARIS@DJI DI B«3>MDKO M@NBGI>0DQ

#IHK<M@7? GXN@EMR@ =<M@GT N@@<B@N OJ OC@ PN script-src F@RJIM?N !l
DHKJIMO<IO 1J0@ OFH3R OC<O OC@ KM unsafe-inline ?2J@N 1JO |@>@NN<MDGT H@<I
OC<O DIGDI@ N>MDKOs@>80@70)| NJH@ ><N@N <I? AJIGGIRDNK @CS@b><0DJI

unsafe-inline RDGG =@ DBIIM@? 4CDN DN AJM DINO<I>@ OC@ ><N strict- <J>@ <I?
dynamic F@RJIM?N <M@ <??@7? OJ OC@ #30 KIGD>T

@LLHBDEOFY; @LLI®ANGI? =F  K=;MJALQEQOGK >GJ K;JAHL KJ
@LLHK ; ?AL@M: AG O=:9HHK=; ;KH
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https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-request.png
https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-request.png
https://almanac.httparchive.org/en/2024/security#keywords-for-script-src
https://w3c.github.io/webappsec-csp/

Part Il Chapter 9 : Security

"A?MD ,J=MD=F;= G> / script-src G=QOGK H=J @=9<=J

7 @ <GNJ >C@>F OCQ@E@RIVIANK@M C@<?@M DINO@<? JA K@ MR&B@KGEBE30
C@<?@MN ><I =@ KM@N@IO DI JI@ M@NKI@R @@ I?DEAQ@M@ 10 @DVE =<CDYI@ BEDIDQ
?@bl@? HPGODKG @O E@MED>D@N RDGG =@ >JH=DI@? OJ >M@<0@ OQ@aXB&EID HINO M
=@ PN@POC@ =MIRN@M

7 @ N@@MI NDHDG<M ?DNOMD=PODJI >JHK<M@? OJ OC@ Q<GP@N K@M M@LP@NO DI~
HINO K<B@N JIGT PN@ JI@ #30 C@<?@M  script-src 'DIJI@ JA OC@ #30 C@<?@MN OC<O
OCBN@O H@<IDIB OC@M@ <M@ |1J script-src ?DM@x@BDQ@ HINO K<B@N

Allowed hosts

#30 DN < >JHKSI@@>PMDOT KJGD>T 0J OCIMJIPBCGT PI?@MNO<I? <I? > JMM@>0GT PN@ 7C
OC@ G@IBOC JA OC@ #30 C@<?@MN DIPN@ R@ ><IN@@ < RD?@ Q<MD@OT DI KIGD>T N

@LLHIGFL=FL K=;MJALQ HGDAEHD=K EMDLAHD= ;KH @=9<=JK
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https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-header.png
https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-header.png
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"A?NR /, @=9<=J D=F?L@

/PO JA <GG J=N@MNCE@<?@MN <M@ O@N JM G@NN DI G@IBOC 4CDN DN NGDBCOGT HIM@ OC:
T@<M RC@M@ OCDNTE®@N 3IM G@IR<IN@@ OC<O OC@M@ <M@ HIM@ GJIB@M KIGD>D@N DI

DIOC@ OCK@M>@IODG@ 4C@ ?@NFQIKB{IGENS D@NB@GM RCDG@ OC@ HI-R@@ KIGD>D@N C
BJOO@! NGDBCOGT DNEWEB@AMIB OC@ ?DAA@M@1>@ =@OR@@! OC@ KIGD>T G@IBOCN
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https://almanac.httparchive.org/static/images/2025/security/csp-header-length.png
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Part Il Chapter 9 : Security

Host Desktop Mobile
https://www.googletagmanager.com
https://fonts.gstatic.com
https://fonts.googleapis.com
https://www.google.com
https://www.google-analytics.com
https://www.youtube.com
https://*.google-analytics.com
https://*.google.com
https://connect.facebook.net
https://www.gstatic.com
&DBPM@ -JNO AM@LP@IOGT <GGJR@? (440 3 CINON DI #30 KIGD>D@N

4C@ HINO >JHHJIGT GJ<?@? (4403 JMDBDIN DI>GP?@? DI #30 C@<?@MN <M@ OCIN@ PN@"
AJION <I? JOC@M #$. M@NJIPM>@N
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Host Desktop Mobile

wss://*.hotjar.com
wss://*.intercom.io
wss://booth.karakuri.ai
wss://www.livejournal.com
wss://*.quora.com
wss://tsock.us1.twilio.com/v3/wsconnect
wss://api.smooch.io
wss://*.zopim.com
wss://*.pusher.com
wss://cable.gumroad.com

&DBPM@ -JNO AM@LP@IOGT <GGJR@? 733 CINON DI #30 KIGD>D@N

&M OC@ N@>PM@ Rl wss://  JMDBDIN R@ N@@ (J@EQE@<+MNO KINDODJI ?JP=GDIB DI
J>>PMM@I1>@N /OC@M JMDBDIN M@H<DI GJR DI J>>PMM@I>@

(JOE<M DN PN@? AJM R@=NDO@ <I<GTOD>N DI?D><ODIB < >JIODIPDIB DIO@M@NO DI <I<GTOD>

R@=NDO@N RCDG@ )IO@M>JH DN PN@? AIM >PND & N/NNEM P DMRV >IHK<ID@N @I0@MDIB
OC@N@ NO<ODNODx=NRIBDE ={4I@N@ !) >JHIBT<O DN >GJINDIB OC@ OJK OCM@@

Subresource Integrity

)IIM?@M OJ KMIO@>0 Q@ IDAMEEEI<?DIB O<HK@M@? M @IRIBMS@NN 2@ RN @ JA
3P=M@NJIPM>@ )IO@BMD@CID&® #30 <GGJRN AANE2EDMN OJ M@NOMD>0 OC@ NJPM>@N AMJH
RCD>C M@NJPM>@N <M@ GJ<?2@? S2MEROCIN@ M@NJIPM>@N >JIO<DI OC@ >JIO@I0 OC<O DN
@GK@>0@CLC@QAAGCIK@M@ JKKINDO@ ><I =@ OC@ ><N@ RC@I| AJM DINO<I>@ < #$. DN
>JHKMIHDN@? <I? <I <O@MNP>>@@?N DI >C<IBDIB < Q<GD? N>MDKO DIOJ < H<GD>DJPN JI@

“T PNDIB Ot integrity <OOMD=P(<script>  <I? <link> O<BN @@GJIJK@MN ><I
>JHHPID><0@ 0J OC@ =MIRNE@OC@2EZ<NC JA OC@ M@NIPM>@ 7C@I! GJ<?DIB OC@ NK@>DL
M@NJPM>@ OC@ =MIRN@M RDGG OC@I| >C@>F RC@OC@M OC@ C<NC JA OC@ M@NJIPM>@ >.

@LLHK=NDGHEGRADDY GJ? <€;K=3MJIALM:J=KGMBY%FL=?JALQ
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https://developer.mozilla.org/docs/Web/Security/Subresource_Integrity
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0JOC@ KM3@7? C<NC <I? DA IJO M@APNEZCPCE&DE@Q@ M@NJIPMFEVOC@MEIHB OC@
R@=NDO@ AMJH KJIO@IOD<GGT >JHKMJHDN@? >JIO@IO

23 6%

, 9?=K MKAF? /.% EG:AD=

32) DN PN@? JI <I? JA?@NFOJK <I? HI=-DG@ K<B@N M@NBIZEDLION < MDN@ =
<MJPI?  AJM =JOC IPH=@MBRI>@ G<®OMNCJIRDIB OC<O < BMJRDIB IPH=@ GAR@VN
<M@ PNDIB 32) 0J KMJO@>0 OC@DM K<B@N

"A?ME 1.% ;GND?= H=J H9?=

#IHK<M@? RDGKN@EMR@ N@ @ < ?MJK DI H@?D<I NP=M @REBI@HIDN KIB@ 5O
DN @ET OC<O OCDN ?MJK DNOBNGMB@M IPH=@M JA K<BRE@@BIBE eVR@=
<GH<I<> 4RG@M O@BMWIT

@LLHBDEYFY; @LLIDANGI? =F  K=;MJALQ KM:BGMIAFL=2JALQ
@LLHEDEYFY; @LLI@®ANGI? =F  K=;MJALQ [?

2025 Web Almanac by HTTP Archive 295


https://almanac.httparchive.org/en/2024/security#subresource-integrity
https://almanac.httparchive.org/static/images/2025/security/sri-coverage.png
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https://almanac.httparchive.org/en/2024/security#fig-25

Part Il Chapter 9 : Security

Host Desktop Mobile
www.gstatic.com
static.cloudflareinsights.com
cdnjs.cloudflare.com
cdn.userway.org
code.jquery.com
cdn.shoplineapp.com
cdn.jsdelivr.net
d3e54v103j8gbb.cloudfront.net
&DBPM@ -JNO >JHHJI CINON AMJH RCD>C 32) KMJO@>0@? N>MDKON <M@ DI>GP?@?

4C@ GDNO JA HINO >JHHJI CJNON AMJH RCD>C 32) KMJO@>0@? N>MDKON <M@ GJ<?@7? C<N M

G<MB@GT N@@@d@DH@ RDOC NJH@ @O NIMENEEBONDODJIN 4C@
cloudflareinsights M@>JM? AJM DINO<I>@ C<N DI>M@<@a)? ER M@@k@DRPOJIGT =

,DR® G<N@<MIINO JA OC@N@ @IOMD@N <M@ #$.N NCJIRDIB OC<O HINO M@NJIPM>@N GJI<?@?
KMJIO@>0@825<M@ GJI<?@7? AMJIH #3.N ACIBNNHN@IN@ =@><PN@ OC@N@ N>MDKON <M@ JAO@
PI?7@M ?DM@>0 >JIOMJIG g@CO@MM /A0O@! #$.N RDGG CINO < G<MB@ IPH=@M JA N>MDKON O
OC@! =@ DI>GPT@2HT ?@@GJIK@MN 4CDN DN <?Q<IO<B@BMR@@><PN@ OC@ GJ<? JI
OC@DM JRI iBWAIQRDGG BJ ?JRI =PO <GNJ AJM OC@ >GD@I0 =@><PN@ DO ><| ><>C@ N>MDKON
#$. DINO@<? JA GJ<?DIB OC@ N<H@ N>MDKPMF@@3INED@ OC<O DI>GP?@N DO

4C@ MDNF JA DI>GP?DIB < N>MDKO OC<O DNaNNIg? JG8MEIR0Q>JIOMJIG DN CDBC@M

OC<I RC@WP <N ?@GIK@KREZAPGG >JIOMJIG )ADERA@® JA SCOVMEG N>MDKO ?@>D?@N 0J
DI>GP?@ H<GD>DJPN >JIO@I0 J& DO NEBKMIHDN@? <I? OC@ N>MDKO DN NR<KK@? RDOC <
H<GD>DJPN JI@ RDOCJPO 3Z)D&R@®"N PN@MN RDGG =@@3FMMEB<CG®N H<GD>DJPN
>JIO@I0 ! BJJ? REOJ KMJO@>0 PN@MN <B<DINEK@C@ E®@ FT@B@N <I? OJ FIJR RDOC
>@MO<DIOT RCD>C N>MDKO DN <GGJR@? OJ MPI DN OJ PN@ 32)

Permissions Policy

4C@ @MHDNNDJIBD>TAIMH@M@KQPMIBGD>T DN < KIGD>T OC<O @I<=G@N R@=NDO@N 0OJ <GG

@LLHK=NDGHEGRADDY GJ? <€;8M®, , =JEAKKAGER®;Q
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https://developer.mozilla.org/docs/Web/HTTP/Permissions_Policy
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?DN<GGJR OC@ PN@ JA NK@>Db> A@<OPM®R-0 OCACH IRMOMIIKCII@ N@INIJMN
GOP OC@ <>>@G@MIH@O@M JM B@JGJ><ODJI Permissions-Policy M@NKJIIN@
CO<?@@DGIK@MN ><I <GGJR JM ?DN<GGJR NK@>DboL@<+BREN E<BEE 2 DON

@H=@??@7? >JIO@IO ! NK@>Db> KJGD>T AIM JI@ @H=@??@? M@NJPM>@ :allow N@O OCI
<OOMD=PO@ <iframe> @G@H@IO

+50%

"A?MI .=DILAMFZK= AF 9<GHLAGF Permissions-Policy
EG:AD=

@=9<=)68

#IHK<M@? OJ G@®EMOC@ PN@ J. Permissions-Policy

NR < M@GDDRM@<N@ JA
<GHJNO

IGOCJPBC OCDN DN < G<NB @Q:N@BNID @C@ <=NIJGPO@ K@M>@I0<B@ JA R@-

PNDI| Permissions-Policy M@H<DIRM @M NH<GG <O JIHJ=DG@ 4C@ MDN@ DI <?JKOD.
BJJ? NDBI AJM OC@ KJGD>T

@LLHBDEYSF9; @LLIDANGI? =F  K=;MJALQ H=JEAKKAGFK HGDA:Q
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https://almanac.httparchive.org/en/2024/security#permissions-policy
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Header

interest-cohort=()

accelerometer=(), autoplay=(), camera=(), encrypted-media=(), fullscreen=(),
geolocation=(), gyroscope=(), magnetometer=(), microphone=(), midi=(), payment=(),
picture-in-picture=(), publickey-credentials-get=(), screen-wake-lock=(), sync-xhr=(),
usb=()

geolocation=(),midi=(),sync-
xhr=(),microphone=(),camera=(),magnetometer=(),gyroscope=(),fullscreen=(self),payment=()

accelerometer=(), autoplay=(), camera=(), cross-origin-isolated=(), display-
capture=(self), encrypted-media=(), fullscreen=*, geolocation=(self), gyroscope=(),
keyboard-map=(), magnetometer=(), microphone=(), midi=(), payment=*, picture-in-
picture=*, publickey-credentials-get=(), screen-wake-lock=(), sync-xhr=*, usb=(), xr-
spatial-tracking=(), gamepad=(), serial=()

geolocation=(self)

accelerometer=(), camera=(), geolocation=(), gyroscope=(), magnetometer=(),
microphone=(), payment=(), usb=()

accelerometer=(self), autoplay=(self), camera=(self), encrypted-media=(self),
fullscreen=(self), geolocation=(self), gyroscope=(self), magnetometer=(self),
microphone=(self), midi=(self), payment=(self), usb=(self)

browsing-topics=()
geolocation=(), microphone=(), camera=()
geolocation=self
&DBPM@ -JNO KM@G@ Permission-Policy C@<?@MN

7C@I1 GJIFDIB <O OC@ OJK Permissions-Policy Q<GP@N R@ bl? OC<O@GBNK@®@N
IJRPN@ OC@ C@<?@M 0OJ JKO JPONLIZBE@7@<MIDIB JA #JICIMQM &, RDOC JIGT

JA  Permissions-Policy C@<?@MN >JIO<DID interest-cohort=() Q<GPO@@
<GNJN@@ OC<0 < Q<GP@ 0J JKDAIRQQRME@IN <O JI>@ =@><H@ < KIKPG<M Q<GP@ RDOC JA
Permissions-Policy C@<?@MN >JIO<DIDIB OCDN Q<GP@ @ MNPRNIG@>J OCDN DN ?P@ OJ DO
=@DIB M@KG<F@C&KD>N !0) RDOC < ?DAA@M@10 K@MHDMRDMN RIGEENGEOR M@?P>@
APMOC@M DI OC@ APURBBIGNDN-@@ODMDIB OC@N@ 0DQN>T 3<I1?=]

@LLHKJIANQKIF<:8 ;GE AFLD =F8MBH&KIDK \G;
@LLHKJIANQKIF<:8 ?GG?D= ;GE BUAR<NILAKAF? LGHA;K O=GBKIGHL8GMLBIKEDGEN
@LLHKJIANQKIF<:8 ?GG?D= ;GE :DG? MH<9L= GF HDIFKQGIFIBN.=;@FGDG?A=K
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https://privacysandbox.com/intl/en_us/proposals/floc/
https://privacysandbox.google.com/private-advertising/topics/web/controls#opt_out_as_a_developer
https://privacysandbox.google.com/blog/update-on-plans-for-privacy-sandbox-technologies
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IGG JOC@M J-@EMKGP@N DI OC@ OJK <M@ <DH@? <O M@NOMD>0DIB OC@ K@MHDNND
<I? @H=@??@7? >JIO@I0 4@@HDNNDJIBI>>T DN JKIM@A<PGO RCD>C H@<IN OC<O DI IM?@!
M@NOMD>0 OC@ PN@ JA < A@Q<ORK@DBOOSEN B@+@D @@ ? DI OMECEEEM

JA Permissions-Policy C@<?@MN JI ?7@NFOJK * IRDGC@&M? Q<GP@ T@EGIBZBOGT
BMIODIB <GG K@MHDNNDJIN OJ OC@ K<B@ <I? @H=@7??@7? >JIO@10 OC<0 ?J@N 1JO ?@bl@
KJGD>T DIl 1allow <OOMD=PO@ /I HI=DG@ R@ ?J 1JO bl? OC@ RDG?><M? Q<GP@ <O <GG

IN H@I0ODJI@? =@AIM@@DC®RNDIBO>T ><| <GNJ =@ ?@bl@' allow @ OMD=PO@ JI <I
COH <iframe> &M @HKG@ <I€<H® <GGJRDIB DON @H=@??@7? >JIIEXS>@NNOJ OC@
><H@#kI? HD>MJIKCJI@ RIPG? GJ@ GDF

<iframe  src =" https://example.com/ " allow ="camera 'self'; microphone

'self "

/POJAOC@ 0OJO<G HDGGI@NDAMI=-DG@ R@ JNRAMRO  DI>GP?@ allow

<OOMD=PO@ 4C@@VR@SHMIMN@ DI PN allow )Y@MD=PO@ ><| =@ <OOMD=PO@? OJ OC@ +
OC<l HDGGDJI HHIMEGHPABG@H@ION OC<O R@M@ ABNNMDREGODCEO DI>GP?@7? HIM@
K<B@N OC<I GENOIIN

Directive Desktop Mobile
encrypted-media
autoplay
picture-in-picture
gyroscope
accelerometer
clipboard-write
join-ad-interest-group
web-share
attribution-reporting
run-ad-auction

&DBPM@ -JNO KM@G@ allow <OOMD=PO@ ?@M@>0DQ
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JIO@M@NOMB@IOCM@ allow <OOMD=PO@ Q<GP @®< join-ad-interest-group

attribution-reporting <I? run-ad-auction CQ@ ODM@H@GT GJR <?JKODJI >JHK<M@?

0J G<N@<ND DN KINND=G@ OC<0 OU@VEEBERKEOC @NDU@RB@IC2@? OC@N@ Q<GP@N

0J OC@BMO@AMG@H@ION C<N Q®PM@AP@C<O >C<IB@ 4C@ JOC@M OJK Q@eM@N JAG<NOT
CQ@ N@@I| < H<EJM DI>M@<N@ DI DI>GF allow 'KDOMERPO@ QEBB@ RDOC <=NJGPO@
>C<IB@N PK OJ

Iframe sandbox

"T @HKGDIB OC sandbox <OOMD=PC <iframe> @G@H@IOQAT@K@MN ><I KMIJIO@>0 OC@DM
PN@MN <B<DI@B@OO<>FN DI RCD>C < M@NJIJPM>@ @! <iframe> MDMNI@DOC@M
>JHKMJHDN@? JM H<GD>DJF sandbox )<OOMD2RURGP @PGK@MN ><| NK@>DAT RCD>C
M@NOMD>0ODJIN NCJPG? =@ KPO DIOJ KG<>@ AIJM OC@ >JID@IM <iframe> DNKG<

&M E<xHKG@ OC@ AJC <iframe> RJIPG? <GGJR OC@ @H=@??@7? R@=K<B@ OJ MPI N>MDKON

<iframe src =" https://example.com/ " sandbox =" allow-

scripts " ></ iframe >

7 @N@@ OC@ PN@ JA CEDRNMP=PO@ MDN@ >JHK<M@? OJOC@ @7?DODJIAMIJH 0OJ
NCJRDIB OC<O HIM@ <I? HHM@@@IK@MN R<IO OJ KMJO@>0O OC@DM PN@MN <B<DINO KJOC
HDNPN@ @H=@??@7 >JIO@I0
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"A?ME ,J=ND=F;= G> KIAGRJLARK GF B8E3K

,DREG<N@EMR@ N@@ OC<0O JPO<A@NSR®DAN sandbox <OOMD=PO@ JIHJ=DG@

PN@ DO 0OJ <GGJR OC@ @H=@7??@7? K@ERCB®@® MWK R?DIB ( allow-scripts
?DM@X@EGGJIRDIB DI N@>JI? KG<>@ PN@? DI JIH<PDE® EEMGIK@MN PN@ OC@
allow-same-origin OJH<@ OC@ GJ<?@? M@NJPM>@N K<MO JA OC@ @H=@??@M"N JMD

Emerging security headers

)| B@I@Ne R@ N@@ < MDN@ DI HBINDDIEKRA@®PMDOT A@<OPM@N NP>C <N 4,3 (343 #30 K
32) <I? OC@ BA®E sandbox <OOMD=PO@ "@ND?@NNO@BIAIROPM@ NGE® KNDEDIE-

I@R <OO<>FN <M&D@P <I? HIM@ ?@A@IN@N <M@ =@DIB DHKG@H@|0 @ ?QadbNC@>0DJI
M@G@BRI@R $J>PH@IGD>T OC<O DN NO<MODIB OJ NCJR PK HIM@ JAO@I! DI OC@ RDG?

Document Policy

$J>PH@I0 0GD>DN < 2O >JHHPIDOT BMIPK M@KJMO G<NO PK?<O@? DI )O R<N JMDBDI
>M@<0@7? <N < M@NKJIN@ OJ KMIKIN@?@NMBDIEBNDIBIBT OC<O ?D? 1JO bO OC@
0@MHDNNDJBT HI?@G IM <??@7? 0JJ HP>GBINKG@

$J>PH@I0 0GD>T C<QBH@ <?Q<IO<B@AN M@G<O0@? H@>C<IDNH@NPENADOBIT

@LLHBDEYFY; @LLIMANGI? =F  K=;MJALQ B8k KIF<:®
@LLHIOA;? 2AL@M: AG <G;ME=FL HGDA/Q
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#30 <I? N<I?=JSDIB )O DN HIM@ BI@@MOC<@MVHDNNDJBI-T <I? C<N < ?DAA@M@I0
DIC@MDO<I>@ HJ?@G >CDG? M@ RINRMDORIF@MO<DI K<M@I0 >CIN@T KM®D>D@N DA OC@
>JHK<OD=G@ )O DN HIM@ BEHI@BD <N DO C<N ?BM@@EPLO @? 0J OC@ K@MHDNNDJIN JA <
M@NJPM>@ JI>@ DO C<N =@ @I GJ<?@? DINO@<? JA JIGT ?2@O0@MHDIDIB AMJH RCD>C JMDBDIN
=@ GJ<?@? )O DN @<SD@I¥1 OC@N<IBDIB =@><PN@ A@<OPM@N OC<0O <M@ 1JO H@!0DJI@? DI
N<I?=JSDIB <M@ =@2EF ?@A<PGO RCD>@NEB@®NT ?DAb>PGO 0J <?? |@R JI@N

Header Desktop Mobile

include-js-call-stacks-in-crash-reports
js-profiling

js-profiling; include-js-call-stacks-in-crash-
reports

force-load-at-top
no-font-display-late-swap
&DBPM@ -JNO >JHHJI ?J>PH@I10 KIGD>T C@<?@M Q<GP@N

7 @ ><IN@@ OC<0O JA OC@ $J36E&C@<?@MN DI PN@ HIM@ OC<| ORJ OCDM?N JA OC@H <M(C
0J DI>GP?@ ><GG NO<NNND@KMMON #JH=DI@? F js-profiling ?DM@®@DQ@N@ ORJ
A@<OPM@@HY K OC@ Q<NO H<EJMDOT JA >PMM@I0 PN@ ><N@N #PMM@IOGT DI OJO<G R@ b~
>JIO<DIDIB ?DAA@M@I0 BN OFRDRNOC@ME-EHIM@ ?DM@+@QI@? =PO <N JA

IJRR@ <M@ 1IB<M@ JA OC@ 0JO<G IPH=@M OC@H

7 @ >PMM@IOGT JIGT bIZR@RNO J<I? K<B@N AJM ?@NFOJK <I? HI=DG@ M@@G@>0DQ
RCD>CDN JAOC@ 0OJO<G IPH=@M JA K<B@N QDNO@ @R@30 &I0CI@ < MDN@ DI <?JKODJI
JA $J>PH@IOJED>T C@<?@MN BJIDIB AJIMR<M? <GOCJPBC APOPNI@GKK@DUPE:FGT

Attack preventions

7CDG@ OC@M@ IVM@HA@IN@N AIM R@=NDO@N DH{GEHMIRA@MN DO ><| =@
>C<GG@IBDIBAI@K <QRMQD@R JA <GG OC@ KINND=DGRUIIE @K ?) F@RODHMI RC@!I
KMJO@>ODJIN <M@ JKO DI <I? OC@M@AIMBICAERST @0 =@QAH BN@ JA <
>C<GG@I|B@@B&K@MMCI M@H<DI PK OJ NK@@? RDOC HJ?@MI <OO<>FN <I? OC@ ?@A@IN@N
@DNO 0J KMJO@>0 PN@MN <B<DINO OC@N@ <OO<>FN 4CDN N@>OI+DBDIE@NN@N RCD>C <C
H@<NPM@N <M@ DI PN@ <>MJNN OC@ R@=
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Security header adoption

' HPGODOP?@ JA KMJO@>ODJI H@>C<IDNHN ><| =@ >JIbBPM@? OCMJPBC (440 M@NKJIN@
"<SN@? JI OC@ Q<GP@N JA OC@N@ C@<?@MN OC@ =MIRN@M RDGG @IAIM>@ OC@N@ KI
N@>PMDOT H@>C<IDNHNX<ICOAMEBE R@=NDO@ =PO OC@ <=N@I>@ JA <GG N@>PMDOT
KJDIO OJ HDNNDIB PMB@I>T OJR<M?N N@>PMDOT

"A?MI <GHLAGF G> K=;MJALQ @=9<=HW=BIKAEEG:AD= H&3HAEBN

,DF@ G<KN@<MOC@M@ <M@ JIGT < A@R C@<?@MN AJM RCD>C <?JKC Feature- 1@<N@? 4C@
Policy C@<?@M DN ?@KM@>QMAA DI Permissions-Policy OC@M@AIJM@ DO”N 1J
NPMKMDN@ OC<O OC@ <?JKODJI DN ?@>GDIC Clear-Site-Data RJ? Document-
Policy-Report-Only CQ@ NP>C GJR <?JKODJI <|? M@NK@>0@@T OC<O
M@G®@DBQ<IB@N DI <?JKODIN@@H G<MB@ RCDG@ <=NJGPO@ ?DAA@M@I>@N <M@ <>Ol
H@<IN OC<O Q@@BG <?JKODJI JA N@>PMDOTI@KN@MN @ <QEMNVBODH@ RCD>C DN <
KIND@MQDBI AJM R@= N@S@MBGT J

4C@ NOMJIIB@NO MDN@MN NDI>@ OC@ Strict-Transport-Security

@LLHBDEYSFY; @LLKDANGI? =F  K=MJALQ K=;MJALQ @=9<=J 9<GHLAGF
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Content-Security-Policy <I? X-Content-Type-Options

Origin-Agent-Cluster

4C( Origin-Agent-Cluster RC@I| > IMM@>0GT N@O >JHHPID><O@N 0OJ OC@ =MIJRN@M < M@L
NC<M@ OC@ M@NJPM>@N PN@? AJM C@@CH BHENB IKINO@H KMJ>@NN RDOC ?J>PH@ION
JA OC@ N<H@ JMDBDI 4C@ =MIRWNEMIBCIIIM OC@ M@LP@NO <I? OC@ &BIAD ><I Q

PNDIB 8<3>MDKO RC@OC@M OC@ M@LP@NO R<N DI A<>0 CIIIM@?

5N<B@ M@H<DIN GJR RDOC JIGT JAHJ=DG@ NDO@N <I? ?@NFOJK NDO@N PNDIB OCDN -
?DB DIOJ RC<OITGM@& PNDIB DO AJM

Header Desktop Mobile
?1

20

&DBPM@ -JNO >JHHJI Origin-Agent-Cluster C@<?@M Q<GP@N

1=JJG@<I| DN@bl@? DI OC@ (4-, GDQDIB NO<KNMNOMDIB NO<MODIB RDOC < LP@NODJI H<MF
4CDN H@<IN OC<0 Q<@ 1 3W\?C 0 kM@@+GD? AJM OCDN PERD@MOC@ PN@ JA OC@N@ Q<GP@N
DN GDHDO@ ?1 IQ@GP@ DN OC@ JIGT Q<GD? C Origin-Agent-Cluster <|? DO"N PN@?

0J >JHHPID><0@ OC<O Q@@&R@M R<ION OJ JKO DIOJ OC@ A@<OPM@ <GG JOC@M Q<GP@N <N\
/IHI=DG@ HIM@ OC<I JAC@<?@NTZ@ C ?1 I<GP@ 5IAJMOPI<O@BTC@<?@M

Q<GP@N 1 1@Q<GP@ OC<0O RDGG =@ DBIIM@QRGCDEHAETIIR@N OJ M@LP@NO OC@ PN@ JA
?2@7?D><0@? M@NJPM>@N

Use of document.domain

"T PNDIE document.domain <?@@GJIK@M DN <=G@ 0J M@<? OC@ ?JH<DI KIMODJI JA OC@ >PMM
?J>PH@IO <N R@GG <N N@O < |@RGIHEH@M?IH<DIN JA OC@ >PMM@IO ?JH<DI <M@ <GGJR@"
<AO@M RCD>C OC@ =MJRN@M RDGG PN@ OC@ I@R ?JH<DI <N JMDBDI AJM OC@ N<H@ JMDBDI
(JR@Q@MWC@ PN@ JA OCDN KMIJK@MOT DN IR ?@KM@><O ®RQIK-NFIRNEKNIBOC@
KMIK@MOT NJJI

@LLH®@LLHO? GJ? KH=:K J>; @LED :GGD=9F
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Blink Feature Desktop Mobile

DocumentSetDomain

DocumentDomainSetWithNonDefaultPort

DocumentDomainEnabledCrossOriginAccess

DocumentDomainBlockedCrossOriginAccess
DocumentOpenAliasedOriginDocumentDomain

&DBPM@ 4C@ PN@ document.domain  =<N@? JI NK@>Db> =GDIF A@<OPM@N

7 @ N@@ OC<O G@NN OC<l JAR@=NDO@N JI ?@NFOJK <I? HI=DG@ <M@ PNDIB OC@
document.domain  N@OO@M OJ >C<IB@ OC@ JMDBDI Ja&! K@BEGNND@@N ?J NJ RDOC < 1JI
?@A<PGO KIMO 4CDN D@ OKIRDGIPQ NODGG M@KM@N@ION < A@R O@IN JA OCJIPN<I?N J
NCJIPG? PK?<O@ OC@DM >J?@

Preventing clickjacking with CSP and X-Frame-Options

IN KM@DJPNGT H@IODJI@? <#JIO@I0 3@EPNBO PO =@ @AAGRRBEDINEGD>FE<>FDIB
<O0<>FN OCMJPBC OC@ F frame-ancestors ?DM@X@BIH@ JA OC@ OJK #30 C@<?@M
Q<GP@N DI>G frame-ancestors ?DM@X®@BQO 'none’  JV 'self' Q<GP@ OC@M@=
=GJ>FDIB @H=@7?7?DIB JA OC @a@&B@&IM M@NOMD>0DIB OC@ @H=@7??DIBN OJ K<B@N JA Of
JMDBDI

11IJOC@M RKJA ?@A@I1?DIB <B<DINO >GD>FE<>FDIB <OO<>F| X-Frame-Options '@

8&/ C@<?@WN@OODIB OC@ 8&/ C@&@BMK@MN ><| >JHHPID><O@ OC<O0 < ?J>PH@I0 ><Il.
=@ @H=@??@7? DI JOC@M ?J>PH@IONIM$%IQIGT =@ @H=@??@7? DI ?2J>PH@ION JA OC@ N<
JMDBI SAMEORIGIN

@LLHKBO9KH GJ? 000 ;GEEMPALQCK DA;CB9;CAF?
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Header Desktop Mobile

SAMEORIGIN

DENY

ALLOWALL

SAMEORIGIN, SAMEORIGIN

allow-from https://s.salla.sa

&DBPM@ -JNO KM@G@ X-Frame-Options ~ C@<?@M Q<GP@N

7 @ bl? OC<O OC@M@ <M@T=>CABEN+@OR@@| OC@ ?@EHOACDN T  4CE X-
Frame-Options C@<?@M DN KMDH<MDGT PN@? OJ <GGJR N<H@ JMDBDI R@=NDO@N 0OJ @H=@
3@>JI?GT DO DN PN@? D3r@B@ AMIH @H=@7??DIB DON JRI >JIO@IO

%S<HKG@N JA JOC@M Q<GP@® RB@-N@RIPI OC@ OCDM? OJ bAOC MIR JA OC@ O<=G@ 4C@
ALLOW-FROMR<GP@ PN@? OJ =@ Q<GD? =PO DN JR ?@KM@><D@rIRR @BIIMEIC@<? JA

PNDII ALLOW-FROMI 8&/ ?@@GIK@MN NCIPG? NRDO>C ( frame-ancestors

?DM@@DQ#3UC@N@ JPO JA NK@> Q<GP@N ?J 1J0 NCJR PK JALE =@@HN®O =

2@ GIK@SWERODIB KMJO@>0DJIN C@ 2@@ It @H N@OODIB OC@ C@<?@M

Preventing attacks using Cross-Origin policies

"@><PN@ JA OC@ @H@MB@I>@ JA HD>E HND2EDEEH@RNK O (EBHRIEDRD <I7?

-@GO?JRI <I? #MJINN 3DQ@FN 83@<FN JPM N@>PMDOT K@ENK@&EKDI)B OJ PN@ <I?
@H=@??DIBN JA >MJINN JMDBDI M@NJPM>@N C<N >C<IB@? )| M@NKJIN@ OJ OC@N@ OCM@<OI
H@>C<IDNHN R@M@ >M@<0@? 0J >JIOMJIG OC@ M@I|?@MDIB JA M@NJIPM>@N J1 JOC@M R@=N
KMJO@>0 <B<DINO OC@N@ I@R OCM@<ON

-PGODKG@ I@R N@>PMDOT C@<?@MN FIJRI <N OC@ >MJINN JMDBDI KIGD>D@N R@M@ >M@<(
0JOC@N@ >C<GG@IB@N #MJINN /MDBDIG2EHIC MAN@NN /MDBDI %H=@7?? @RD>T

#%0 <I? #MINN /MDBDI /K@I@NGD>#//0 4C@N@ C@<?@MKPRNM@ H@>C<IDNHN OC<O
KMJO@>0 <B<DINO ND?@ >C<|| @GGBIRHN BB IK@MN 0J >JIOMJIG CIR OC@DM M@NJIPM>@N -
@H=@7??@7? <>MJNN ?DAA@M@ @ IMNBIBNQC<O OC@ <?JKODJI JA <GG JA OC@E&N@<?@MN F
BMJRDIB@<M <AC@NWRDOC =JOC #/20 <I? #//0 M@<>CDIR@M <?JKODJI OC@INM

@LLHBDEOFY; @LLI®ANGI? =F  K=MJALQ K=;MJALQ @=9<=J 9<GHLAGF
@LLHKH=;5BLLY;C ;GE
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"A?MI 1K9?= G>GKK +JA?AF @=9<=JKA®RN¥
Cross Origin Embedder Policy

AC@*MJINN /MDBDI %H=@?21@8M8/%0 <GGJRN <EBIJK@M 0OJ >JIbBPM@ RCD>C >MJNN
JMDBDI M@NJIPM>@N ><l =@ @H=@7??@7? JI OC@ >PMM@I10 ?J>PH@IO "T ?2@A<PGO RC@IC
<=N@IO <GG >MJINN JMDBDI M@NJPM>@N ><| =@ @H=@??@7? J| OC@ K<B@BID#ENDN OC
RC@! OC@ C@<?@M DN NE unsafe-none Q<GP@

COEP value Desktop Mobile
unsafe-none
require-corp
credentialless
&DBPM@ OM@<G@I>@ JA #/%0 C@<?@MN >JIO<DIDBI < Q<GD? Q<MD@10 JA OC@ <GGJ

#IHK<M@? OJ G®EMHINO @ GIK@MN NODGG N@O OC@ #/SHGIRRO@W @R <GG
>JIO@I0 OJ =@ @H=@??@7? JIOJ OC@ >PMM@I0 ?J>Pl unsafe-none '1QE@GP@ 7CDG@ OC@
K@M>@10<B@ JA PN@ JA OCDN Qa3P @ IDNNODBGEE DO C<N ?MIKK@RAINO NDI>@

@LLHK=NDGHEGRADDY GJ? <&;8®), $=9<=JK KK +JA?AF |E:=<<=GDA;Q
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G<N@EMCD>C ><| DI?D><0@ Q@&IR@MN <M@ NO<MODIB 0J >C<IB@ OC@DM PN@ JAOC@ C@

4C@ JOC@M Q require-corp <I? credentialless NR < HDIJM DI>M@<N@ JA <I?

M@NK@>@QT DI <?JKODJI NDI>@&ARB@TPNDI require-corp OC@ =MIJRN@M RDGG
@IAIM>@ OC<0O JIGT N<H@ JMDBDI >JIO@I10 JM >MJINN JMDBDI >JIO@I0 OC<O DN <GGJR@? OJ =
=T #/20 ><I =@ @H=@??@7? JIOJ OC@ K<B@

&JN credentialless OC@ =MIRN@M RDGG <GGJR >MJINN JM no-cors  IHRI®ON DI
M@B<M?G@NN JA #/23 KIGD>T JA OC@ >JIO@IO =PO >JJFD@N RDGG 1JO =@ <O0<>C@? OJ OC(

Cross Origin Resource Policy

2@G<O0@? OJ #/XD@I1INN /MDBDI 2@NJIPNS@>&/20 ?2J@N 1JO @IAIM>@ RCD>C >JIO@IO
><| =@ @H=@7??@? DI OC@ >PMM@I0 ?J>RBAEVMAAIM RCD>C ?J>PH@ION OC@ >PMM@I0
>JIO@IO ><I =@ <>>@NN@?

4C@ JIGT OCM@ @ KINND=G( cross-origin D same-origin <|? same-site 4C@

cross-origin Q<GP@ <GGJIJRRIXPH@IO OJ <>>@NN OC@ M@NJPM same-origin  )C@

<I? same-site Q<GP@N M@NOMD>0 RCD>C ?J>PH@ION ><| <>>@NN OC@ M@NJPM>@ OJ OC@
OC@ N<H@ JMDBDI JM NDO @ GFaBGEKENIN NCIPRZM@ 3A COGA@M@I1>@ =@OR@@I| OC@
JMDBDI N>C@H@ CJINO KIJMO <I? NBG@AVRABINPEM @ C@<?@M DN KM@N@IO M@LP@NON
RDOC <HJ?@ no-cors RDGG =@ #@330C@ =MIRN@M

CORP value Desktop Mobile
cross-origin
same-origin
same-site
&DBPM@ OM@<G@I>@ JA #/20 C@<?@M Q<GP@N

)JIHINO ><N@N OC@ C@<?@M DN PN@? OJ <GGIR} i+ @NDBOJI M@ N JBMH@A7< =DB

>C<IB@ DI OCDN IPH=@N0QRDNKKDIB HIM@ OC<l NDB®@EM<I? G<I?DIB JI

JIHI)=DG@ /I OC@ JOC@M C<I? OC@ | same-origin ~ Q<GP@ R@IO PK <MJPI?

NCJRDIB OC<@Q@@JK@MN <Q@BHOJI KMJO@>0 OC@DM M@NJIPM>@N <B<DINO >MJNN JMDBDI <>
NC<M@ JA PN same-site =~ M@H<DI@? <ISOHKO@GT OC@ N<H@ NCJRDIB < NGDBCO ?@>M@<N@
G@NN OC<| C<GA < K@M>@IO

@LLHK=N-DGHEGRADD9 GJ? <G;8®, J GKK +JA?AF8.=KBMEDA;Q
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Cross Origin Opener Policy

4C@ bl<G >MJINN JMDBDI KIGDVIENAGIBDI /K@ 1@IGD>HF//0 <GGJRN <®aEJK@M
0J >JIOMJG CJR JOC@M K<B@N ><I M@A@M@I>@ OC@DM K<B@ RC@! JK@IDIB DO OCMJPI
NP>C < window.open

4C@ ?@A<PGO Q- unsafe-none  <GGJRN OC@ #//0 KMJO@>0ODJI OJ =@ ?DN<=G@? RCD>C DI
RC<0O C<KK@IN RC@! OC@ C@<?@M DN QREIK@M - window.open 0OJ IK@I| < K<B@

RCD>C PN unsafe-none OCEr<I PN@ OC@ M@OPMI@? Q<GP@ OJ <>>@NN >@MO<DI KMJK
JK@I@? K<B@ RCD>C ><| G@<? 0J #M@NRNBDO@ ,

7C@I same-origin DN KM@N@I10 JI =JOC OC@ JK@I@M <I? JK@I@? M@NJIJPM>@ OC@ M@:
M@OPMI@ windows.open ><I=@ PN@P 6C@ JK@ HU@¥ same-origin-allow-popups

<GGJRN < ?J>PH@I0 OJ JK@I <IJOC@M ?J>Plunsafe-none = RCDG@ N@EI®MB <>>@NN OJ
<RJMFDIB M@A@M@I>@

&DI<G@&IT noopener-allow-popups H<F@N NPM@ OC@ M@AQXH® =& 0N NB=BIDQ@
AIM RC@I OC@ JK@I@? ?J>PH@IO <GNJ C<N OC@ N<H@ #//0 Q<GP@ N@O

COOP value Desktop Mobile
same-origin
unsafe-none
same-origin-allow-popups
noopener-allow-popups
&DBPM@ OM@<G@I>@ JA #//0 C@<?@MN >JIO<DIDIB < Q<GD? Q<MD<IO JA OC@ <GGJRC

A4C@ PN@ JA OC@ N same-origin Q<GP@ AJM #//0 C<N >JIODIP@? OJ MDN@ AMJH oJ

JIHJI=DG@ 4C@ noopener-allow-popups DN <@MT I@R Q<GP@ <I? R<N 1JO KNIEDN@IO T
G<N@EMACDNa@<M R@ N@@ < NH<GG NC<M@ JA <?JKO@MN PNDIB Cunsafe- GP@ 4C@ PN
none C<??@>GDI@EEBNQ@M 4C@N@ >C<IB@N M@KM@N@O@GRADODMPOC@ PN@ JA
#1/0

Cross-origin isolation

N IM?@M OJ <>>@NN >@MO<@I 'R)AINE SharedArrayBuffer JV Performance.now <

@LLHK=NDGHEGRADDY GJ? <€;8, $=9<=JK KK +JA?AF +H=FBDA;Q
@LLHEDEYFY; @LLI@ANGI? =F  K=;MJALQ GKK GJA?AF GH=F=J HGDA;Q
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NDO@ C<N GM3gN JMDBDI DNJGKIM@@EM OJ =@ >MJINN JMDBDI DNJQERAREN @<N@DJ

N@O < #/%0 . same-origin <I? #/20 JA @DOC: require-corp JV credentialless 1C@

=MIJRN@M RDGG OC@I| <GGJR <>>@NN OJ OC@N@ !0)N <B<DI 4CDN NOM@IBOC@IN OC@ KMJO(
, @<FN 4C@NMm@N 2@ GIK@MN ><| JKO DIOJ >MJINN JMDBDI DNJGXIS BB @ NDIBNOGEDDJI

KJGD>EN R@GG

Preventing attacks using Clear-Site-Data

5NDIB OC( Clear-Site-Data (440 M@NKJIN@ CQ<2@BIGIK@MN <M@ <=G@ OJ DINOMP>0 OC@
>GD@I0 OJ >G@<M =MJRNDIB ?<0< 4C@ Q<GP@ JA OC@ C@<?@M NK@>Db@N RCD>C OTK@ J\
NCJIPG? =@ >G@<M@? 4CDN ><| =@ PN@APG RC@I| < PN@M GJBN JPOQA GI@RI@=NDO@ NJ O
=@ NPM@ OQ<€PQC@I0OD><0DJI >JJFD@N <M@ HINO <NNPM@?GT >G@<M@?

)O DN ?DAb>PGO OJ @NODH<O@ C Clear-Site-Data >JIMM@>O0OGT <N DON PN@ DN PNP<GGT HJI
Q<GP<=G@ RC@I GJBBDIB JPO PNRREME@>AN@ ?J@N |JO GJB DIOJ R@=NDO@N <I? OC@M@*
><| <GNJ IJO GJB JPO 0OJ >C@>F QIRBE@N PN@ OC@ C@<?@M SMIRVRE BIB® &

HJ=DG@ CJINON PNI Clear-Site-Data C@<?@CD>CDNJIGT JAOC@ OJO<G IPH=@M JA
CINON<RE@?

Clear site data value Desktop Mobile

cache

cookies

"cache"

"storages”

cache, cookies, storage

"cache", "cookies", "storage", "executionContexts"
"cookies"

"storage”

"cache", "storage", "executionContexts"

@LLHK=NDGHEGRADD9 GJ? <6;K% 3AF<GO;JGKK+JA?AF%KGDIL=<
@LLHIOA;? ?2AL@M: AG <G;ME=FL AKGDILAGF HGDA;Q
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&DBPM@ OM@<G@I>E Clear-Site-Data C@<?@MN

/PM ?<O< NCJRN OC<O HIp@GI®@MN <OO@HKO ( Clear-Site-Data C@<?@M AIM
>G@<MDIB OC@ ><>C@ 4C@+GRCOKYE cache | AIGGIR@TBC@ RDG?><MZ>&IE * |

<I? cookies !GG Q<GP@N AMJH OC@ OJK QESIP@><N@?DIB OJ OC@ NK@>Db><ODJI 4C@
Q<GP@ JA OCDN C@<?@MIRBRQ@2®ACGVRIE>C H@- "cache" ™" <I? "cookies"

<M@ OC@ @LPDQ<G@IO Q<GD? Q<GP@N 4CDN DN >JI>@MIDIB <N OC@ OJK OCM@ @ Q<G
M@KM@N@IO JA>PMM@IO C@<?@M Q<GP@N JI HI=DG@

7 @ N@@ OC@N@ IPH=@MN EPHK@RMICACE@RRICD>C ><| @IH =8K@<DI@reC@ GJR
<?JKODJI JA OC@ C@reC@M@@NPI NH<GG IPH=@M JA CINON ><| >C<IB@Q@E@MEG<ODQ
< G<MB@ <HJPIO

Preventing attacks using <meta>

"@ND?@N =@DIB N@O QD< M@NKJIN@ C@<?@MN NJH@ JA OC@ N@>PMDOT H@>C<IDNH
>JIbBPM@? ?DM@>0GT RDOCDI OC@ COHG ?J>PH@10 OCN <meta> C@B’RB JA OC@
@<HKG@N JA OCDN Content-Security-Policy <I? OC( Referrer-Policy 4C@ PN@
JA<H@O< 0<B AJM OC@N@ H@>C<IDNHN C<N M@H<DI@? G<NE®EEI0/eMIBI@2 AMJIH

<I?<MJPI? AIJM OC@ #30 <I? 2@A@MM@NsD>T M@NK@BTAUEMT NH<GG ?@>M@<N@ D
#30 <I? Q@MT NH<GG DI>M@<N@ D! 28D%®@ MWP@R-10) JEPOHFQ @CEBIND<M

Meta tag Desktop Mobile
includes Referrer-policy
includes CSP
includes not-allowed policy
&DBPM@ 4C@ K@M>@I10<B@ JA CINON @I<=GDIB ?DAA@M@I0 KIGD>D@N PNDIB <

/OC@M N@>PMDOT H@>C<IDNHN ><I1JO =@ >JIbBPM@? OCMJF <meta> ICRBCCIJR@OE
@AMTa<M R@ N@@GHB@MN NODGG <00 @HERNDREEEN@ T MDN@ DI KIGD>D@N OC<(
1JO <GGJR@? OJ =@ >JIbBPM@? PNDIB < H@O< O<B AMJH oJ JIHI=DG@ 4C@N@ Q<G
DBIIM@THOC@ =MIRN@RN KJO@IOD@BE B&MN GRG@MWA OC@ >IJIMM@>0 C@<?@M DN
>JIbBPM@7? @ @KDIB PK RDOC JPM MB4BKEGS@ OGEDNTR@ AJPI? H@O< O<BN OC<O
DI>GP?@? ( X-Frame-Options KJGD>ICDN DN <GHINO K<B@N HIM@ @@<R&INT DN
<RIJMMTDIB OM@I?
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Web Cryptography API

4C@ @=#MTKOSBM !0) DN < §«<3>MDKO !0) OC<QIXM®N <I DIO@MA<>@ AJIM K@MAIMHDIB =<ND
>MTKOJBACD> JK@DJIIN %S<HKG@N JA NREDIKEMW @ OC@ >M@<QIMIBAMNDMN
C<NCDIB NDBIDIB >JIO@MDATDIB NDBI<OPM@N <I? JA >JPMN@ @I>MTKODJI <I? ?@>MTKODJI

Feature Desktop Mobile

CryptoGetRandomValues
SubtleCryptoDigest
CryptoAlgorithmSha256
SubtleCryptolmportKey
CryptoAlgorithmEcdh
CryptoAlgorithmSha512
CryptoAlgorithmShal
CryptoAlgorithmAesCbc
SubtleCryptoSign
SubtleCryptoEncrypt
CryptoAlgorithmHmac
&DBPM@ 4C@ PN<B@N JA A@<OPM@FIVOB@SBN 10)

4C(€ CryptoGetRandomValues  API>0ODJI M@H<DIN OC@ HIJNO RD?@GT PN@? A@<OPM@ JA OCDN
CJR@@M DO DN NODGG ?@>ERPNQIBDFPREN GRNR DN PN@ JI HI=DG@ ?MIKHIEx

OC<l OCDN@<M<I?DIB EPNO PI?7@M 4C@ JOC@M A@<OPM@N >JIODIP@ OJ MDN@ RDOC O
HINO KIKPG<M A@ SubtleCryptoDigest BMJRDIBE OJEPNO PI?@M

Bot protection services

"JON CQ@ =@@! KM@N@IO JI OC@ R@= AIM < GJIB ODH@ <I? H<GD>DJPN =JON <M@ < G<MB@ K
"@><PN@ JA OC@N@ DNNR@IRH-ONO<=@@| >M@<ODRAA@M@IIYN OJ KMIO@>0
R@=NDO@N <B<DINO =JON 4C@ PN@ JA OC@N@ KMJI?P>@NMIA0@BHMN-CGPYDISB@ TCDN

@LLHIOOOO GJ?0.3 =:JQHLG ,%
@LLHBDESF9; @LLI®ANGI? =F  K=;MJALQ O=: ;JQHLGRI 9HA
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TO<MRC@M@ R@ N@@ <EPHKAMJH OJ <?JKODJIJIHI=DG@ Q@ADN@ JA J

"A?ME 0@= 9:KGDML= <AKLJA:MLAGE SPAGE H3JINA;=K AF MK=

"A?MD 0@=DILANAKLIA:MLAGF GELELM3F K=INA;=K AF MK=

7 @ N@@ OC<O M@M@H<DIN OC@ G<MB@NO =JO KMJO@>0ODJI N@MQD>@ =PO #GJP?c<lI
-<I<B@H@I0 DN BMJRDIB HSN@EPGDC@M@=FDIB PK < G<MB@ M®NN@&M@DIA R@=NDO@N
PNDIB =JO KMJO@>0ODJI N@MQD>@N )l ><N@ OC @ N@OMZIS&DE MDP BFIN@ @
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#GJIP?c<M@ "JO -<I<B@H@IO >GJINDIB OC@ B<K#(IM@#!04

HTML sanitization

7DOC O( SetHTMLUnsafe <I? ParseHTMLUnsafe !0)N ORJ M@G@HEIM@>@I0 <??DODJIN OJ
=MIRN@MNIR@IK@MNPH®@ < ? @=GENC<?IR $/- AMIH *Q<3>MDKO

7CAI < ?@AGIK@M <OO@HKC innerHTML  OJ KG<>@ < >PNOJH (4-, >JHKJI@IO OC<O
DI>GP?@N < ?@bIDODJI AINOBBNG<PUR $/- JIOJ OC@ K<B@ AIMIKIS <template
shadowrootmode="open">...</template> OCDN RDGG 1JO RBKMN@? "T PNDIB
SetHTMLUnsafe JNV ParseHTMLUnsafe OC@ Q@GIK@M ><| @INPM@ OC<OQU® ?@>G<M
NC<?JR $/- DN KMIK@MGT DINO<IOD2O@ Z=MIRN@M

IN OC@ I<H@ DHKGD@N@E®@® DN M@NKJIND=G@ AJM H<FDIB NPM@ OC<O JIGT N<A@ Q<GP
K<NN@? 0J OC@N@BIN<AEC@M ><N@N @DEIR@M MPIN OC@ MDNF JA <GGJRDIB ?<IB@MJPI
>JIO@10 0J @17 PK JI OC@ K<B@ RCD>C ><I G@<? 0J 833 <OO<>FN

Feature Desktop Mobile

ParseHTMLUnsafe
SetHTMLUnsafe
&DBPM@ 4C@ IPH=@M JA K<B@N PNDIB (4-, N<IDODU<ODJI '0)N

3DI>@<N@EMR@ N@@ <=DB MDN@ DI OC@ PN@ JA OC@N@ !0)N /I HI=DG@ OC@ IPH=@M JA |
SetHTMLUnsafe MIJN@ AMJH OJ K<B@N <I? OC@ IPH=@ ParseHTMLUnsafe MJN@

AMJH OJ OCDN ®@<MC@ G<OO@M NODGG JIGT <>>JPION AJMRG @A &g =PO DO DN

<I DIO@M@NODIB >C<IB@ <I? BR@>O@C@ <?JKO@E@X MDNDIB DI OC@ AGGIRDIB T
(JR@Q@NDO DN ISB@>0@? OC<O OC@N@ !0)N RDGG B<DI RD?@NKOEH® +RIKODJI <I

Drivers of security mechanism adoption

4C@OME@H=@ Q<MDJIPN M@<NJIN OCQQB&@ND >CIIN@ 0OJ <?JKO HIM@NE@D>HRWNOT KM
3JH@ JA OC@ HINO 1JO@RIM@C

a -7/: )801+)4?@K@1?DIB JI OC@ M@BDJI CC@@Me@ N@>PMDOT JMD@IO@?
@?P><0DJI IM FURG@?B@ JM DI NJH@ ><N@N OC@ RDOCKOM @P=THG<

@LLHK=NDGH:@GE= ;GE :DG? F=0O AF @3 <K<
@LLHBDEYF9; @LLI®ANGI? =F  K=;MJALQ @LED K9FALARILAGF
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NOMD>0O@M N@BRdD@T C

a $+06747/1+)40C@ O@>CIJGJIBT NO<>F DI PN@ ><I DIcP@I>@ OC@ <?JKODJI JA N(
H@>C<IDNHN $@K@I?DIB JI OC@ O@>CIJGJIBT DI PN@ NJH@ N@>PMDOT A@<OF
@I<=G@7? JPO JA CERPECIPO OQ@GIH@KMB OJ OCDIF <=JPO @I<=GDIB OC@H

a | 78=4):1<AQ@MT KIKPG<M R@=NDO@® B<MB@M =P?B@ON AJMIK@4#eMDOT
=@><PN@DED HIM@GDPJ =@ OC@ O<MB@0 JA <@OK-ED JT<@BIODJI
OC@N®@ NDO@RGVM@IBOMIM@ N@>PMDOT KMJA@NNDJI<GN <I? DI NJH@ ><N(
=JPIOT CPIO@MN OJ C@GK OC@H DHKG@H@IO N@>PMDOT A@<OPM@N <I? NON
2@A@IN@N

Location of websites

4C@ GJ><ODJI RC@M@ < R@=NDO@ DN CINO @@ (DN BIONR@R ><+ 0B DHK<>0

JI OC@ <?JKODJI JA >@MO<DI N@>PMDOT A@<OPM@N 3@>ERIOINGH/IRKSEDE MIG @0

<N ?@DGIK@MN ><I1JO DHKG@H@I0 A@<OPM@RIUWAREIDROT@EDNO JM RCDSC OC@

?2J1 2O PI?@MNO<I? )l <??DODJI Blib><G K3 H@ODH@N M@LPDM@ OC@ <?JKODJI JA >@MO<L
KM>0D>@N
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"A?MI 0@= 9<GHLAGF G> $00,/ H=J ;GMFLJQ LGH 9F<:GLLGE ;GMFLJA=K :Q 9<GHLAGF

(4403 <?JKODJI C<N =@ @I DI>M@ DNB<AC@NTOM@1? OC<O GP>FDGT >JIOERE@NKCDN T
R@GG@ N@@@<?JKODJI DI OC@ OJK >JPIOMD@N >JIODIP @ 7TGIABNQ@@NGETN JA <
K@M>@I0<B@ 4C@ =JOOJH >JROIGDECIGT G<MB@M MDN@N DI (4403 <?JKODJI RDOC *<K<I 1JI
=@DIB OC@ JIGT >JPIOMT RDOC <?JKODJI PI?@M <@ 3IBTUMD @DIEB<G@NN OC<I

<?JKODJI JA (4403 <| @®OM@H@GT BJJ? M@NPGO )| OC@AIEREDIBK@>0 OC@ =JOOJH
>JPIOMD@N OJ NGJRGT ><O>C PKGRRQOE €LEIMJI JA OC@ OJK >JPIOMD@N <GOCJPBC < APGG
<?JKODJI N@ @HN @GDB| OC@ |I@<M APOPM@
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"A?MI 0@= 9<GHLAGF G> /, 9F< 4"+ H=J ;GMFLJQ LGH 9F<:GLLGE ;GMFLJA=K:Q /,
9<GHLAGF

7 @ N@@ < HIM@ Q<MD@? KD>OPM@ RC@I GJIFDIBN@HPNID P HHRESE@:IDNHN 7DOC < NH<
MDN@ DI <?JKODJI AJM HINO G@<?DIB >JPIOMD@N NJH@ JA OCR <X@EDIEDI@ RIMD@N N<
<?JKODJI JA OC@N@ KIGD>D@N 4C@ G@<?DI|BX)REDIVDIEBPNEGIE ERNDM <

LP<MO@M JA OC@ R@=NDO@N 4C@ B<K =@OR@@I #30 <I? 8&/ M@H<DIN G<MB@ <GOCJP
NGDBCNI@K>CDIB JIGT PKOJ DINO@<? BxN@EM

Technology stack

| R@=NDONGN@>PMDOT ><| Q<MT ?@K@1?DIB JI OC@ O@>CIIGJIBT £H @RAMFR-BIB S @2 &M
N@>PMDOT A@<ORGUERGO <I? DO DN DI OC@ =@NO DI@IN @N O@RB<®B@OM PN@MN

@LLHBDEYF9; @LLKDANGI? =F  K=MJALQ DG;9LAGF G> O=:KAL=
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N@>PM@? PNDIB OC@N@ PI?@MGTDIB O@=CNG 3ER@NIN@>PMDOT

Technology Security features

Content-Security-Policy Permissions-Policy
,D@*IPMI<G .
Referrer-Policy

7 @=GDPH X-Content-Type-Options X-XSS-Protection
J$<??T7 @=NDO@Strict-Transport-Security Content-Security-Policy
"PDG?@M

3DAENDJI #-3 X-Frame-Options

-D>MJINJAO

g X-Content-Type-Options
3C<M@KJDIO
,DA@M X-Content-Type-Options

&DBPM@ 3@>PMDOT A@<OPM@N@ICHE@? #-3 NTNO@HN

7 @ N@@ OC<O < IPH=@M JA =GJBBDIB R@=NDO@N <I? R@xNDB@ BRARGA@HD IK@>PMDOT
H@>C<IDNHN >JIbBPM@? <GHIJNO OCMJPBCJPO <GG JA OC@DM NTNO@ X-I RDOC (343 #30 <I?
Content-Type-Options =@DIB NJH@ JA OC@ HINO KIKPG<M JI@N

Website popularity

0JKPG<M R@=NDO@N RDOC < G<MB@ PN@BN@NAZ®IIGJI KMJIO@>0 OC@DM PN@MN 0OJ O(
=@NO JA OC@DM <=DGDEBD@G! N0 GJiE@ PN@MN <I? OC@DM OMPNO OMJO@>@DIB OC@ JAO@!
?<0< OTEOJIJM@ RCDE@@WCEB<M@ OC@ O<MB@O JA HIM@ ?DM@>0@7? <OO<>FN M@LPDM@N |
DRQ@NOH@ION DI N@>PMDIB OC@DM R@=NDO@ =PO RDGG <«@GTONERFOI@ RE/HN BEIBM <
ONP@ JAA
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"A?NE /=, MIALQ @=9<=J 9<GHLAGF :QIBERAGIAF? LG J14

7 @ bl? OC<O OC@ HINO KIKPG<M N@>PM[@& X-Frame-Options = Strict-

Transport-Security X-Content-Type-Options <I? Content-Security-Policy

<GREN Cg@ < CDBC@M <?JKODJI <HJIB HIM@ KIKPG<M R@=NDO@N JI HI=DG@ 4C@ HIJNO
<?JKO@? C@< X-Frame-Options DNPN@?Jl JAOC@ OJK ND@@NIGTJI JA

<GG NDO@N QDOD@@MIRN@N@ @ OC@ B<K =@OR@@! OC@ <?JKODJI DI HIM@ KJKPG<N)
G@NN KIKPG<M NDO@N@D+<BIS KM?@IODS<N@EM@

Website category

$@K@I1?DIB JI OC@ DI?PNIM@ DHKIMO<I>@=# <OOMD=PO@@KDB < R@=NDO@ HIM@
N@>PM@ & O0@HKO 0J @NODH<O@ OC@ @AAIJMON DI N@>PMDIB R@=NDO@N K@M DI?F
<Q@¥B@ IPH=@M JA N@>PMDOT C@KR@¥NDIEN-7CDG@ OC@ IPH=@M JA N@>PMDOT C@
?2J@N 130 |@>@NN<MDGT DI?D><0@ RC@OC@M < R@=NDO@ DN =@00@M N@>PM@? <AC
H@>C<IDNHN ><| =@ HDN>JIbBPM@QDD@KMBII? @NODH<O@ AIM O@BD@AAIMO O<F
DHKG@H@10 N@>PMDOT A@<OPM@N
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"A?MI 0@= $A\B?= FME:=J G> K=;MJALQ @=9<=JK :Q O=:KAL=;9L=?GJQ LGH 9F<:GLLGE
;9L=?GJA=K

7 @ N@@ < =DB ?DAA@M@I>@ J>>FEMB@ PH3G® JA N@>PMDOT C@<?@MMDI>@ G<NO T
3DO@N DIGRL@IF=L=M=;GEI? GEHML=JK ID=EBA;¥<O@BIMD@N PN@ NDBIDb><IOGT HIM@
N@>PMDOT C@<?@MN %NK@>D<GGT JI HJ=DG@ >GD@ION OC@ ?DAA@M@I>@ RDOC OC@N@
QDND=G@ 7CDG@ OC@N@ ORJ ><0@BIJMD@N N@@H 0J =@ JPOGIHER@E FIHE@EDBII? N@IN@
JAN@>PMDOT CARR&NOI@M DI?PNOMD@N C<N M@H<DI@? G<MB@@BWOEM@MINKH@ RDOC < Q
>C<IB@ JA<=JPO C@<?@M K@VQ@B@ JI <

4C@ ORJ G@<7?DIB DI?PNOMD@N DI O@MHN JA N@>PMDOT C@<?@MN C<KK@! OJ =@ DI?PNOMI
b@G? JA DIO@MI@O <I? >JHKPO @ MONIRHINDNOFG @ OC<O ?P@93I@U@N@E®@DOT DI

OC@N@ DI?PNOMIPG@IK@HN JA OC@N@ NDOBN® @\ I QM@KIO @10D<G MDNF <I? OC@M@AIM(
HIM@ RDGGDIB OJ PN@ >@MO<DI N@>PMDOT H@>C<IDNHN
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Malpractices on the web

#MTKOJI>PMM@I>D@N <M@ HIM@ KIKPGQ@@BMe@@| #MTKOJHDIDIB C<N =@@| < G<MB(
=PNDI@NN AJIM < IPH=@MNINKI? <@MN<MD@MN€@ @I FIJRI OJ DINO<GG >MTKOJHDI@MN <N
AIJMH JA H<GR<M@ JI QD>ODH R@@NDO@H H@XOINI OC@ PN@ JA >MTKOJHDI@MN JI OC@ F
C<N =@@! NO@<?DGT ?@>GDIDIB

"A?MJ  0@= FME:=) G> ;JQHLGEAF=JK AFIME=GB)9Q LG /=H

7 @ N@@ OC@ IPH=@M JA K<B@N RDOC >MTKOJHDI@MN ?@>M@<N@7? OJ JIGT K<B@NJ
?@>GN@I>@ G®WOM)O DN<GNJ < ?@>GDI@ NDI>@ 3@KO@H=@M @KINOGOMEED®M
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"A?NE 0@=;JQHLGEAF=JHH@X

IGOCJPBC R@ bI?@NIT GJR <=NJGPO@ IPH=@M JA >MTKOJHDI@MN JI OC@R@3IR@MNODGG O<}
OC@ NC<M@N OC<0O ?DAA@M@I0 >MTKOJHDI@MN M @<M@NE® RaH# 3 HBEE@MIMeDIPH=@M
JA K<B@N RDOC #JDIDHK C<N ?MJKK@? OJ H<O>C OC@ D@ K3¥%B@NIQRO@M@NODIB
1JO@ OJ H& DN OC@ ?DAA@M@I>@ =@OR@@! OC@ IPH=@M JA >MTKOJHDI@MN JI ?@NFOJK <I
K<B@N RDOC OC@ IPH=@M JA K<B@N JI HI=DG@ =@DIB <GHJINO ?JP=G@ OC@ IPH=@M JI ?@NI

Security misconfigurations and oversights

7CDG@ OC@M@ IW@HRMDOT H@>CBIIEN=<G@ J| OC@ R@= <I? DI =MJRN@MN DO DN QDO<G
>JIbBPM@ OC@N@ H@>C<IDNHN >JMM@K@EZD@?<NDE>JIbBPM@? N@>PMDOT H@>C<IDNHN
>M@<0@ < A<GN@ N@IN@ JA N@>QEIBIR@WWDOL@OEDIFN OC@DM PN@MN <M@ KMJO@>0@?
N@>O0DJI R@ CDBCGDBCO OC@ J>{iB & D@ JWBRADJIN OC<O ><| >JHKMJHDN@ <
R@=NDA@@>PMDOT

Unsupported policies in <meta>

7C@! >JIbBPMDIB N@>PMDOT KJGD>D@N DO DN QEGIMGBNMNET@MIGD<I? TIRI@C @
0J ?2@bl@ OC@ KIGBETKIGD>D@N ><I =@ ?@bl@? OCMJIPBC =JOC < C@<?@M <I? OC@ (4-,
<meta> O<B (JR@@Mi<I T KIGD>D@N ><IlJO =@ ?@bl@? <meta> 36@@GIK@MN

@LLHBDEYFY; @LLI®ANGI? =F  K=;MJALQ [?
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NJH@ODH@N@<FC@ HDRAAFOMTDIB OJ >JIbBPM@ OC@N@ KJIGD> <meta> :M3BBC OC@
<ITR<T 5IAJMOPI<O@GT =MJRN@MN RDGG DBIIM@ OC@N@ KIGD:® ®@®@>@DNEeTODIB DI DI
KJGD>D@N

Policy Desktop Mobile
X-Frame-Options
X-Content-Type-Options
Permissions-Policy
X-XSS-Protection
Referrer-Policy
&DBPM@ 4JK N@>PMDOT KJGD>D@NADNDBBPM@? OCI <neta>

7 @ bl? OC<O <MJPI? JAHJ=DG@ NDO@N <OO@HKO OJ N@O N@>PMDOT C@<?@MN OC
@KGD>DOGT ?J 1JO NPK <meta> I3<BN 4C@ HINO AM@LP@IOGT <OO@HKC X-? KIGD>D@N
Frame-Options X-Content-Type-Options <I? Permissions-Policy #IJHK<M@? OJ

R@ N@@ OC<0O OC@ IPH=@M JA HI=DG@ NDO@N N@OC <meta> INEHKIER=RFHFOQ@
IPH=@MNTI=HIJM@ OCx<I K<B@N NCJRDIB OC<O OC@N@ DDHNBBR® NO@GGT<>0DQ
=@DIB N@O@@GIK@MN

Unsupported CSP directives in <meta>

7CDG@ #39F =@ >JIbBPM@? <meta> O<BN <I? OCDN @@iRM C<N =@ @I JaR@MQ
JAHJ=DG@ K<B@N >@MO<DI #3DNBMBEIDQOGT ?DN<( <meta> OkB
DHKG@H@IO<ODJIN <I? RDGG =@ BBURNGEIN 4C@NQ@ @DME@>IBD-@ N@NBIB OC@
Content-Security-Policy M@NKIIN@ C@<?@M

Directive Desktop Mobile

frame-ancestors
sandbox
&DBPM@ 0@M>@I0<B@ JA #30 KIGD>D@! <meta> RDDC ?DN<GGJR@? @M @>0DQ

7 @ bl? OC<Q@M JAHI=DG@ K<B@N N@OODIB < #30 <meta> QERERI>GP?@ OC@
frame-ancestors ?DM@XDBRQ DI>GP?@ OC sandbox ?DM@x@DRIC@ G<OO@M =JDGN
?JRI 0OJ JIGT OCM@@ K<B@N JPO JA OCRBE@POBDE@N@O #IHK<M@? OJ GNO @?DODJI OC(
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HDN>JIbBRNDDJI J frame-ancestors NCJRN PKJI HIM@ K<B@N O0@Nd®BBJE@M
4CDN M@KM@N@ION < NGJR =R® @HQDRIDAIM OC@N@ OTK@N JABDNINIbBPM

COOP/COEP/CORP confusion

"@><PN@ OC@ >MJNN JMDBDI KIGE2D@N?##/40 C< Q@ <NDHDG<M I<HDIB <I? <M@

M@G<O@? DI KPMKIN@@RZ @ODH@N >JIARPHE@BIK@MN INNDBIDIB OC@ RMJIB Q<GP@N OJ
OC@N@ C@<?@MN C<N OC@ @AA@>0 OC<O OC@ =MIRN@M RDGG <KKGT OC@ ?@A<PGO KJGC
1J C@<?@M R<N NPKKGD@? <O kGONOESEINE®2?DODJI<G ?@AQ@IN@PERAQ@CIKAM

Invalid COEP value Desktop Mobile
same-origin

Cross-origin

(unsafe-none|require-corp); report-to="default'
: require-corp
&DBPM@ OM@<G@I>@ IFBID? #/%0 C@<?@M Q<GP@N

)JIOJO<G  JA OC@ J=NEPM60 C@<?@MN >JIO<DR<IED? Q<GP@ JI HI=[EA® &2

OC@N@ C@<?@MN >Jl same-origin Q<GP@ OC<O DN JIGT < Q<GD? Q<GP@ AJM OC@ #/20 IM
#//0 C@<?@MN '1JOC@M <GHJINO  >JIC cross-origin <Q<GP@ ?@NODI@? AJM OC@ #/20
C@<?@AIMOPI<O@EEI@N@ HDN>MHAPNN <GNR N¥DN@ NOHNGWEM =T <GHINO

AJIM Ot same-origin Q<GP@ DI OC@ #/%0 C@<?@M

)I <??DODJI 0J OC@N@ HDNOMBRMR@ <GNJ JENTONIING Q<GP@N RDOC NTIO<>0D><G @MMJIMN
OC<0 OC@ =MIRN@M RDGG JO =@ <=G@ 0J K<MN@ <I? Q@ @0 @AJIZ@ ROBSRGINONMEP @ AIM
OC@ C@<2@BIN@ NTIO<>0D><G @MMJMN M@KM@N@I0 < HDIJMDOT JA ><N@N

Timing-Allow-Origin Wildcards

4C( Timing-Allow-Origin 4!/ M@NKIIN@ C@<?@M <GGERWNGN@EQDAT < GDNO JA JMDBDIN

OC<0 ><| <>>@NN Q<GP@N JA <OOMD=PO@N J=0<DI@? OCNGRBRM@<APNHEB!Op OC@

II' TIJMDBDI GDNO@? DI OCDN C@<?@M ><| OCPN <>>@NN ?@0<DG@? ODH@NO<HKN M@G<OD
0J OC@ N@WIR>C <N OC@ ODH@ <O OC@ MO=M@HFODAENO<MO JA OC@ M@LP@NO <I? NO<MO

@LLHBDEOFY; @LLI®ANGI? =F  K=;MJALQ ;G=H ;GJH 9F< ;GGH ;GF>MKAGF
@LLHK=NDGHEGRADDY GJ? <6;K% , =J>GJEIF;=8 % =KGMLAEAF?
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JA OC@ M@NKJINI@DN JMDBDIN OCDN <>>@NN NCJPG? =@ ?JI@ RDOC ><M@ <N OCDN JK(
KINND=DGDOT AJM OC@ GDNS@RM@EIMNDIB@00<>FN JM JOC@M >MINN NDO@ <OO<>F
R@=NDO@

)1 <><N@ RC@I #/23 DN >JIbBPM@?T HAIOC@N@ OTK@N JA ODHDIB Q<GP@N DI>GP?DIB OC.
<=JQ@<M@ M@OPMI@? <NQ@IXME@NN JMDBDI G@<FN "T GDNODIB « Timing- 'l DI OC@
Allow-Origin C@<?@C@N@ Q<GP@N M@O<DI OC@DM JMDBDI<G Q<GP@ <I? <M@ IJ GJIE

84%

"A?MI 0@= H=FL9?= ( Timing-Allow-Origin @=9<=JK L@9KK8l LG L@= OAIL * ;9]
NoDM=

"@ND?@N M@OPMIDIB < GDNO Q& GMR@DIN @<GNJ Timing-Allowed-Origin

C@<?@M"N Q<GP@ 0OJ OC@ RE®ER * W12b><0@ OT<I®BBDI H<>>@NN OC@ ODHDIB
DIAJMH<ODJI@ bl? OC<O  JA OC@/AC@<?@MN >JIO<DI OC@ R * Q=GP® MDNDIB =
NDI>@<N@EM4CDN DI?D><0@N OT2@@a3 JK@MpEdd KMI=G@H RDO@MREEEKIDIB
bl@BKDI@? ODHDIB DIAJMH<ODDUGIDSDI

Missing suppression of server information headers

7C@1 R@=NDO@N KPSE@NGERIAIMH<ODJI <=JPO OGHDMPB*ARAM@ NP>C <NaDCAON@MQ
NK@>D@KNDJI OC@M@IT MP| < CDBC@M MDNF JA =@DIB GROB@OD2? ORGEIDOT
N><Il@MN (D?DIB OCDN DIAJMH<ODJI DN < AJIMH JANS@NMEMOGRCD>C DN < O<>0D> OC<O DN
B@1@BGT AMIRI@? PKJIl =@><PN@ DO ?J@N 1JO <??M@NNEEEDOIME QRTNO @B LIR@
=@><PN@ DO<B2 DI M@H<DIDIB PI? @M@ M@MO<DI <OO<>FN R@ DI>GP?@ <I <I<GTNDN

7 @ QMF OC@ PN@ JA C@<?@MN OC<O <M@ >JHHJIGT PN@? OJ M@KJIMO OCDN OTK@ JAL
Server  X-Server X-Backend-Server X-Powered-By  <I? X-Aspnet-Version

@LLHBDEYFY9; @LLIDANGI? =F  K=;MJALQ LAEAF? 9DDGO GJA?ARK OAD<;9]
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"A?ME ,J=ND=F;= G> @=9<=JK MK=N-LGASHEIJEILAGF 9:GML+@= K=JN

*PNO GDBEC@ K®EMN (Server C@<?@M M@H<DIN OC@ HINO RD?@GTIPNEGMB@<?@M =
H<MBDIQ@' X-Powered-By 4C@N@ C@<?@MN NCJR PK JI <I? JACINONJIOC@ R@=

&M @<>C JAOC@ C@<?@MN R@ N@@ < NGDBCO ?@>M@<N@ DINGZI@® RKJIPITRIA CINON OC@
2] "OE@>0 OC@N@ Q<GP@N OJ N@ @ H@INDBEKEB @WR@= O@>CIIGIJBD@N
<POJH<OD><GGT N@O NJH@ JA OC@N @@IBJK@WW 1@ T@@ < GJO JA DIO@M@NO DI
M@HIDIB OC@N@ C@<?@MN <N OC@ B<DIN DI O@MHN JA N@>PMDOT <M@ NH<GG
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Header value Desktop Mobile

PHP/7.4.33
PHP/7.3.33
PHP/5.3.3

PHP/5.6.40
PHP/8.0.30
PHP/7.2.34
PHP/8.2.28
PHP/8.3.13
PHP/8.1.32
PHP/8.1.27

&DBPM@ -JNO KM@G@ X-Powered-By C@<?@M Q<GP@N RDOCRKGERIMFEMNDJI

JAR@ GJJF <O OC@ HINO >JHHJI Q<GP@N Server )xOC X-Powered-By Q<GP@N R@ N@@
OC<0 0(0 C<N OC@ O@!? @8KIN@E@®D S&>@@MNDJI MPIIDIB JI OC@@NMaX#RIOD>PG<MGT DI OC
X-Powered-By C@<?@WM =JOC ?@NFOJK <I? HI=-DG@ R@ @OIC<QAIOC X-

Powered-By C@<?@MN >JI0@MDJI DIAJMH<ODJI @M3ANIGBP OC@ C@<?@M DN <POJH<OD:
M@OPMI@DE@ KG<OAIJMHN OC<O RADIIR@UD< )IO@MAER@INBED < NGDBCO ?@>M@<N(
OC@ JG? O(@NDJIN S <I? GIR@M <I? < NGDBCO DI>M@<N@ RDOSIEIE®RIDE@RCD>C DN

<| DI?D><0DJI OC<0 <O G@<NIINGH@MA <M@ PK?<ODIB@R®DM N@MQ

Missing suppression of Server-Timing header

4C( Server-Timing (440 C@<?@M DN < M@NKJIN@ C@<?@ W HDHPOO DN $MD

RCD>C ><I =@ PN@? OJ >JHHPID><@@® K@WKIMH<I>@ H@ QRIBING@EN ><I N@1? H@OMD>N
>JIO<DIDIB U@MJ IM HIM@ KMIK@MOD@N /1@ JA OC@ NK@>D dur KMJIK@MRII®N DN OC(
><| =@ PN@? OJ >JHHPID><O@ HDGGDN@>@BOHBMN OC<0 >JIO<BABU@ AN @>Db>
<>0ODJIN JI OC@ @®&MQ

@LLHIO ; ?AL@M: AG K3IMEAF?
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"A?ME 0@= MK9?= G: Server-Timing @=9<=J

41C@ K@M>@10<B@ JA CINON I server-timing C@<?@M C<N DI>M@Q@M = DI PN@
=T JQ@M < bAOC JA CINONJAC=@ @xQDNDOQ@@&=<RG@ACDN DNaxMJ NO@ @K DI>M@<N@ NDI>@
G<N@&KM

@LLHBDEYFY; @LLI®ANGI? =F  K=;MJALQ EAKKAF? KMKHGF G>KHINEAF? @=9<=J
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"A?MI 0@=D9LAMK9?= dur H&GH=JLA= Server-Timing @=9<=JK

/A OC( server-timing C@<?@MN JIOC@ R@= R@ bl? JA OQ@E30S@<N dur D
KMJIK@MIDN DN < M@GEDIMI<N@ >IJHKBGAR@EN =PO BEQOC@ NO@ @K DI>GDI@ DI
C@<?@M PR@MIOG@MC@ <=NJGPO@ IPH=@M C<N MDN@! 4CDN <GNJ H@<IN OC<O HIM@
1JO DI>GP?Gdur KMJK@MOT <I? PN@ OC@ C@<?@M AIM JOC@M KPMKJIJN@N KJINND=GT O(
OCidesc KMIK@MOT OC<O <@@IRNEIMN OJ N@O < ?@N>MDKODJI AIM >@MO<DI H@OMD>

"@><PN@ OC@ DIAIJMH<ODJI DI>GF server-timing C@<?@M ><I =@ N@NDOBNN OJ

OC@ Q<GP@N DN M@NOMD>0@? OJ OC@ N<H@ JMDBDI < Timing-Allow-Origin ?DIOC@
C@<?@NR@ 0@ NCJIRI <=J@ H<T R@=NDO@N >JIbBPI Timing-Allow-Origin RDOC

< RDG?><M? >CENIMEGIRDIB <GG JMDBDIN OJ <>>@NN OCDN K@ @IODAG@DNEHPDODQ
RDOCJPO >MJNN JMDBDI <>>@NN ODHDIB <OOS&NPS@ENRODEE>QE <BDMNO N@MQ
@KJINDIB N@IN®@Q@D®IDIB DIAJIMH<ODJI JPOND?@ JA OC@ S®MIRN@M >JI0@

Well-known URIs

7 @GG FIJRI 52)N KRD?@ < NO<I?<M?DU@? H@>C<IDNH AJM ?@NDBI<ODIB NK@>Db> GJ><C
RD?@ H@0<?<0< <I? N@MQD>@N 2B@bl@7? = < R@GG FIJRI 52) DN D?@I|ODs®2GC
>JHKJI@IO0 OC<O =@BDIN RDOC C /.well-known/ 4CDN <GGJRN >GD@I10Q@M ?DN>J

@LLHBDEYFY; @LLK®ANGI? =F  K=;MJALQ [?
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NK@>Db> M@NJPM>@N RDOCJPO |@@?DIB KMDJM FIIRS &2BEGE@H® < NDO@

security.txt

4C@ R@GG FI. security.txt bG@ DN < NO<I?<M?DU@? bG@ AIJMH<O OC<O R@=NDO@N PN@ O.
>JHHPID><0@ QP&@EDOT M@KJIMODIB DIAJMH<ODJI 7 CN<CKO@KBBI O@NO@MN

><| PN@ OCDN bG@ 0J bl? >JIO<>0 ?@@GKDEBNGIFB@N <I? JOC@M DIAJIMH<ODJI AJIM M@NKJIND:
?DN>GINPM@

"A?MI 0@= MK9?- security.txt HBGH=JLA=K

12JKODJI C<N DI>M@<N@? 0J JA?@NFOJK<I? JAHJ=DG@ R@=NDO@N =£30C PK AMJH
NCJRDIB BMJRDIB M@>JBIDODJI JA NO<I?<M?DU@? N@>PMEI>TN>GINPM@ KM

IHJIB NDO@N DHKG@H( security.txt >JI0<>0 DIAJMH<ODJI M@H<DIN | G@MGE£E K
?@NFOX? HJ=DG@ PKAMJH <I? DI M@NK@>OD@GIO@M@NODIBGT
IR ?@bl@ <l @ SKDMT ?<O@ < NDBIDb><IO EPHK AMJH AJM ?@NFOJK <I? AIM HIJ=DG@
R@=NDO@NDI OM@A@MM@? G<IBP<B@IDN N¥@HNERH@IO<ODJIN RCDG@ KIGD>T
RCD>C ?@bl@N QRED@BMOT M@KJIMODIB KMI>@?PM@N <KK@<MN DI JIGT ?@NFOJK <I?
HJ=DG@ bG@N ?JRIAMJH DI JR@MC@ <=NIJGPO@ IPH security.txt bG@N
?@bIDIB < KIGD>T C<N MIN@GCDM?N

4CDN <I<GTNDN NCJRN OC<O <O C security.txt bG@N <M@ 1JO APGGT Q<GD? =@><PN@
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DI>GP?DIB $KDMT ?<0@ <GJIB RDOC >JIO<>0 DIAJIMH<ODJI DN M@LPDEEE? <N NODKPG<C

change-password

4AC(C change-password R@GG FIJR 5PN < 7 # NK@>Db><OBAGMMIH  RCD>C C<N 1JO
=@@| PK?<O0@? NDI>@ 4C@ KPMKIN@ JA OC@ 52) DBO/@M RSENNIPNG@ @N OJ LPD>FGT bl
OC@ >IMM@>0 GJ><0ODJI <O REDBEIOC@DM K<NNRIM?N AJM OC@ NK@>Db> NDO@

"A?ME 0@= MK9?= G> L@= ;@9F?=HOKRDGFGOF =F<HGAFL

7 @ N@@g HDIJIM MDN@ OJ DI ?7@NFOJK NDO@N PK AMJH <I? 13 >C<IB@ AJM OC@
HJ=DG@ @I?KJIDION RCD>C M@H<DI <O 4CDN NGJR <?JKEKEBN @0 @EAK@>D<GGT
O<FDIB DIOJ <>>JPIO OC<0 1JO <GG R@=NDO@N M@LPDM@ <POC@I|0D><ODJI H@>C<IDNH

Detecting status code reliability

4C@IK@>Db><0ORMAO 0J >C@>F JI OC@ M@ GD<=DG DA THONENNDTENO<OPN >J?@
<GNJ M@H<DIN PI>C<IB@? NDI>@ 4C@ KPMKIN@ JA OCDN NK@>Db> R@GG FIJRI @I?KJI
NCJIPG? @NMS@NO <I? OCPN OC@ M@NKJIN@ NO<OPNG@ G- @GAPEIGEPNA <

M@?DM@>0 J>>PMN <AO@M RCD>C OC@ NDO@ M@NKJI?N RDOC <I JF NO<OPN OCDN RJF
DI>JMM@>0 60D4

@LLHO00J>; =<ALGJ? J>; J>; LPL
@LLHK ; 2AL@M: AG O=:9HHK=; ;@9F?= HOIKKIDEKHGFK= ; G=DA9:ATLED
@LLHK=L;@ KHB@9LO? GJ? GC KLILMK
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"A?MR 0@= <AKLJA:MLAGF G> HKIUIUMK<KQJ .well-known =F<HGAFL LG 9KK=KK KL9LMK
;G<=3DA9:ADALQ

7 @ bl? NDHDG<M M@NPSON<3 ~N @?DODJIJA O@@ GH<I<> (JR@@NDC@

IPH=@M JA A<PGOT JF NO<OPN M@NKJIN@N C<NABMBRI DEDBEMTIOC ?@NFOJIK

<I? H=DG@ K<B@N OJ <I? M@NK@®DQ=""@GIK@MN NCIPG? >JIODIR@ Q@J@&BM
<KKGD><ODJI PN@ OC@ >IMM@>0 NO<OPN >J?@N OJ M@NKJI? OJ DI>JHQIBM@LP@NON DI JM?
OC@N@ NO<OPN >J?@N AMJH GIJNDIB H@<IDIB

Sensitive endpoints in robots.txt

&DI<GERI@ >C@>F RC@OC@MM @IRRIMON <M@ ?DN<GGIR@? OJ-@RERN@rGC@

R@GG FIJF robots.txt bG@ "T>C@>FDIB OC@ ?DN<GGJR@? @I?KJIDION DOICIIMDC@ <OO<>F
bl? K<B@N 0J O<MB@@@4BEDBAT?@NFOJK NDO@N <I?  JAHIJI=DG@N NDO@N CINO@? <

robots.txt bG@ RCD>@WWINDHD&M@KM"N @?DODJI JASTEHZI<>

@LLHBDEOFY; @LLI®ANGI? =F  K=MJALQ ;@9F?= HOKKOGJ
@LLHBDEOFY; @LLIBANGI? =F  K=MJALQ ;@9F?= HOKKOGJ
@LLHBDEYFY; @LLMDANGI? =F  K=MJALQ K=FKAERNHGAFLKGBIKLPL
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"A?NME 0@= H=FL9?= G> KAL=K AF;DM<AF? KH=;A[=< =F<I robots.txt @=AJ

IGNJ OC@ >JIO@ION JA OCIN@ bG@NMEGHMHBEEMG<MB@NO DI>M@<N@ DN M@>IM?@7? AJI
auth @I?KIDIO RDOC AIJM ?@NFOJK NDO@N RCDG@ OC@ G<MB@NO ?@>M@<N@ R<N
login  @I?KJDIO RDOC  AIJM ?@NFOJK NDO@N

Conclusion

4CDN N@>PMDOT >C<KO@M N@IBMEIRDODQC@ <?JKODJI JA R@= N@>PMDOT KJGD>D@N
M@<>CDIB l@<M <?JKOD@@®GG <I? K@M >JPIOMT HQ OMMENWCTIP@MT TNDHR
OJR<M?N OC@ BJ<G JAXVNBR PN@ JA (44@BNKBMJIRDIB <?JKODJI JAHHI?@MI

N@>PMDOT KJGD>D@N <DHDIB OJ =@00@M KMJO@>0 PN@MN <B<DII Content- 1l <OO<>FN
Security-Policy RCD>C R<I DI>M@<N@ DI PN@™ <I? OC( Permissions-Policy

RCD>C R<N PN@? HIM@ OC<I@<ND@ <GNJN@@ |@R@M KE>OCHENFBRaIGD>T
<KK@<M DI OC@ RDG? NCJRDIB)GIK@M® <M@GFBDRFDIB JI <?JKODJI JA I@R N@>PMDOT
A@<OPM@N

$@NKDO@ OC@N@ KNt @IK@MN HPNO M@H<DI QDBOIB#4BRE @CE@N @ N@>PMDOT
H@>C<IDNHN $P@ OJ OC@ BMJIRDEDIHELQ@C @ H3xDG<=G@ N@>PMDOT H@>C<IDNHN R(
N|R BMJROC DI OC@ IPH=@M JA HDNEDUBPM OC@ R@@& MROC<O JAK<B@N

>JIbBPM@ N@>PMDOT KJGD <meta> (BC@<B RCDG@ OCDN DN 1JO NPKKSMIrR®@MN
11IJOC@M KMJ=G@H DN OC@ >JIAPNDJI =@OR@@| M@G<O@? KMJO@>0ODJIN JA Q<GP@N
C@<?@M <R@EDI? Q<GP@N OC<0 <M@ JIGT Q<GD? DI OC@ M@G<O@?#/@0<BNF/0 C@<?@!
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J=N@@Q: AIMH JA@@ K@M A<ODBP@ RC@M@ OC@ G@<NO NOMD>0 Q<GP@ JA < KMIO@>O0D.
IM?2@M 0J EP@KGI@I0 HIM@ H<I<B@<=G@QMBEKE @I0D<G KMI=G@HN NP>C <N OC@
RDG?><M? Q<GP@ Timing-Allow-Origin C@<?@M NCJRDIB RE@MJ JA OC@N@

C@<?@MN ,P>E@EGIK@MN ><| @<NDGT HDODB<O@ OC@NEVERNR@NAIS@@C@

KMJI=G@HN

.@R <00<>FN DI OC@ APOPN@RBET @M ? @NDBRIAEM@ KMIO@>0DJI H@>C<IDNHN

0J ®@K PN@MN N<A@ RINIGERI'M@RAN RDGB 03 AJ>PN JI M@?P>DIB SIMKG@ OC@N@

@R H@>C<IDNHN QD2 ?@GJIK@M >JIAPNDJI =PO RCDG@ OC@ <?JKODJI JA I@R N@>PMDOT A(
O<@N ODH@ R@ N@@GM@RIITD>D@N =@DREKKD>B@O00DIB HIM@ <? A DDHE@
OC@M@M@<ODIB < HIM@ N@>PM@AN@@AIM @

Authors

6DF &1?7@MGDI?@]
X QDFQ<I?@MGDI?@D QDFQ<I?@MGDI?BlIQDFQ<I?@MGDI?@®ICOOKINDFQ<I?@MGDI?@! =@

6DF &1?7@MGDI?@I DN < 0C$ ><I?D?<0@ DI #JHKPO@M 3$DECND <@DC@
2@N@<M>C 'MJIRR +5 @P@! (DN M@N@<M>C AJ>PN@N JI R@= <I? I@ORJIMF
N@>PMBODH<MDGT AJ>PNDIB JI ODHDIB G@<FN DI R@= <KKGD><ODJIN <I? KMJOJ>J

'@MOE<MIF @I
X *&2; O +&2 M B@MOE<IR®I & COOKBEA®

'@MOE<MIF @I DN < KINO?XGIM@N@<M>C@MIEDOMO@D 2@N@<M>C 'MIPK

<0 +5 @P@I| (DN M@N@<M>C NK<IN Q<MDJPN <NK@>ON JA R@= N@BRNMDOT <I? KML
< KMDH<MT AJ>PN JI OC@ <POJH<O@? <I<GTNDN JA =MIRN@M N@>PMDOT KJGD>D(
OCDN M@N@<M>C C@ H<DIO<DIN OC@ JK@B(}8PMI& KDIIDIODIB =PB

GDAGG®N

@LLHKAKLJAF=L ;K CNID=MN
@LLHKAKLIAF=L ;K CAfD=MN
@LLHRAL@M: ;GE AKLJA*=L M?$G?
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Part Il Chapter 10

Capabilities

Written by Alba Sihente Ruentes

.=NA=0=< :1QPAE /9DFBIOF<0@GE9K /L=AF=J
FODQR=< IQL=DABF;GOF<0@GE9K /L=AF=]
I<AL=<:(®JJQ GDB9J

Introduction

4)?<T"N R@==MIJRN@MN JAA@M < M@ @MREE QM @AIM@ 4@ |JO GDHDO@? OJ
OC@ =<ND> ><K<=DGDOD@N JA OC@ =MJ3INO MTON@GA GCIRGENEB@<OPM@N <I? OC@
JK@4ODIB NTNO@H JI RCD*MeC@

4C@N@ ><K<=DGDOD@NGME £=C@ QD< R@= KG<OAJMH !0)N DI>GP?DIB R@GG @NO<=GI
NP>C #GDK=J<MZ&DG@ 3TNGB @MQD>@E@M <N R@GG <N |I@R JI@N BKQG® D I10<G
KC<N@ OCEECRC@ KIO@IOBAOMEMC@ >M@<0DJI JA R@= <KKN

)JIOC@ <B@ JA!) =MIRN@MN ><I1JO <AAIM? OJ =@ G@AMPN@ERIHIT@ NPNO<DI<=G@
<>>@NND=G@ !) !0)N AJM <GG DI IM?@UINJ@@BBVMN@ JA!) #JINGR@@OE3 ?DN>PNN
OC@ DIDOD<G PN@ JA OC@N@ I@R #CMIH@ <I? %?B@ NK@>Db> !0)N DI OC@ #<K<=DGDO
T@<M

@LLHK=NDGHEGRADDY GJ? <6;K® DAH:G9%8 %
@LLHK=NDGHEGRADDY GJ? <6;K% "AD=8/QKL=E8 ,%
@LLHK=NDGHEGRADDY GJ? <6;K® /=INA;=83GJEI8 %
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Methodology

4CDN >C<KG@HMI KRRIPNGMN PN@? OC@ (440 @H@PEGD> ?<O<N@O JA HDGGDJIN JA K<B@N
4C@N@ K<B@N R@M@*N-EMULT ?@NFOJK <I? HI=DG@ NDI>@ NJ@&@ DRO@ENMNOMQ
>JIO@I0 =<N@? JI RC<QC>@ DN M@LP@NODIB OC@ K<B@

How does the HTTP Archive detect capabilities?

4C@ (440 'M>CHD>RG@M K<MN@N OC@ NIPM>@ >J?@ AJM <GG JA OC@N@ K<B@N 0J ?@0@WV
I0)N R@M@ KJIO@IOD<GGT PN@? Jl OC@ K<B@ NRMI@BI NI BP GEM@<N
/navigator\.share\s*\(/g

4C@ RERDO RIMFN ><| ><PN@ NJH@ KMJ=G@HN RC@I| DO >JH@N 0OJ ?@D@>0DIB OCDIBN DO H<
PI7@MM@KJIMO NJH@ !0)N PN@?GR@®O &0 >J?@ D@GIONG?P@ OJ HDIDb><ODJI AJM

@<HKG@ RC@OBEB<OJIM R<N HDIDt n)JMIDO HIQ@MM@KJIMO J>>PMM@I>@N JA 10)N =@><PN@
DO 2J@®IMPI >J?@ OJ N@@ DA <I!0) DN <>OP<GGT PN@?

%@ RDOC OC@N@ GDHDO<ODJIN <N DI JOC@M @?DREINCIRGZNNDGCEKI@EIBE@ OJ C<
A<DMGT BIJ@MQD@R JA RC<O ><K<=DGDOD@N <M@ PN@?TNOC@ R@= IJR<?<

%DBCOT NDS 0JO<G SKAERSNEIIB AJM NPKKIMO@? >SOND GIUDRNIMDNE bGaN@?
JI OC@PBP 10) <0< KMIJE@>0 0J N@ @{OGAOD N PN@?

Project Fugu

"@AIM@ R@@D®J OC@ ?<0< R@ RAPGEEMENN JROBOP?@ OJ OMABR>O8INN
>JHK<IT DIDOD@EIH@? <O GIBA@@<OPM@ K<MDOT =@OR@@! R@= <I? HI=DG@ ?@NFOJK
<KKGD><ODJIN

4C<IFN OJ OCDN DIEDB@DBE =@1@b0O AMIHM&<OPM@N OC<0O =@GJIB OJ <KKGD><ODJIN JIGT =
@KINDIB KG<OAIJMH NK@>Db> ><K<=DGDOD@N 0J OC@ R@=

)JA TP RIPG? @PJ FIJR RCD>C !0)N <SK@N&? DI OCDNSO XK@ @<N@ QDNDO OC@ #CMIH@
$@@GIK@MN =GJIB OJ bl? JPO HIM@ #<KREDGO@D@N OMIE@>0

@LLHRAL@M: ;GE $00} ;@ ANMKLGE E=LJAK :DG: E9AF <AKL >M?M 9HAK BK
@LLHRAL@M: ;GE LGBIEM?M 9HA <9L9
@LLHK=NDGH:@GE= ;GE <G:K ;9H9:ADALA=K
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Top 7 most used features

4C@ AJGGJRDIB N@>0ODJI CDBCGERCONQREEG T PN@? R@= KG<OAIMH ><K<@*GDOD@I
DIOC@ ?<O<N@O 4C@N@ A@<OPM@N M@KM@N@IO < HDS JA GJIB @NO<=GDNC@? !0)
<??DODJIN OCDTCAQ<>C@7? =MI=DEIMG <?JKODJI 4CQIBANM@ <>MINN =JOC HI=DG@ <I?
?@NFOJK K<B@N M@c@>0ON RC@M@ OC@ R@= KG<OAIJMH DN HINO >JHH3IGT M@GD@7? P
KMOD?@N < PN@APG =<N@GDI@ AIM PI?@MNO<I?DIB RQE>€a@=@DGIPCRADIGG
=PDG?DIB =GJ>FN AJM HJ?@MI R@= <KKGD><ODJIN

Compression Streams API

4C@IHKM@NNDJI 3S0M@<HN@}FIRN R@= <KKN OJ >JHKM@NN <I? ?@>JHKM@NN ?<O< PNDI
RD?@GT NPKKIMO@7? AJ@HIONTEBCc<O@ <I? <N JAM@>@I0 <GNJ "MJOGD ?DM@>0GT D
=MIRN@MDN @I<=G@N HIM@ @ANAG@VOCN\NEIM JA G<MB@ ?<O< RDOCJPO M@GTDIB JI
N@ @M ND?@ KMJ>@NNDIB

$<O< DN KMJ>@NN CompressionStream  <I? DecompressionStream J=E@>0ON RCD>C
DIO@8M@ RDOC OCENREI@<HDIB !0) ReadableStream WritableStream

const text = "Hello Web Almanac 2025!" ;
const stream = new Blob ([text]). stream ();
const compressed = stream. pipeThrough (new

CompressionStream  ( "gzip" ));
const decompressed = compressed. pipeThrough (new
DecompressionStream  ("gzip" ));

const result = await new Response (decompressed). text ();

console. log (result); /I "Hello Web Almanac 2025!"

3DI>@ -9 OCDNA@<OPM@ RIMFN <>MJINN OQ@>@MNOAN/IIEMEBMIQIIN )O”N
<Q<DG<=G@ DI #CMJIHDPH =<N@? =MJRN@MN 3<A<iRD &RROM@ARIMF JI IGQOMIE®
JM JOC@M =MIJRN@MN

@LLHK=NDGHEGRADDY GJ? <6;K% GEHJ=KKAGF8RHKS ,%
@LLHB=: <=NKL39EK
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"A?NE GEHXKKAGFHREK ,% MK97?=

12JKODJI JA OC@ #IJHKM@NNDJI 30OM@<HN !0) BM@R NC<MKGT =@OR@@! <I? =@>JHDIB
OC@ HINO RD?@GT PN@? !0) DI QA@MD<FDIB #GDK=J<M? RCD>C C<? =@@I DI OC@ G@<? AJM
OCM@@<MN

/IHJ=DG@ PN<B@ EPHK@? AMJH 0OJ <1? JI ?@NFOJK AMJH  0OJ 4CDN NO@@K
MDN@ <GDBIN RDOC OC@ !0)RI@@&BDIBPKKIMO@? <>MJINN <GG H{HINM@ BBIMINORJ
T@<MN M@BIB < O@>CID><GaHG HF G@OOQIBRIR@MN ?NpH3*MDKO KIGTbGGN <I? M@GT JI
1<OD@ BUDK ?@c<O0O@ >JHKM@NNDJI

4C@ !'0) DN K<MOD>PG<MGT <KK@<GDIAIKMKBD=<<Q@3IN RC@M@ NOM@<HDIB @Ab>D@I>T

H<OO@MN RCEXG<®IN DON NOMJIB <?JK@DJI >PMQ

Clipboard API

4C@GDK=J<M? IOKM@®D?@N <NTI>CMJIIJPN M@<? <I? RMDO@ <>>@NN 0J OC@ NTNO@H >GDK=J
NPKKJMON KGSDI @Gi@ DH<B@N <I? JOC@M AJMH<ON OCJPBCINP¥WIMEMIRIN
=MIRN@MN

3@>PMDOT M@NOMWIROEDM@ >GDK=J<MDRJIN@V =@ OMDBBORNEN B@NOBM@ GDF
>GD>F

@LLHO=: <=NDG? ;GEHKKAGFREK
@LLHK=NDGHEGRADD9 GJ? <6;K% DAH:G9%8 ,%
@LLHK=NDGHEGRADDY GJ? <€;K% DAH:G998 ,% K=MJALQ8;GFBIRASFK
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https://almanac.httparchive.org/static/images/2025/capabilities/compression-streams.png
https://web.dev/blog/compressionstreams
https://developer.mozilla.org/docs/Web/API/Clipboard_API
https://developer.mozilla.org/docs/Web/API/Clipboard_API#security_considerations

Part I Chapter 10 : Capabilities

/I Write text

await navigator.clipboard. writeText  ("Hello from Web Almanac!" );

/I Read text

const text = await navigator.clipboard. readText ();

console. log (text); /[ "Hello from Web Almanac!"

4C@ INTI> #GD=KJ<M? !0) DN NPKKIMO@? DI #CMJHDPH =<N@? =MJRN@MIS B&A<MD <I? &DI
#CMJIHDPH =<N@? =MIJRN@ENEKKIMO AJM MD>C@M >GDK@|@-==PNC3BRAIMH<ON

"A?NE DAH:G8J,% MK9?=

4C@ #GDK=J<M? !0) >JIODIP@N OJ N@@ NO@<?T BMJROC -J=DG@ <?JKODJI DI>M@<N@? A

oJ DI RCDG@ ?@NFOJK MIN@ AMIJH  OJ 4CDN M@c@>CDa@T@K@MN
DI>M@<NDIBGICHBR<T AMJH G@E execCommand() >GDK=J<M? C<>FN <|? @BB/0C@
<NTI>10) AJM >JK=POOJIN <I? K<NO@ RIMFcIJRN@KNIIM@<M BMIROC DN +DEDM
PI?@MN>JMDIB OC<O OC@ #GDK=J<M? !0) DN IUR < R@GG @NOC&BDNCE % P@BEMBDB
><K<=DGDOT
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Web Share API

AC@ @=3C<M@ !®)GGIRN R@= <KKNJF@DOC@TA® [<OBNC<MDIB H@>C<IDNH
@I1<=GDIB PN@MN OJ I$C<BZANO@? bG@N RDOC JOC@M DINO<GGa@BENHIMNNRBDIB
@H<DG JM NJ>D<G <KKN

4C@ H<DI H@OC: navigator.share() RCD>C &N <I J=E@>0 RDOC OC@ ?<0O<0OJNC<M@ 4C@
JKODJI< navigator.canShare() H@OCJ? ><I =@ PN@? OJ >C@>F RC@OQDM®QCEADKMJ
@NK@>D<GGT bG@N DN NC<M@<=G@ =@AIJM@ <OO@HKODIB

4C@ !0) M@LPDM@N < PN@M B@NOPM@ NP>C <N <>GD>F <I|? RDSGECMIBBIO @ A@0@ KG<OAIN
G@OODIB OC@ PN@M N@G@>0 OC@ <KK OJ NC<M@ RDOC

const data = {
title: "Web Almanac 2025"
text: "Check out the latest edition of the Web Almanac!" s

url:  "https://almanac.httparchive.org/en/2025/" s

h
if  (navigator.canShare && navigator.  canShare (data)) {
try {
await navigator. share (data);
console. log ("Data shared successfully!" );
} catch (err){
console. error ("Share failed:" , err);
}
} else {
console. warn ( "Sharing not supported on this device." );
}

4C@ 7@= 3C<M@ !0) DN NPKKIMO@? DI HI?@MI #CMIH@ %?B@ <&ZBKANNMID &DM@AJ
DHKG@H®@IO DO <GOGIMBONDEOGDI? < c<B

@LLHK=NDGHEGRADDY GJ? <6;K% 3 =:8/@938 %
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"A?NME 3 =/@9% ,% MK9?=

4C@M@<-@@! HDIIM <?EPNOH@ION OJ OC@ PN<B@ JA JI@ JA OC@ HINO RD?@GT <?JK
>PMM@IOGT J>>PKD@N OCDM? KIER#RIRHIA@ RN@? 10)N

1?JKODJI JA OC@@F= 3C<M@ !0) M@H<DI@? GKMB@GT NO<=G@ RDOC HJ=DG@ MDNDIB NGLC
0J DI <I? 2@NFOJK AMJH 0OJ 1?JKODJI R<N HINOGT ¢<O =PO RDOC <

NGDBCO PKOD>F 4CDN !0) C<N DR M@<>C@? < NO<O@ JA H<OPMDOT <I? NO<=DGDOT <>M

OC@N@ DI>M@H@I0<G B<DIN <@ GADTERSDQP<ODIOO®M OC<I NDBIDb><I0 BMJROC

Device Memory API

AC@@RD>@ -@HIMT I0BKIN@N <I <KKRBI<ODJI JA OCID2@&@2!- DI BDBFO@N OCMJIPBC
navigator.deviceMemory 4CDN @I<=C@®GE@MN OJ GKIZENIK @) >@ NS A KIG@
N@MQDIB GDBCO@M K<B@N OJ GORH@WIMT ?@

4C@ Q<GP@ DN MJPI?@7? <I? >3RMBIBABM KMDQ<>T M@<NJIN

console. log (navigator.deviceMemory);

/I Example output: 8 (for an 8 GB device)

@LLHK=NDGHEGRADDY GJ? <6;KB =NA;=8)=EGJQ8 %
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I Q<DG<=G@ DI #CMJIHDPH =<N@? =MJRN@MN 1JO NPKKIMO @3 DI 3<A<MD JM &DM@AJ

"A?ME =NA;=)=EGJQ ,% MK9?=

4C@ $@D>@ -@HJIMT I0R\<1JOD>@<=G@ PKOQBBAMIH 0OJ JIHJ=DG@ <I?

0J JI?@NFOJK 4CDN DI>M@<N@ M@c@>0ON =MJ<?@M M@>JBIDODJI JA OC@ !0)"N PN@APGI(
<?<KOBXK@MAIMH<I>@E@BM@N RCA@MER@VN ><IBA@NELO@M <NN@ON 0J GJR H@HJIMT
?2@D>@N !IJOC@M KINBKGEE@@JI >IPG? =@ GIRGIK@MN OMT OJ ?2@0@MHDI@ DA'!) DIA@QM@!
><| M@<NJI<=GT MPI JI QRE@ =<N@7? JI| QEBG<=GC@ H@HIMT =@AIM@ ?JRIGI<?DIB <I!)

HJ?@G

-IM@ ?@2GIK@MN CDEBOIE navigator.deviceMemory 0OJ 7@ E@OGDBX@W@@I>@N JI

GIJR HQHIMT Q@>@N 7CDG@ <?JKODJI DN NOBINGONDBOPHJ@IDG<=DGDOT <I? DON
DIO@IODJI<GGT >JMN@BRGP@N OC@ BMIROC NCJRN OC<O NDO@N >JI>@MI@? RDOC K@M.
<M@ NO<MODIB @QX#4BD><G PN@ JA DO

Media Session API

4C@@7?D< 3@NNDJI 0 @0N@&IK@MN >PNOJHDU@ H@?D< 1IJODb><080(® RROO@BM
KG<OAIMA@@H@?D< >JIOMIGBAHR@ GJ>F N>M@@! C@<?N@O =POOJIN TM NH<MO ?DNKG<

5NDIE navigator.mediaSession <KKN ><| ?@bl@ H@0<?<0< <I? <>0ODJIN AIMIH@PD< KG<

@LLHK=N-DGHEGRADDY GJ? <6;K%B )=<A98/=KKAGF8 ,%
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navigator.mediaSession.metadata = new MediaMetadata ({
title: "Web Almanac Podcast" s
artist: "HTTP Archive"

album: "2025 Edition" ,
B

navigator.mediaSession. setActionHandler ("play" , () => {
audio. play ();
PX

7D?@GT NPKKIMO@? DI #CMJHDPH =<N@? =MIJRN@MN <& G<N4MIPERIMDMNIM NIJH@
DHKJIMO<IO A@<OPM@N

"A?MI )=<A9 /=KKAGF ,% MK9?=

4C@ -@7?D< 3@NNDJISR@MVD@I>@7? < NH<GG ?@>GDI@ -J=DG@ <?JKODJI ?MIKK@? AMJH
OJ DI RCDG@ ?@NFOJK A@GG NGDBCOGTAMJH 0OJ 4C@N@ ?DAA@M@I>@N -

HDIIM <I1? GBET M@c@>GEPAMDP<ODJIN DI OC@ =UWB®&® O0K|I H@<IDIBAPG NCDAON

/1Q @¥GG PN<B@ M@H<DIN-NIO@KXWW @7 DI <P?DJ <I? QD?@J NDERNDSB@MN <I?

KJ?><NO <KKN RC@M@OMmIERNDC KG<OANIE B@?D< >JIOMIGR®NRMBK@D@I|>@
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Add to Home Screen

4CDN ><K<=DGDOT <GGJRNRNEBGAMIBRI@ENIX 07! <N <I <KK GEFEK@MD@|>@
JI OC@DMPR@

7C@1 < NDO@ H@@ON DINO<GG<=DGDOT >MDO@MD< #CMJIHENSGIRSUBNO<GIREGDBIR H<
AIMBHKG@ <ID>JI DI OC@ <??M@NN =<M JM <I _)INO<GG" H@IP JKODJI OC<O G@ON PN@MN -
0OJOC@DM CIJH@ N>M@ @I JM DINO<GG DO <N < NO<I?<GJI@ <KK RCDG@ DO <GNJ NPKKJMON F
cJRN AJM NDO@N OG38 @0 OCIN@ >MDO@MD< #CSK@®E PiFE CINGRITIDQ)!

DINO<GG KMJHKON JI 11?MJD? OJ C@ GK GI@ NIN OB NSBHGIZD@ I>@N

"A?ME << LG $GE=/;¥=F MK9?=

12JKODJI JA 1?? OJ (JH@ 3>M@ @I ><K<=DGDOD@N M@H<DI@? c<O RDOC HJ=-DG@ PN<B@ ?@>M
NGDBCOGTAMJH DI 0OJ DI <I??@NFOJKAMIJH 0OJ 4C@N@ NH<GG
?@>GDI@®GDM@c@>0 IIMH<G Q<MD@DAUCA| < M@FERIRDM@1? 'MIROC DN
>JINOKDI@?EKG<OAIMEBAI® 0<ODJI I?MJID? <I? #CMJIHDPH =<N@? =MIRN@ENDRO<GG
KMJHKON RCDG@ D/3 M@GD@N JI < H<IP<@ BYNEMOGMIN GDHDON RD?@NKNE@<? PKO<F
?@NKDO@ <7IKODJI
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Media Capabilities API

4C@@7D< #<K<=DGDOD @S¢ G®JRNQ@EIK@MN OJ LP@MT RC@OC@M OC@ =MIRN@M ><| @/
?2@>J?@ <I? KiG<BO@ <P?DJ JIM QD?@J >JBPM

)O KNQD?@N DINDBCON DIOJ NHJJOCI@NN <I? KIR@M @Ab>@@IBPBINISRAERBDIB

const config = {

type: file"

audio: {
contentType: "audio/mp3"
channels: 2,

bitrate: 132700,

samplerate: 5200,
h
h
const result = await
navigator.mediaCapabilities. decodinginfo  (config);
console. log (result.supported); /I true or false
console. log (result.powerEfficient); /I true or false

7D?@GN<DG<=G@ DO RIMFN <FE@B:HEN <I? =MIRIGBRIIN )O"N €@EB<=G@ <>MJINN
=MJRN@MN NDI>@ *<IP<MT  "PO NODGG NJH@ K<MON JA OENQ@TORIAMERHIA
NPKKJMO DI =MJIRN @\BX/SDID
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"A?NE )=<A9 9H9:ADALA=K ,% MK9?=

4C@ -@?D< #<K<=DGDOD® RN NSD> BMIRQON OC@ KENGUIEDG@ <?JKODJI MIN@ AMJH

EPNO DI OJ DI RCDG@ ?@NFOJK PN<B@ EPHK@? AMJH 0J 4CDN

NPMB@ NPBB@NIPNRIKODJ KOM@<HDIB KG<OAJMHN | decodinginfo() 0J

?@0@MHDI@ >J?@> NPKK3E KBXIOCI@NN <I? KIR@M @Ab>D@I>T =@AIM@ N@G@>0DIB OC
NOM@<H AIMD2@ 51@DH<T JA OC@ JOC@M !0)N RGKET M>M@H@10<G NCDAON -@7?D<
#<K<=DGDOD@N DN >G@<MGT JI < A<NO>CQIMDBMHDM@ ?D< C@<NDO@N

New features over the past year

/1@ JA OC@ HJINO 1J0<=G@ >C<IB@N DI OC@ #<K<=DGDOD@N >C<KO@M A3N+-@ DN OC@ bMNO <
=MIRN@M |<@D)XI? G<IBP<B@ !0)N7CDG@ !) C<N =@@| RD?@GT PN@? JI OC@ R@= OCMJPBC
@O@MI<G NOMQD>@NBI@SZZMVIN OC@N@ !'0)N M@KM@N@IO < NCDAO OJR<M? =PDGO DI
NO<I?<M?DU@? G<IBP<B@ ><K<=RORA@RE@MMHRBOCR=MIRN@M

Built-in Al APIs

INJA  JIGT < NP=N@O JA OC@N@ !QRDON=G@ JPONER@NBIERI0<GSAN @
(9F?M9?= =L=;L GIOFKDILBIEE9IAR=2I? ,J GEHLGDHDO@BO@@DJIN /OC@M =PDGO Dl !)
><K<=DGDOD@N]NP>C <N OC@EHEBPG<ML=30JAL=I? JGG=9<=]M@H<DI
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@K@MDH@I0<G M@LPDMDIB <??DODJI<G@IBAKE@NM IQ@NKINM GDHDO@I?-L8KD ?
>JINOKDION 4CDN ?DNODI>ODJI DN DHKIMO<IO RC@I| DIO@MKM @K M PHaEB@:E<0< <N @
A@<OPM@N <M@G®AB8 GKBFD<M DI KMJ?P>0DJI R@=NDO@N

Built-in Al API Desktop Mobile

,<IBP<B@$@0@>0IM
OMJHKO

AMING<OJIM
3PHH<MDU@M

&DBPM@ "PDGO DI!) !10) PN<B@

$@NKDO@ OQ@IB=DREINBI@ <>MJINN OC@ R@= @E@IAEDNRQO@? !N NCJRIDI OC@ O<=G@
=@GJIR<>C JAOC@N@ !0)N <KK@<MN JI R@GG PI?@M JA K<B@N DI =JOC ?@NFOJK <I? H.
?<O<N@ON @QBR&>OP<G NPKKJIMO DN >PMM@IOGT GDHDO@? OJ HINO ?@NFOJK KG<OAJINM
H<>/3 ,DIPS <I? #CMJH@/3 JI #CMIH@=JJF 0GPNQP@@N ,<IBP<B@ $@O0@>0JM <I?
4AMING<OJM <M@ OC@ HINO >JHHII@PJEN@OIRN@MIPBCCGT  JA ?@NFOJIK K<B@N <I?
JAHJ=DG@ K<B@N RCDG@ OMJHKO <I? 3PHH<MDQ@ MHNII&@M AJJOKMDION

4C@ GJR <?JKOBD@EN <I8@EB0@7? 4C@N@ !0)N <MD @ RODGQMB <I? >PMM@IOGT
NPKKIMO@ZGDHDO@? N@O JA =MIRN@MN #CMJIH@ <I? %?B@ 4C@DM DI>GPNDJI DI OC(
1JI@OC@G@NN NDBIDb><I0 DO H<MFN OREE®IKM @@ENFRE JA =MIRE@ WMITHIGENDQ

DI OC@ (440 IM>@@NO<=GDNCDIB < =<N @@ BJR €ADGO DI !) ><K<=DBGQ@®N @

OC@ R@= DI AP@HI® T

3@@ <GNJ@G@MOomD!)>C<KO@M AIM HIM@ ?DN>PNNDJI JI OC@N@ !0)N <I?!) JI OC@ R@=

Conclusion

4C@ #<K<=DGDOD@N <I<GTNDN NCJRN < R@= KG<OAJMH OC<O >JIODIP@N OJ H<OPM@
<I? 2@KOC %NO<=GDNC@? !0)N NP>C <N #JHKM@NNDJI 30M@<HN <I? INTI> #GDK=J<M? BM
NDBIDb><IOGT JM NO@@e@zDDIB =MJ<?@M >MINN @IBDI@ NQRKIM@ MR MEKG<>DIB
G@B<>T K<OO@MIDP¥ @R T 3C<M@ -@?D< 3@NNDJI <I?1?? 0J (JH@ 3>M@@| M@H<DI@
NO<=G@ RDOC JIGT @BNKIIM@<M cP>0OP<ODJIN !0 OC@ N<H@ ODH@ NK@>D<GDNO !0)N
-@7D< #<K<=DGDOR @DNEG @ PK@<HJIB H@?D< C@NDO@N NPBB@NODIB ?@@K@M <?JK!
DI @MOD><G PN@ ><N@N

-JNO >JHK@GGDIBGIKMFN OC@ bMNO H@<SMAJIJOKMDIO JA =MIRNIRIVKIRODQ
G<IBP<B@ !0)N]DI>GP?DIB ,<IBP<B@$@@@NTEHDDWIHKO <I? 3PHH<MDU@BI@A @<>C
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<KK@<MN JI R@GG PI?@M JAK<B@N 4C@DM KM@N@I>@ @NO<=GDNC@N < =<N@GDI@ AIM /
CDIODIB <O < R@= KG<OAIMH DI>M@<NDISICIN@EAEIE CEBGEK <=DGDOD@N

, JJFDIB <C@<? BMJROC RDGGEDRC<K@AGDIP@? NO<I?<M?DU<ODJI <I? M@<G RIMG? PODGDC
<N =MJRN@M NPKKJIMO NIGD?RE@GNKE@N @JIGH@® |@R I0)N H<HIQ@® AMJIH
@K@MDH@IO<G >PMDIEIDSOG KMDG?DIB =GJ>FN AHMAMOGDER@= <KKGD><ODJIN

Author

IG=<3DE@MOEWIO@N

X ?< RIOMIJU €) $<RIOMIU @ COOKRRR ?<RIOMJU >JH

1G=<3D@P@ DN < 3@MIU@I? %IBDI@@MI20 C@ G@N RMDODIB <=JPO AMJIO

@1? ?2@AGIKH@IO *<HNO<>F <I? R@= K@MAIMHREME@GUIRK@<FDIB <O
>JIA@M@I>@N CJINODIB O@>C KJ?><NON <I|? RIMFDIB C<M? DI OC@ JK@I| NJPM>@
>JHHPIDOT3C@ DN <GNJ < 'JIBREGRAOM %SK@®@S®FTIJIGIBD@N <I
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Part Il Chapter 11

PWA

Written by Diego Gonzaleand Michael Solati

.=NA=0O=< :J9PAE /9DFEN9A $GDD:=FF< 9J GF #MKL9>KGF
FODQR=< €FMJ #VD=J

I<AL=<:(®JJQ GDB9J

Introduction

4C@®<M R<N OC@ bMNO ODMI@<R@=JPO OMIBM@TRDBKGD><ODJIN@
<OOMD=PO@N]M@®KIMNB>ODQDOT DI?@K@1?@@ BIKEININ AM@NC N<A@
?DNIHEG@ M@ @IB<B@<=G@ DINO<GG<=G@ <I? GDIF<=G@]JR@M@ RC<0O ?@bl@? OC@
RC<0O >JPG? =@ Q@PEDOC R@= O@>CIIGIBD@NGE&@=FDICW®I=HL 09K ;GAF=< =QIK

97G<I? DO DN RDOC BM@<0O KMD?@ OC<O R@ GJJF <O OC@ NO<O@ JA OCDN N@O JA O@>
<AO@M DON D?@<ODJI

4C@ >JI>@KO JA 4 CEN @G@7? < GJO DI OC@@@MN <I? ?2DAA@M@I0 =MIRN@MN NPKKJIMO
?DAA@M@I0 Q<MD<ODJIN <I? RDOC ?DAA@M@IO I<H@N !I D? @K JDERGNEEMBAEIBNN R<

0J < R@= <KKGD><ODIPQDCIH@ N>M@EHI=DG@ =MIRN@MN DN IJR KM@N@I0O JI HPGODk¥
KG<OAJMHN <IQR@@N 4CDN N@O JA O@>ClIGIJBD@NCER@O>DNU@BNMDM@>0GT DIOJ O
PI?7@MGTDIB KG<OAIJMH @I<=GDIB <O OC@ N<H@ ODH@ <?Q<I>@? ><K<=@GRIP@N <I? <}
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<I? A@@@Q"N@DIOJ RC<O OC@ G<NO >FRHGNGERAMIPBCO OIN7

Changes to PWA/web apps

4C@ G<NO >IPK@ENNTEN@@! @R A@<OPM@N >JHDIB OJ R@= <KKN OC<0O @I<=G@ HIM@
>PNOJHDU<ODJI <?Q<I>@7? >JIOMJIG JA OCONKERIBHOEI=@00@M K@MAIMH<I>@ "PO
<=JQ@ <GG OC@M@ C<N =@@! KMIBM@NN DI NPKKIMOBSMmBIR@3IMKKIOQO@¥ @ HPGODKG@
@IBDI@N

#CMJIHDPH =<N@? =MJRN@MN KMJHKO AIM <| <KKGD><0ODJI DINO<GG<ODJI JI>@ < HDIDHPH N@
M@LPDM@H@ION DN D?@I0ODb@? 4CDN PN@? OJ =@ OC@ ><N@ JI <KKN OC<O C<? < H<IDA@N(
RIM@M <I? R@M@@ENEM < N@>PM@ >JII@3IVBIREDG@ OCDN R<N OC@JINDMDA@>0<
DINO<GG<=BGDNDT<N >C<IB@? <I? [JRPIIGT OC@ H<IDA@NO DN M@LPDM@? OC@ (4403
>JIl@>0DJI DN NODGG OC@M@ ?J O RIMM® M MIDRESRBEM M@LPDM@? AJ8 =MIRN@MN
%?B@ <I? #CMJH@ OJ 7DRK@<DINO<GG<ODJI KMJHKO

/10C@ JOC@M C<I? 3<A<MD ?J@N 130 KMJHKO AIJM R@= <KK DINO<GQaB®DIGEIRION CIR@
R@=K<B@ OJ =@ DINO<GG@? <N <| <KKEDB:ODJID3 OC@ 2UHR>/3

1JOC@M BM@<O I@RN ANDROCKOMBAIR NPKKIMON R@= <KKNH@MNDJI  )O DN
<Q<DG<=G@ AINMIO7DI?JRN JIGT AJGGJRDIB RC<O C<N =@#&IM@LP@NO AMJH OC@ -JUDGG<
#JII@>0 >JHHPIDOT"

7DOC R@= <KKN =@BIB<N@? JI@ JA OC@ >JI>@MIN JAMIB €N@MQD>@RIAFIACDI@

NPKKJMO )O DN OMP@ PNDIB NENWQEGC QIFTRIK @ MN QIOKR@ < BM@<O JEKBE D |>@

=T ><>CDIB M@NJPM>@N @CRR BEM 5) JA OC@ R@= <KK 4C@ >C<IB@ DI M@LPDM@H@ION AJ\
#CMJHDPH JM ?@A<PGQEIBKAIM 3<A<MD <I3 &IBEMDC<O OC@ =MIRNGI@KO@ <

2@A<PGO JACBK@ D @I>@ OC<O NCD@G?N PN@MN AMJIH G<>F JA >JIl@>0DQDOT

=9J AF EAF< L@9L K=INABIOEKL AEIDIAK >GJ L@= =KL G>\ARGJI9F"MH LG <9L= KMEE9JQ
G> O=: 9HH AFKL9DDIR-ADADBBILA;D=

7DOC OCDN NPHHRE KM@ IR M@<?T OJ EPHK DIOJ OC@ ?<0< <I? PI?@MNO<I?IQC@ NO<O@ JA (
MDBCO IJ-C@M@ KINND=G@ R@ RDGBKBMNIIB OCGDNV™'N ?<O< RDOC OC@ ?¥@<MHIH
<BJ ]JRCD>C R<N OC@ G<NO ODH@ OC@M@ R<N {NC<KO@M JI 07

@LLHKMHHGJL 9HHD= ;GE =F MK

@LLHKMHHGJL EGRADD9 GJ? =F 1/ C: O==S{eHBAF<GOK

@LLHIGFF=L EGRADD9 GJ? L <AK;MKKAGFK-@BJ-9E{1@= =KL KMHHGJL >GJ O=: 9HHK GF L@=EH @A?@DA?@L LIM=)
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Service worker

3@MQD>@ @MNFM@H<DI @NN@IOD<G 0OJ <GGJR <?Q<I>@R ><K<BNEPONBN GAb|@

NPKKJIMO <I? KPNC |JODb><ODJIN OJ R@= <@KNDEE@R<D< NPBB@NO <MJPI? JI@ bAOC JA R(

KMIK@MOD@N <M@ PNDIB N@W\QD>@ RIMF

"A?NMI /=INA;= OGIC,GFIGIDD=< H9?=RFEQ J

4) NO<MO NOMJIB R@ RDGG GJJF <O OC@\N@NYDISE @R8I NMIH OC@ OJK
K<B@N ?@NFOJ? HJ=DG@ <M@ H<I<B@P<N@MQD>@@RINIEN DN <MJPI? <
DI>M@<N@ >JHK<M@? OJ OC@ ?<O<aAMMNH<BJ

1Q @%GG <>MI@®MEEIM BMIPKDIB OC@M@ R<N < NOMJIB DI>M@<N@ RO@C@JJIFDIB <O
K@M>@10<B@ JRE@=NDO@N BJIDIB AMIFP@NFOJK <I? HI=0B@ OJ ?@NFOJK
<I? DIHJ=DG@

&GGJIRDIB R@@¥PN<B@ ?<0O< AJM ><K<=DGDOD@N @GHEREIONGHRIMEI?N <I? J=E@>O0ON
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Service worker events

"A?NE )GKL MK=< K=JNA;=QGBELK

4C@ HINO PN@®1@ AJIM OC@N@ N@ MDUN@ RIMKD <>C activate RDOC <GHJRN@ Mir
N@MQD>@@NYMINDIB DO <MJPI? JANDPNDIB DO - install @@10 OGN N@>J1? KG<>@

RDOC <MJPI? PN<B@ "Jinstall <I? activate <M@ >IM@ GBAGRION NJ OC@N@

IPH=@MN ?J 130 >JH@ <N < NPMKMDN@ 4CDN HDBCO NPBB@NO OC<0O <KKGD><ODJIN <M@ ><>
OJNK@@? PK OC@DM GJ<?DIB ODH@N <I? K@MAJIN®IIBNDBAEHID @ RIMF

5N<B@ JA JOC@M <?Q<QEEIMNAE fetch notificationclick <I? push A<GGN
>JIND?@MGTKINND=GT ?P@ OJ OC@N@ =@DIB ><K<=DGDOD@N OC<0 A<GG DIOJ HIM@ <?Q<I>(
G@ DIO@M>@KODIB |@ORJIMF VKENN®NBODC@ ?@A<PGO JAcDI @G BIINBAGBED<ODJIIN

AMJH < KPNC N@MQD>@
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Service worker methods

"A?NE )GKL MK=< K=JNA;=OG3C@G<K

,JJFDIB <O OC@ HINO PN@? N@NDH@ B( skipWaiting() C<N < JO<=G@ PN@ RDOC
PN<B@ JI ?@NFOJK <I? JIHJ=DG@ 4C@ =MIJRN@M RDGG <>0DQ<0@ @Ma&N@MQD>@ |

M@KG<>@ OC@ JG? JI@ DHH@DRNIHARGIFRNE G MN @GR @INPM@ PNEMNDOI

NOP>F RDOC NO<G@ <NN@ON 4CDN DN =@|@b>D<G AJM <KKGD><ODJIN OC® M@LPDM@

?<NC=J<M?N <I? H@NN<BDIB <KKN )O =<ND><GGT C@GKN PN@NWNDB@A OC@ G<KEDNSADJI

MDBCRT
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Service worker objects

"A?NE )GKL MK=< K=JNA;=0G&IJB=;LK

4C@ HINO PN@? N@MQENIRHIARC clients caches <I? cache &M >GD@ION OCDN ><|
=@ BX@>0@7? <N DO DNQI@EEREG OC@ N@ MPDO@@MIPMIG JA <GG JK@I'K=BGEDHDIB
clients.claim() 2@B<M?[ caches H<I<B@H@IO H@OCJI?N <KK@<M JI OJK <GNJ 1JO
NPMKMDNDIB >JIND?@MDIB OC<O OC@N@ <M@ QA@& H@MN R REXRPN@ONFi® OC@DM
<NN@ON <M@ PK 0OJ ?<O@a00G=*CDR@@7?T K<B@ GJ<?

IN CDIO@? =@AIM@ OC@ H<DI H@OCJ?N AMJH OC@!| claim AM@NKJI? OJ
open delete keys match <I? add

354 2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/pwa/pwa-sw-objects.png
https://almanac.httparchive.org/static/images/2025/pwa/pwa-sw-objects.png

Part Il Chapter 11 : PWA

Registration properties

"A?NE )GKL 3?AKI=IK=JNA;= CGI3H=JLA=K

$DQDIB ?@@K@M DIOJ N@ NMDARRIDHFH<GD@T?<0< NC@?N NJH@ GDBCO DIOJ <?Q<I>@7?
><K<=DGDOD@N DG<«0@ PNDIBV&GG IN PNDIB N@MQD>@ RBMBEMINN ?@NFOJK <I?
HJ=DG@ V <M@ M@BDNO@MDIB AJM KPN@BBB@HEM AIM NTI><I? M@BDNO@M AIM
I<QDB<ODJIOM@GJ<?

Web application manifest

4C@ R@= <KKGD><ODJI H<IDA@NIMI OEQ@NDC@ HINO DHKIMO<IO K<MO JA < R@=<KK )
?@bI@N < GIIF<I? A@Q@G @I<=G@N <?Q<I>@? ><K<=DGDOD@N OC<0O <M@ B<O@? =@CDI
DN =@>JHDIB <I DI&@B#&MO OC<O D?@IODb@N < R@= <KKGD><ODJI <N < RCJG@ "PO DI JM’
@AA@EDDQ@ H<IDA@NO bG@ I@@7?N OJ =@ R@GG AIMH@?

94.9%

"A?MI , =J=FL G> EG:AD= E9FA>=KL [D=K H9JK9:D= GF <=KCLGH

&M OC@ >PMNEEID TIA ?@NFOJK NDO@N <I?  JAHJ=DG@ NDO@N <M@ K<MN@<=G@ 4(
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1J>C<IB@ AMJIH OC@ G<NO ?<Q% N«®I@ <N G<NO ODH@ <MJPI? OC@ A<>0 OC<0O OC@ H<IDA@N
R<N <=G@ 0OJ =@ K<MN@? ?J@N IJO DHKGT >JHKG @O0 @ (&R I~NDHENDHBA A@<DPM@N -<I
Q<GP@N DI OC@ H<IDA@NO <N DHKIMO<NG®KD@EM@<NJI<=G@ A<GG=<>FN DI KG<>@

&VIJH OCIN@ K<MN@<=G@ H<IDA@NON R@ RDGG IJR GJJF <O DI?DQD?P<G KQVIRBN@IO b@G?N
<I PI?@MNO<I?DIB JA CIR@@IK@MN <M@ PNDIB OC@ H<IDA@NO hG@ =@ OATSBA® C<
NDI>@

Manifest properties

"A?MI )GKL MK=< E9QFA>=BHHILA=K

308DBCO PK OC@N@ <M@ OC@ HINODPNGNDKMIK@ name2 icons  short_name
display  <I? background_color 4C@ OJK HJINO PN@? KMIK@ DO o HIRQ@I@N AMJIH
RDOC NP=0G@ 1J0<=G@ >C<IB@N M@B<M?DIB OC@DM JM?@M

, @O"S<@DI@ CJR DI?DQD?P<G H@+G@MNM @ 0JO<GDOT JA H<IDA@NOTHG@NDE<II@? =
IGH<I<> 5IG@NN 1JO@7? JOC@MRDN@ (@GH@NHDIE:R NJ) RDGGC M@A@M 0OJ =JOC HI=DG@ <I?
?@NFOJK NDO@N

@LLHBDEOFY; @LLKBANGI? =F =F  HO9 [?
@LLHBDEOFY; @LLI®ANGI? =F  HO9 E9FA>=KL HaH=JLA=K
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Manifest field Desktop Mobile
name
icons
short_name
display
background_color
theme_color
start_url
scope
description
orientation

&DBPM@ -<IDA@NO KMIK@MOD@N

&M OC@ H<IDA@NON OC<O I categories H@H=@NMC@ OJK ><O0@BIJMD@N <M@

"A?MI )GKL MK=< E9FA>=KL ;9L-9TEKN
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7CDG@ GBCWA@NG@ categories DN IJO PN@? DIH8T IN OC@N@ M@NPGON CDIO <O OC@ OJK
Q@MOD><GN JI RCD>C R@= <KKN <M@ HIM@ KJIKPG<M

Manifest display values

4C@ ?DNRE@H=@M DN PN@? 0J NK@>DAT OC@ KMH@A@ MMWEFCDR@=<<KK $DAA@M@I0
=MIRN@MR@<ZDAA@M@10 DIO@MKM@O<ODJIN JA OEREE RDEGCPEW SMIRTEPsC
JA OC@ =MJIRN@M 58 OJ NCJR CD?@

"A?MI )GKL MK=< <AKHIII@K AF L@= E9FA>=KL KL9F<9DGF=

-JNO R@=<KKN  JKO AJNstandalone Q<GP@ AJM OC@ PIBNHERENIH OC@
?J>PH@IO<OC standalone _JK@IN OC@ <KK 0J GJJF <I? @BE@OCCDF:EII@ 1@DBX
4CDN DN 1JO NPMKMDNDIB <NGO@ BEDEMIA < R@= <KK Q@I3 3K@M RIPG? =@ADDOCQ
<KK GJJF HIM@ I<®B@FM@BIDIB OC@ =MIJRN@M >CMJIH@ <I? NJH@ JOC@M 58 /I OC@ @I? OCDN
NJH@OCDIB OC<O Q<MD@N RDOC OC@ DHKG @B<+@KT<@ DI HENI2HPRE =MIRIR@END K
H@IP <I1? JI &DM@NIH@ =MIRN@M®) GO® 52, =<M NODGG M@H<DIN AJM DINO<GG@? <KKN
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Manifest icons sizes values

"A?MI )GKL MK=< A;GFK BBRE=RKAF L@= E9FA>=KL

4K NDU@N DI>GP?@ S <I? S
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Manifest orientation values

"A?MI )GKL MK=< GJA=FLRADBBENAF L@= E9FA>=KL

5INPMKMDNDK@GIPI?  JA07 IN?J1J0 N@O JMD@I0O<ODJI 2@NRK@NDSI <I? HJ?@MI

?2@RGIKH@IO &xP@bIDIB OC@NKKID@I10<ODJI G@NN |GP@HNNAGKI GBR N@>J1? KG<>@
RDOC <MJPI?

Service worker and manifest usage

7 @@ N@@I OC@ G<O@NO ?<0< JI RC<O OC@ HINO RN@ANBNIND HCRABROPM@N <M@ )
R@ ><IN@@ OC<O MJIPBCGT Ji@ bAOC JA NDO@N PEE W @IVQDPECRIMF@ O@I0C PN@
H<IDA@NON
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"A?MI 3 K=JINA;= OGI®F< E9FA>=KL [D= MK9?=
/Q @%GG OC@OM@ <M@<=BEDIEGIMB@N 0J OC@ ?TBIAMIAH @= IGH<I<> 3@MQD>@
RIME@M PN<B@ C®IQ@CTPB@ G@<K AMJH <MJPI? OJ 4C<0O DN <MJPI? < ODH@N
DI>M@<N@ DI <?JKODJI -<IDA@NO PN<B@ DN NGDBCOGT CD BINIINNED BHIRID <®l ©Q
R<N T@<MN <BJ

$DBBDIB DIOJ OCDN HIM@ D@ €GIRN BOFC@ BMJIROC DN ?P@BXKBE@@ @|<=GDIB
N@MQD>@@YNMF

PWAs and Fugu APIs

AC@ON@ <M@ OC@ OJK PN@? <?Q<I>@7? ><K<tNDGIMDD@N DI 07

@LLHBDEYFY; @LLM®ANGI? =F  HO9 [?
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Capability Mobile Desktop

#IJHKM@NNDJI 30OM@<HN
INTI> #GDK=J<M?
$@QD>@ -@HIMT

7 @=3C<M@

-@7?D< 3@NNDJI

17?2 0J JH@ 3>M@@!
-@7?D< #<K<=DGDOD@N
#<>C@ 3GB@
3@MQD>@M@M

OPNC

&DBPM@ 4JK PN@? <?Q<I>@? ><K<=DGDOD®N DI 07

4C@M@ DN < NEK=M<KO@M ?@?Dé<i@RGDOD @MY ?@@K@M DI OC@ <?JKODJI OC<O OC@N@
NJIMO JA I0)N@x C<? DI

Notifications and PWASs

.JODb><ODJIN H&M@IN@ AIM <KKN <i$GIREOC@ PN@M OJ M@ @IB<B@ RDOC OC@ <KKGD><OD
DN < >JIOIMND<G ><K<=DGDOT <N OC@M@ED2?BREPIPINMMF K<OO@MIN OJ OMT OJ B@O
PN@MN OJ <>>@KO OC@H 4C@ ?<O< NCJRN OC<O DI =JOC ?@NFOJK <I? HI=DG@ OC@ HJINO >.
<PN@M @%FDN OJ DBIUM@ OC@N@ M@LP@NON
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"A?NMR ,3  FGLA[;9LAGF 9;;=HL9RE=K

$@NFOJIK 1JODb><0ODJI <>>@KOBE@ROMGHDIBGT DBIIM@? JA OC@H <M@ ?DNM@B<M?(
<NGDBCOGT GJR@M =PO NODGG H@<IDIBAPG JIHJ=DG@ 4CDN DN |JO@GNEEDDR@ >JI
1JODb><0ODJI A<ODBP@ PN@MN ?@<G RDOC JI < M@BPG<M =<NDN

Conclusion

JOC<N=@@I! < ?@><?@ NIN>EZ G G<I?N><K@ C<N >C<IB@? < =DO <N OC@ O@>CIIGJBT <I?
><K<=DGDOD@N M@<>C H<OPMOIJI <@ HEEIM =MIRN@MN %?B@ #CMIFPG@<ABMIEAJ
NPKKJMODIB R@= <KKN 0J < ?@BM®&EIN 2JIODIP@ OJ NCJR BMJROC <I? <GHJNO JI@ AJPMO
R@= NDO@RGEI? Q@ @DOC@M < N@M@ B RHADA@NO bG@

)JA TP CQ@ 1JOD>@7? < NGJR ?JRI DI K<>@ JA |@R ABR<ORIIENVINI@>0 4C@M@ <M@ G@NN R
<KK A@<OPM@N =@DIB G<PFO@211R@@IMN <BJ ) <@BDEDN C<N OJ ?J RDOC OC@ A<>0
OC<0 ><K<=DGDOT RDN@ OC@ KG<OAIMHI@GNIN B<Ce@PRITEE@C <O <GCHIBM<IRPN@M
><N@N OJ =@ >M@<0@? PNDIB < R@= 0@>C NO<>F /| OC@ JOC@M C<I? OC@M@ DN < LP¢
OC<O DN ODBCOGT >JPKG@? RDOC >MJINN @IBDI@ ><K<=DGROIT NRELHMO GD OR<FIODE @,
H<EIM =MJRN@MN <M@ NO<MODIB 0J NE2KIM@ NIBEOPIB@NGII@ OC@ KINND=DGDOT C
<>LPDM@ JM DINO<GG < R@= <KK

7CDGNO <?Q<I>@? ><K<=DGDOD@N >JIODIP@ OJ =@E® ? N&<GINBIR DHKG@H@10JM
NPKKIMO OC@ JG?@NO ><K@&D@BOOAMNIGEM@ NO<MODIB OJ NCJIR PKQ®I RIGMBE <I? @
ID>C@ 58 A@<OPMERRGDER >JIOMI@MB<M@ NO<MODIB OJ NCJR PK DI OC@ ?<0O< 3GJR
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NPM@GT OC@N@ A@<OPM@N <M@ =@DIB >JHHJ?DODU@?

JAR@ GJJF =<>F OJ OC@@s<IBbiZI<> OC<0O C<? ¢ BC<KO@BMC@N@ <M@ OC@ OCDIBN R@ ><I
1JOD>@

a HIM@ =MJRN@MN 3<A<MD <& ER@AWRKKIMO AIM R@= <KKN

a 3@MQD>@ @MFIOMIGGC@? KRB@NI@<PK <MJPI? AIM <GGR®=NDO@N
AMJH

a 4C@M@ DN G@MNDDD JA N MDM@EROME@DIB PN@? O@<IMN <B@NN
K@M>@I0<B@ JX M@ PNI naotificationclick push <I? fetch

a 0@M>@IO<B pushManager M@BBIMIDMIN C<N ?MJIKK@? NDI>@ @GEPP@ OJ
OC@ MDN@ JAPN<B@ N@@ IJO@ =@GJIJRAM DGOANIBN@ REINAINVHGTENMM
OC<I| KPNCDIB 1JODb><ODJIN

a "@OR@@! <I? OC@ 0JO<GJAO0D@>CIIGIBT PN<B@NFOJK HDGGDJI
<I?HJ=DG@ HDGGDJI C<N <MJPI? ?JP@B\@O®JIK HDGGDJI <I? HI=DG@
HDGGDJI 4C@ K@M>@I0<B@ JA PN<B@ AIM@@NIQEN ®@FIB®? <MJIPI?
ODH@N <I? H<IDA@NONCEMB@TED@NEMIPI? OC@ N<H@ PN<B@

a )BIIMDIB IJODb><ODJI KMJHKON DN NODGG OC@ HJINOQUX ABNI PIG@NMN

IAF;= L@=K=8:3FL9?=K AL AK OGJL@ FGLAMIKAEOIGY ;9DRIGHAFPAKILAGFKZAKF
H9JLA;MD9JDQ 9 KR2ELBSEF GJ D9;C G> MK= :ML ARKIMER<IAKI9®D= >9;L L@IL L@= MK9?= G> L@= ;G
L=;@FGDG?QMBRIN 9F FOEHD= >GJ ,3=?AKLAGFGH=JLA=K L@=LGLI9D >GJ
pushManager.getSubscription ?G=K MI&E) L@GMKIF< H9?=KM3@DQ MF<=J EADDAGF AF
L@= D9KE9IK

INR@ >GIN@ OC@ @F IGH<I<> 07 >C<KO@BTC@W@BJDIB RIMF <I? <BM@@H®@I0

OJR<M?N GJJFDIB <O<ORL@HJI=MDU@ R@= <KK ?DNOMD=fFRDIBIZINO<GG<ODJI ><K<=DGDOD@N
?DM@>0GT DIOJ OC@ K@&CARHDTOR® |@@<MN OC@0@@>CIIGIBD@N RDGG AJGGJR OC@
N<H@ A<O@ <N M@EKIENINB! RC@NME@QE @@ @| >JHHI?DODU@? <I? R@= <KKYEOC<O C<

BJJ? 58 AJM <KKGD><ODJPGIEAE<¥B@H@I0 RDGG =@ OC@ IIMH DI >JIEPI>0ODJI RDOC I@R@M
><K<=DGDOD@N OC<O M@?@bl@ RC<O < R@=‘NKBICBI@M&?@ AIM R@= <KKN
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$D@BJ 'JIU<G@U DN < #JNO< 2D><| @IBDI@ @M RIMFDIB JI| R@= KG<OAIJMH A@<
OC@ -D>MJINJAO %?B@ =MIJRN@M

-D>C<@G 3JG<OD
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Part 1ll Chapter 12

CMS

Written by Vahe Aabian

.=NA=0=<:QF 'FOMKK

FODQR=< €FMJ #VD8F< DGF 'G;@:9
I<AL=<:(®EM=DILGIF</J==EGE& @ILLI;@9JQ

Introduction

#JI0@I10 -<I<B@H@I0 3STNO@#N IR KIR@M <GHJINO <GG R@=NDO@N "T ?J BOL

HIM@ OC<I NDHKGT G@0 K@JKG@ >M@<0@ <I? KNG G3B@DOM@ME<M@ =PDGO CJR C
OCE<M@ OJ PN@ <I? CJR R@GG >JIO@I0 NPMA<>@N DI N@<M>C @IBDI@N <I? !) KIR@M@"
BMJR G<MB@NMI@ <>@DQ? HIM@ K@MNJII<GDU@? <#-3><|=@ OC@ ?DAA@M@I>@ =@OR@
OC<O A@Q@GN A<N@ BIOMIDEDX=-G@ <I? JI@ OC<O A@@GNINIBIR 4ICIANPCKHD @M
@<HDI@N OC@ #-3 G<I?N><K@ PNDIB ?<O< AMJH OC@(440 IM>CDQ

7 @ GJJF <O CJR FINDO@N PN@ #-3N CJR OJK NDO@N ?DAA@M AMJH OC@ RD?@M R@= C
KIR@M@? NDO@N K@MAJIMH <I? RCD>C I@R ><K<=DGDOD@N <M@ @H@MBDIB <N OC@N
N><G@ 2<OC@M OC<I EPNO >JHK<MDIB #-3 A@<OPM@ GDNON OCDN >C<KO@M AJ>PN@N
CJINODIB HI?@GN <I? =PDG? <KKMJ<>C@N NCSK@ 0@ M@DIE@ @ R@=]AJM PN@MN <I?
N@<M>C @IBDI@N]<>MJINN =JOC OC@ OJK HDGGDJI <I? OC@ OJK O@I| OCJIPN<I? NDO@N

4C@ ?<0< NCJRN OC<O #-3N <M@ |JR EN@?H<EIJMDOT JA NDO@N <I? OC<O NDO@N RDOCJ
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<M@ ?@>GDEBI@I<M] PI?@MNO<I? OGR@IAAN OCDN >M@<O@N AIM NK@@? PN<=DGDOT
?DNJod4+DGDOI@ >C<KO@MBKBGNR@RIGG #-3 <?IJKODJI OCEH®I@N RC<O OC<O

H@<IN AIM K@MAIMH<I>@ <IBREZM@>@ <I? bI<GGT GJIJFN <O OC@ I@R OJJIGN <I? K<OO@MIN
@H@MBDIB <GJIBND?@ RD?@NKM@<? #-3 PN@

What is a CMS?

1#JI0@I10 -<I<B@H@10 3STNO@H DN NJAOR<M@ OC<O <GGJRN K@JKG@ OJ >M@<0@ <I? PK?<O(
OC@ R@=RDOCJPO @?DODIEEIN@®CHIB@ -INO #-3N NaX@mJIO@10 AMJIH

KM@N@10<ODJI NJ @?DOJMN >SOCBHB@ @@ <I? NOMP>OPM@ RDOCJPO RBBORIB (4-,
*<Q<3>MDKOQB@IK@MN S&@? < #-3 F =PDG?DIB OC@H@N KGPBDIN JM HJ?PG@N

"MI<?GOC@M@ <M@ ORJ H<DI OTK@N JA #-3N ! >G<NND> HJIJGDOCD> #-3 >JH=DI@N >JIO@IO
NOXB@ KM@N@IO<ODJI <@M®BIDQ < NDIBG@ NTNO@H

I C@<?G@NN JM >JHKIN<=G@ #-3N@XK=MO@I0 H<I<B@H@IO AMIJH OC@ NDO@ JM <KK OC<O
?DNKG¥ DO )IkidD>@ HJINO #-3N NC<M@ < >JHHJI N@O JA O<NFN HJ?@GDIB >JIO@I0 @?DODIE
H<I<BDIB H@?DS@®1?DIB API>0ODJI<GPDID@B8DBDIB RDOC JOC@M NTNO@HN 4C@ ?DAA@M@I>C
CJR OCI@&xKKMJ<>C OC@N@ O<NFN =@>JH@ >G@<M@M RC@| R@ GJJF <O <?JKODJI <I? DHKG@
K<OO@MIN <>MJINN OC@ R@=

CMS adoption

"T  #-3<?JKODJI M@c@>ON < R@= OC<O"N =JOC H<OPM@ <I? DI>M@<NDIBGT NK@>D<GDU@?
@@MT NDO@ 1JR MPIN JI NJH@ FDI? JA#-3 =PO CJR OC@N@ KG<OAIMHN <M@ PN@? Q<MD@N -
M@BDJI<@W Q@G <I? PI?7@MGTDIB O@>QNO@BI? JAAMT@ NO<I?<M?DUDIB JI < NDIBG@
BJOJNTNO@H OC@a<DN >GC@<aH@namiB RDOC ?DAA@M@I0 KG<OAIJMHN G@<?DIB DI ?DAA@
K<MON JA OC@ RIMG? AJM ?DAA@M@I0 PN@ ><N@N <I? <O ?DAA@M@I0 N><G@N
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Overall adoption

"A?ME ) 9<GHLAGF

/Q @XGG <?JKODJI (440 IM>@B@<NPM@H@ION NCIR OC<QO@ BIDO@N <>>JPIQ@IM J
JA J=N@M@? R@=NDO@N DI M@DIAIM>DIB #-3N <N OC@NGMRPGPADEAIM OC@ R@=

Adoption by geography

#-3 <?JKODJI GJIFN ?DAA@M@10 AMJIH Ji@ M@BDJI OJ <IJOC@M
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"A?MJ )/ 9<GHLAGF :Q ?=G

(440 IM>CD@ ?<O< NCJRN CDBC@M x=DB@NIM CINO@? #-3 KG<OAIMHN DI .JMOC H@MD><
<I?7 @NO@MI %PMIK@ RXNAAK@I| NJPM>@ NTNO@HN CIE@GTNN@BBEM KINDODJI DI
K<MON JA IND< <I? %<NO@MI %PMIK@

Adoption by rank

7 @=ND@@® MIODIP@N OJ NC<K@ #-3 <?JKODJI K<OO@MINDIBDABN O@1? 0J >CIIN@
KG<OAIMHN OC<O NPKKINKRIBHKGRN 2@ @K >PNOJHDU<ODJI <I? GJIB O@MH N><G<=DGDOT

, JR@M enb> NDO@N <M@ BIT@GEGPR@ CINO@? JM <GG DI JI@ NJGPODJIN CURING@?P>@ JK@
JA@MC@<?
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Most popular CMSs
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Fastest growing CMSs
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Market and ecosystem
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Page builders
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Year-over-year trends
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Part Il Chapter 12 : CMS

Largest Contentful Paint (LCP)
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Part Il Chapter 12 : CMS

Cumulative Layout Shift (CLS)
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Part Il Chapter 12 : CMS

Interaction to Next Paint (INP)
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Lighthouse quality metrics
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Part Il Chapter 12 : CMS
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Accessibility
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Part Il Chapter 12 : CMS

Best Practices
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Page weight and resource composition
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Part Il Chapter 12 : CMS
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Total page weight by CMS
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Part Il Chapter 12 : CMS
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Resource composition: images
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Resource composition: JavaScript
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Part Il Chapter 12 : CMS
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CSS and HTML
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Part Il Chapter 12 : CMS
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Part Il Chapter 12 : CMS

Page weight, performance, and variance

4C@ M@G<ODJINCDK =@OR@@! K<B@ R@DBCO <I? K@MAIMH<I>@ DNDODNGIOMIEST GDI
(@<QD@M K<B@N <M@@GVM@)GIDNN #IB@DO<GN OCM@NCJIG?N @NK@>D<EST@INHI=DG
RC@M@ |@ORJIMF <I? #05 GDHDO<ODJIN H<BIDAT DI@Ab>D@I>D@N

I>MINN #-3N K<B@ R@DBCO <>ON <N < >JHKJIPI?BIBG@MIN#¥ < NDIBG@ KJIDIO JA A<DGPM
,<MB@ DH<B@Gd<?N C@I<*Q<3>MDKO <I? BGJ=<GGT N>JK@? <NN@OR@¥-eBP@EO0@ J
MDNDIB OC@ >C<I>@N JA NGJR GJ<?N QDNHRGICREBNGRHIPNN 0G<OAIMHN OC<O
GDHDO >PNOJHDU<ODJI O@1? OJ M@?P>@ OCDN MDNF OCMJPBC >BUENNHC@@A<PGON
NTNO@HN NCDAO HIM@ M@NKJIND=DGDOT JIOJ NDO@ JRI@MN <|? DHKG@H@IO@MN

/1Q @%GG K<B@ R@DBCO M@DIAIM>@N < >JM@ D?@< JA OCDN >C<KO@M #-3 KG<OAIJMHN
DI?DM@>a@IcP@I>DIB CIR M@NJIJPM>@N <M@ <NN@H@NR X IMN¥@B@Q BMIR HIM@
>JHKG® H<I<BDIB RC<O BJ@N DIOJ OC@H]<I? CIR COMERBEEDIH@N >MDOD><G 0OJ
H<DIO<DIDIB M@GD<=G@ K@MAIMH<I>@

Emerging web APIs

IN #-3 KGKOAIMHN H<OPM@ =MJRN@M ><KI=DEIRHENNKIE@ DI NC<KDIB K@MAIMH<I>@ -
PN@BK@MD@I>@ .@R R@=!0)N DI>M@<NDIBG QARG OINDERNMI RIMF <>ATRRIMAEN

<I? #-3N NCDAODIB NJH@ JKODHDU<ODJI RIM@AMIB NGINED=MJIRN @SENOR @A ?J

1J0 M@HI PI?@MGTDIB >IJNON FPQO N@@P>@ K@®I2 @@ |>T <I? DE&EMJ

M@NKJIIMDI@NN RC@I PN@? OCIJPBCOAPGGT

4CDN N@>0DJI CDBCGDBCONEMHRNE@MG@OD@N OC<O <M@ NO<MQIMIBMIMIcP@I>@ I<
NK@@? D@l M@NKINEBNN <I? K@NSB@HIQMAIMH<I>@ <>MJINN #-3 KIR@M@? NDO@N

Speculation Rules API
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Long Animation Frames API (LoAF)
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OCMJPBCJPO < N@NNDJI 1JO EPNO <O GJ<?

View Transitions API

4C@ 6D@RINDODIIN 10) @1<=G@N NHJJOC@MIRDEP3E G@OR@@! K<BATNGEIGNE
0OC@ =MJRN@M 0J <IDH<0@ >JIO@I0 >C<IB@N 7CDG@ OCDN DN HIM@ <=JP®RQDNP<G >JIODIP
NK@@? DO ><I NDBIDb><IOEr R@KNGEPDI@MAIMH<I>@]@NK@>D<GGT JI :QIO@IO@ @<

RC@M@ PNGIBLO@ AM@LP@IOGT

&M #-3 KG<OAIMHN QB@RODUIN <M@ DHKIMO<IO =@r-RN@FROCEK @MD@I10D<G B<K
=@OR@@M@DJI<G HPGOD K<B@ NDO@N <I? NDIBG@ K<B@ <KKGD><ODJIN #JH=DI@7? RDOC C
GIF NK@>P@GD&DIB DG@O NBMQ@1?@M@7? #-3 KIR@M@? NDO@N A@@G HIM@ cPD? RDO(
<?JKODIB >JHKEE <M>CDO@>0PM@N 3PKKIM@PNIMHODBIS FUIRN@MN <I? PN<B@ DN @<MGT
=PO DIDOD<G <?JKODJI NPBB@NON BMJRDIB DI@®@M@N3.INMKQOMN2 QERIAION

Priority Hints and Scheduling APIs

IN K<B@N =@>JH@ HIM@ SIHKSEPM>@ KMDJMDODU«EDBBKBY MIG@ DI K@MAIMH<I>@
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OMDJMDOT (DION@@OK@VIN DI?D><0@ RCD>C@@NDPWMB@N AJION N>MDKON <M@ HIME
DHKJIMO<IO NJ =MJRN@MN ><| <?EPNO GJ<?DIB IM?@M@?&ENPBORNIN 7C@| PN@? R@GG
OCDN ><| DHE& M@I|?@MDIB HDG@NOJI@N RDOCJPO NCMDIFDIB OJO<G K<B@ R@DBCO

3DHDG<MBR N>C@?PGDIB !0)QRMD HIM@ >JIAMIE BC@| H<DI OCM@<? RIMF C<KK@IN
H<FDIB DO @<ND@M OJ ?@A@M G@NN QUDITENE@ U<QIENDHSE@CDIN @M-3 ?MD@|
K<B@N RDOCTHSK@MN JA API>0DJIGEIN@ OJIGN C@QGK M@?P>@ >JIO@ODJI ?PMDIB F
DIO@™DDJI HIH@ION

Implications for CMS platforms

4B@OC@U@N@ !0)N NDBI<G < =MJ<?@M NCDAO DI CJR R@= K @& NQ@HNA SBHIBHKMJ
)JINO@<? JA M@CBIBN®QT JI =<@H? >C<IB@N IJM #-3 NK@>Db> JKODHDU<ODJIN KG<OAJMH
DI>M@<NDIBGT G@<I JI =MIRN@M DIO@GGDB@I>@ OC<QBIKINIEHNSBM<=DCOOD@N
AC@N@ '0)N ?J IJGE@ OC@ >INON JA G3MBE M Q@ER>PODJI

&M #-3 @>INTNO@HN OCDN M@DIAIM>@N < A<HDGD<M K<OO@MI =MIRN@M !0)N ><I NHJ
Q<MD<=DGDOT DIOMI@&C@MND=DHBOITE&XI1JO @GDHDI<O@ =<IE@IAN =@OR@ @I
c@D=DGDOT <I? KM@?DAO@IN DEK<>0 ?@K@I?N Jl ><M@ ARG HIMBRNEDNOD>
<NNPHKODJIN <=JPO PN@D3@ZkO RDOC OSEN@DIB <M>CDO@>0PM@

IN =MIJRN@MN >JIODIP@@@@-3 KG<OAIMHN <@@TCDF<?JKO OC@N@?PYGBERNDIB
OC@H 0J NHJJOQDB<ODJ! DI@NI@NKIRIENN <I? M@?P>@ K@NG@@)>TIRDOCIPO
M@=PDG?DIB OC@DM >IM@ ?@NDBIN )l OC<O NGE:{ N @IO@ENINBK ? ENAMKEIDIY <17
HIM@ <N HPGODKGDEDNDBIB/K@ MAIMH<O @ BIIAN

Artificial Intelligence in CMS

1) ><K<=DGDOD@N <M@ =@>JHDIB HIM@ >JHHJI <>MJNN #-3 KGIORNE IS0 &&4R >0
>JIO@I10 RIMFCIRN HIM@ OC<| >IMEBMAKEINAIMH<I>@ )I HINO ><N@N !) DN PN@? OJ NPKI
CJR >JIO@IO DN >M@<0@? JMB<IDU@? <IRGED@ENM-0@FA GIR DO DN M@I?@@8@@MN03I@GDQ
PN@MN

I>MINN @>INTNO@HN !) <?JKODODNPIBINOGT JKODJI<G !) OTKD><GGT <KK@<MN <N <|
<NNDN@ @ M]JOCMJIPBC KGPBDI@IIGDJIN 30@MI<G N@MGDE@NIMDC<I <N < API?<H@I0<G
>C<IB@ OJ #-3 >IM@N #JHHJI PN@N DI>GR@@IBMI? @?DODIB >JIO@I0 NPHH<MDU<ODJI
OKING<ODJI DH<B@ B@D@NMD<BBDIB <I? 3%/ H@O<?<O< NPBB@NODJIN

-JNO !) RIMFcJRN C<KK@| ?PMDIB <POCJMDIB JM JI <NTI>CMI@PN NIPC@ 1J0
NDBIDb><IOGT <AA@>0 K<B@ R@DBCO M@NJIPM>@ >JHBINDORBEBNMEGE@ME7) DN PN@? <(
MPIODH@]AIJM K@MNJI<GDU<ODJI M@>JHH@I?<ODJIN JM ?TI<HD> >JIO@IO]D@IIHK<>0 L
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0OJ NCJR PK DI?DM@SMIPBC <??DODR<GMDKO JM I@ORIMF M@LP@NON ?@K@I1?DIB JI
DHKG@H@10<0DJI

1@ <M@< RC@M@ !) DIO@MN@>ON RDOC JOC@M #-3 OM@I|?N DN @?DOJMD<G N><G@ "T GJR@
PKGJ<?DIB KMJ?P>@7? <I? PK?<O@? >JIO@IO <I? ODH@ OJ ?DNOMD=PO@ 0OJ JOC@M >C<II@GN
OJHIM@ K<B@N MD>C@M H@7?D< <I? HIBQaVBRED>@N 4C@N@ NCDAON SENDOBINDAT @
K@MAIMH<I>@ >C<GG@IB@N <MJPI? K<B@ R@ DG PON@INZ2@0E @>CJDIB

K<OO@MIN N@@! @GN@RC@M@ DI OCDN >C<KO@M

&M IJR !) DI #-3 KG<OAJMHN DN =@NO PI?@MNOJJ? <N < RIMFQIRKBE@GI@B<| <

K@MAJIMH<I>@ JKODMDU@AA@>O0ON JEREMD @1>@ <M@ H@?D<O0@7? OCMIRBO@TNIMD<G KM
BJQ@MI<I>@ <I? DHKG@H@I0<ODJI ?DN>DKGDI@]IJ0 OCMJPBG-ATMEBINHI@GS BEND 1B

NK@@? IM M@NBJ@DR !N !) HIZN >GIN@M OJ MPIODH@ NTNO@HN DON K@MAJIMH<I>@ DHKGI
H<T BMJR=PO >PMM@D?@1>@ NPBB@NON DON H<D| DHK<>GO@HDIN JK@M

CMS in the era of LLM search

4C@ MDN@ JA GMB@ G<IBP<B@ HJ?@G ,,- =<N@? N@<M>C <I? <INR@M @IBDI@N DN >C<IBDIB
B@l@@? >JIO@ICBERO@7? <I? PN@?@I8RFODJII<G N@<M>C @IBDI@N OC<O AJ>PN JI

MIFDIB K<B@N ,,- NTNO@&DED NPHH<MDU@ <I? M@>JH=DI@ >JIO@IO 4CDN DI>M@<N@N OC(
DHKJIMO<I>@ JA NOMP>OP VK @BKM@AN <I? H<>CDI@ M@<?<=G@ NDBI<GN

&MJIH <I (440 IM>CD@ NO<I?KJIDIO OC@N@ >C<IB@N NCJR PK <N BM@<O@M PN@ JA NOMP>OPM
>C@<M@M >JI0@I=C@N <I? HIM@ >JINDNO@IO N@H<IOD> H<MFPK #-3 KG<KOAIJMHN OC<O
KMJHIJIO@ R@GG NOMP>OPMI@B4<G C@<?DIBIMMDMC H@O<?<0< <M@ =@00@M KINDODJI@
AJM OC@DM >JIO@I0 OJ =@ DIO@MKM@ O @ 2QI@ Mg NBNC@HMM

)I?@8DIB =@QBJIM <GNJ NCDAON ,,- =<N@? OJIGRIM@RQ@A K<OC<O DN M@BPG<MGT PK?<0@?
>G@<MGT <OOMD=PO@7? <$DE-N#-ON @C<O NPKKIKMPMK?<O@N <I? KWBND>

H@O<?<0< B@UDW HE B<DI DI?DM@>0 <?Q<IO<B@N /| OC@ JOC@M C<I? K<B@DIEIPC<O M@GT C
JI>GD@I0 ND?@ M@I1? @MDIB<GMIBID*<P|?G@N TRI?@®@|TBAODJI HE =@ G@NN
QDND=GC@GM@DJI =@>JH@N NGJR@M JM DI>JHKG@O@

AC@N@ ?TI<HD>N <GDBI >GIN@GT RDOC OC@ K@MAIMH<I>@ K<O@@WOCON>PNN@? @<MGD
<GM@<?T NOMPBBG@<RENMIOK® =GJ<O #IGIR KJIM ).0 H¥ A<>@ >JHKJIPI?DIB

?DNXJ@¥EDGDOT DNNP@N <N ,,- NTNO@HN DI>M@<NDIBGT M@R<M? @A@BIEHET <I? >G<MDOT
2J@N 1JO M@KG<2@DDW<G BR® =PO DO <HKGEIh@ND@ BVIAAN =@OR@E@+B@DOT
K@MAIMH<I>@ <I? >JIO@10 NOMP>OPM@
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Structured data evolution

30MP>0PM@7? ?<0< C<N =@>JH@ F&MBA@MRG @+#-3 KG<OAIMHN N@<M>C @IBDI@N <I? !
M >JINPH@MN “T DO DN I3 GJIB@M EPNO < 0JJG AJM MD>C NIDKK@ON JM @IC<I>@*
M@NPGON )O DI>M@ <IINBGIT@MQ<>CDI@ M@<?<SG@C<IgEdIN CIR >JIO@10 DN
DIO@MKM@O@? NPHH<MDU@? <I? NPMA<>@? <>MJNN <POJH<O@? NTNO@HN

(440 'M>CD@ ?<O< NCJRN NO@<?T BMJROC DI OC@ PN@ JA NOMP>OPM@? ?<O< <>MJINN #:
DHKG@H@I0<ODJI LP<GDOT Q<MBE@RMAHN EDO@IDB@H< NPKKIMO O@1?<@@ @M
HIM@ >JINDNO@IO <I? KM@7?D>0<=G@ H<MFPK 4CIREEIC«RGRBBNA@<PNOJH
DHKG@H@10<ODJIN NCJR BM@<O@ MIAMDAB BGIMIE?@M K@MAIMH<I>@ K<OO@MIN RC(
c@D=DGDOT JAO@I! >JH@N <O OC@ >JNO JA >JINDNO@I>T

30MP>0PM@? ?<0< <GNONIRBI K@MAIMH<I>@ <I? K<BAQIRIBDBERE®DH@IO@? N>C@H<
><| DIc<O@ (4-, NDU@ <I? <?? $/- >JHKGEDOT RDOCJPO O<IBD=G@ {@E@HONK@?
NOMP>0OPM@? T<¢HOWNO <??N HDIDHI@NC@<? RCDG@ H<FDIB >JIO@I0 A<M HIM@
DIO@MKM@0<=G@ !N #-3N <POJH<O@ HIM@ XSD@BAB@I@DA |) <NNDNO@? 0JIGN]OC@
MDNF NCDAON AMBOIENGBMP>0PM@? ?<IRIBOCXHP>C JA DO RC@M@ M@?PI?<I0 JM
PIl@>@NN<MT H<MFPK <??N R@DBCO RDQDPIPOHHBM®N

) < RIMG? JRQ@GQDIB N@<M>C <I?DMNFNTNO@HN NOMP>OPM@? ?<0< <>0ON <N < NO<=DGI
#-3 KG<KOAJMHN OC<0O Q<GD?<0@ N>C@H< GDHRIXD\W@EFBYEINOMP>0PM@? ?<0O< DIOJ >JM
O@HKG<O@DIIM@M OC<I N><O0@MDIB DO <>MJNN <? CJ> KGRBUOINBIKMBRIRKBGEN

H<>CDI@ AMD@I?GT >JIO@I0 )I>MEBMNBHBEM@? ?<O< H<OPMDOT DN =@>JHDIB < ?DAA@WV
130 JIGT AIM 3%#PO AJM GJIB O@MH >JIO@10 M@NDGD@I>@ <N <POJH<O@? >JINPHKODJI E

Conclusion

4C@ #-3 G<I?N><K@ DI M@c@>0ON < H<KOPM@ DI>M@<NDIBGT KIG<MDU@? R@= (440 !M>
NCJIRN OC<O #-3 KG<OAJMHN IJR KIR@M OC@ Q<NO H<EJMDOT JA NDO@N@rR@RG@ IJI #-3 |
NCMDIFDIB <N < NC<M@ JA OC@ R@= '0 OC@ N<H@ ODH@ <?JKODJI K<OO@MIN K@MAJN
<I? M@NJPM>@ PN<B@ Q<MT RD?@GT <>>JM?DIB OJ KG<OAJMH >CJD>@ CJINODIB HJ?@G
DHKG@H@10<0DJI ?DN>DKGDI@

-<MF@O NC<M@ ?<0O< >JIbMHNJMIECBI@@NN DN NODGG OC@ ?JHDI<IO #-3 KIR@MDIB HIM@ C
JA#-3?MDQ @I NDO@N 0G<OAGVBOINIADAT >JIODIP@ OJ BMJR LPD>FGT DI NK@>Db> ID>C
@NK@>D<GGT @>JHH@M>@T RCO@® B3NO@? =PDG?@MN NCJIR NDBIN JA NGJRDIB ?JRI 2
=<N@? <I<GTNRQR M@ OC<O OC@N@ OM@&@NINED NPIEM>@ #-3N M@H<DI
JQ@MM@KM@N@IO@7? <HIHAEDROOQEN RCDG@ 3<<3 =PDG?@MN ?JHDI<O@ OC@ GJIB O<
KMIK@MOD@N 4CDN NPBB@NON OC<O #-3 N@G@>00@I BNIMB¥MQANDIBGETG AP N <I?
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>JINO®DION 1JO EPNO B@KIKPG<MDOT

0@MAJMH<I>@ ?<0< M@DIAIM>@ NEDCIN-NEGEO® @BEKOAIMHN O@I7aN PIAMEDQ
>JINDNO@IO #IM@ BDO<GN @NK@>D<GGT JIHI=DG@ 3@GA CINO@? #-3N NCJR HP>C RD?@M
DicP@I>@7T-OC@H@N KGPBDIN <I? OCDM? k«®MIMNBB@ BR@DBCO <I? M@NIPM>@
>JHKINDODJI ?<O< APMOC@M NCJR OC<O DHKG@H@I0<ODJI ?@>DNDJIN JAO@| H<KOO@M HJIM(
?@A<PGORI‘RQOCDI < NDIBG@ #-3 NB@@NJIH CDBCGT JKODHDUERRDGE NEBI<0O@?
PI?@MN>JMDIB OC<O K@MAJIJMH<I>@ DN <+0OB3@BIB® < =PDGCID 8rR&M

4JB@OC@U@ #IM@7Z 6DO<GN <I? , DBCOCIPN@ M@NPGON CDBCGDBCO < M@>PMMDIB OC@H@
DicP@I>@N K@MAJMH<I>@ H<DIGT OCMJPBOOB@?@MAPKBON <I? OJICDRIR @D KMJ

0G<OAJMHN RDOC HIM@ >JIOQDERIGE@@N O@1? OJ KMJI?P>@ NO@<?D@M JPO>JH@N -IM@
@O@IND=G@ NTNO@HN DI OPMI <GC&REGDHIAC? ®IIM DHKG@H@IO<ODJIN

4C@N@ K<OO@MIN ?J 130 KIDIO OJ NDHKG@ RDII@MN <I? GIN@ME HROBAARNOC@
=@OR@@58@DGRIOMIG <I? KM@?D>O8DGIBDA-3 @>INTNO@&ENMNRb@N JPO>JH@N

?2@K@1? G@NN JI OC@ GJBJ <O OC@ =JOOJH JA OC@ NDO@ <I? HIM@ JI CBRCR@BBG @<>C KG<O
<I? >JINONMDION bO OCENNDAKEBOOC@ O@NM<K<>DITGJIIB O@MH H<DIO@I<I>@ BJI<GN

4C@ MDNDIB DHKIMO<I>@ JA H@2@WN 7) <NNDNO@? RIMFcJRN <I? ,,- =<N@? >JIO@IO
>JINPHKODJI <??N APMOC@M KM@NNPM@ 30MP>0OPM@? ?<O< N@H<IOD> H<MFPK <I? @Ab>D
?@GONT <M@ 1J GJIB@M ID@ OBCGRHDU<ODJMDRBEI@<NDIBGT ?@0@MHDI@ RC@OC@M
>JIO@I0 DN ?QE#8G@ DIO@MKM@O<=G@ <I? K@MAIMH<KPENDINGNQAZRM <I? I@R

1) DIO@MA<>@N #-3 KG<OAIJMHN OC<0O KMJHJO@ >JINDNO@I0 NOMP>OPM@ $EIHDO PlI@>@NN
<I? @H=M>@ HI?@MI =MIRN@M ><K<=DGDOD@N <M@ =@00@M KINDODJI@? OJ <?<KO

/Q @GG OC@ #-3 @>INTNO@H DN ?@bl @RBEMIROC <I? HIMBGKP@ JAAN

&GED=DGDOT JAO@| DI>M@<N@N K@MAIMH<I>@ Q<MD<I>@ %<N@DAMNMEB@NMI?P>@ C@<
IPOJH<ODJI DIOMJ?P>@N |@RNBXI>@ <I? LP<GDOT >C<GG@IB@N #-3 KG<OAIMHN RDGG >JIODIP
@IG@ =PO OC@ ?JHDI<IO A<>0JM DI M@<G RIMG? JPO>JH@N M@H<DIN DHKG@H@I0<ODJ! IN
KG<>@N BM@<O@M @HKC<NDN JI NK@@RADHEDIBORT<=G@ >JIO@IO #-3N RDGG M@H<DI
>IM@ DINOMP>0PM@]1J0 =@><PN@T@@HRBEHPO =@><PN@ B@@@MHDI@ CJR OC<O
>JHKGEDOT NCJIRN PK <O N><G@
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Author

6<C@ 'WED<I
O 6<c@3/30 M <Cc@<MD<I & COOKRRR NO<O@JA?DBDO<GKP=GDNCDIB >JH

6<C@ !%&D<I DN < ?DBDO<G KP=GDNCDIB CBONRDAND@BINO <I? OC@
AJPI?@M 38<0@ JA $DBDO<G 0P=GDRGEDHD?D< (@ RIMFN RDOC
KP=GDNC@MN NO<MOPKN <I? H@?D< JMB<I|RUNPRORDOFB@ BMIROC <>MINN
3%/ <P?D@I>@@HIKH@IO HII@ODU<ODJI <I? KMICHBIO® DN <

AM@LP@I10 N®& <fF? RMDO@M JI ?DBDO<G H@?D< OM@I?N !) DI KP=GDNCDIB <I
@JGQDIB APOPM@ JA JIGDI@ EJPMI<GDNH

@LLHKOOOKLIL=G><A?ALIDHM:DAK@AF? ;GE
@LLHOOOKG<HE=<A9 ;GE
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https://github.com/VaheSODP
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400

2025 Web Almanac by HTTP Archive



Part Il Chapter 13 : Ecommerce

Part Ill Chapter 13
Ecommerce

Written by Amandeep Singh
=NA=0=<:QJJQ GDBYJ
FODQR=< :@9F<==H /AF?@
I<AL=<:(®JJQ GDB9J

Introduction

%>JHH@M>@ DN IJ GJIB@M < NK@>D<G ><N@IDICE @@@¥ DO=PTDIB EJPMNANO<MO DI
N@<M>C M@NPGON NJ>D<G @AOME<HNCEIIDIP@ DDR@ <NNDNO<ION H@NN<BDIB <KK
<I? G@<E<>F NPMA<>@NNBBMON4&I? DI>M@<NDBG@><| =@ >JHKG@O@*<B@ION

<>0DIB JI < NCJKK@M”N H@CBEN@M>@ R@=NDO@ DN NODGG <I JIGDI@ NQIM@A®KO N@
?DBDO<G KMJ?P>ON =PO DO IJR NDON <O OC@ DIO@MN@>0BH@IBNMBRFOMKBERE® K<
<>>@NND=BGEBIMPNO

7C@I1 =PDG?DIB <I JIGDI@ NOIM@ OC@M@ <M@ < A@R >JHHJI KG<OAIMH HI?@GN

#7.<?)-); ) #=>1+- #))# KG<OAIJMENB 3CJKDAT HDIDHDU@ OC@ O@>CID><G
FIURG@?B@ M@LPDM@? OJ MAT xNONVESDIB OC@ >J?@=<N@=TX{ENOM
CJNODIB

14)<.7:5); ) #:>1+- | ))# NIGPODIBB !?2J=@ #JHH@M>@ -<B@HOUDD?@

<| JKODHDU@? O@>CIIGIBT NO<>F <I? QINGIMEEE! RCDG@ NODGG <GGJRDIB AP
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>J?@ <>>@NN

#-4.07,<-, KGKOAIMENB TI#IHH@M>@ /K@I#<MO MPI JIKNAWMIP>OPM@

H<I<B@? ¥ OC@ H@M>C<IO JM OC@DM <B@I>T

-),4-5; 1 Di< KG<OAIM@NB #JHH@M>@O0JJIGN -@?FOR?KEMIC@

>JHH@M>@ =@ <N < N@MQD>@ RCDG@ OC@ H@M>C<IO JREKQM@ @MED@1? @
<|? CINODIB

[-6<1+ +755-:+- )/-6< :-),A +755-:+- G¥@MN NDO <GJIBMDP@IK JA OC@
NOJIM@AMJIIO NOMP>0OPM@? KMZEASINMRKOSCOD@N D?@BTH@IO cJRN

@KIN@? OCMJIPBC '0)N <I? NO<I?<M?N NJ <NNDNO<ION <I? !) <B@IONG@NN<A@GT ?DN
KMJ?P>ON <IS@>PO@ KPM>C<N@N RDOC >G@<M PN@M >3IDIENO <I? BP<M?M

0G<OAJMHN MGG DIOJ HIM@ OC<I JI@ >&DESBMKG@ NIH@TQIMN JAA@M 3<<3 0

<I? N@GA CINO@? JKODJIN FIe@<I?G@NN =PDG?N NODGG M@BTN P3€B-Og@ CJJ?

4C@ DHKJIMO<IO Q<MD<=G@N <M@ RCJ >JIOMJGN CJINODIB RCJ >JIOMIGR@I@MPIODH@ <I? P
<I? CJR HP>C AM@@7?JA TQ@ OJ >C<IB@ OC@ AMJIO@I1? @P=<>F

Platform detection

7 @ PN@? < 0JJG ><eid@GTU@M 0J ?2@0@>0 O@>CIJGCJBD@NDRER? O ><I 27@0@>0
@>JHH@M>@ KG<OAJMHN >JIO@I0 H<I<B@H@ IQ{SFNDBBH@RIMFN <I<GTOD>N <I?
HIM@

&M OCDN <I<GTNDN R@ >JIND?@M@? < NDO@ OJ =@ @>JHH@M>@ DA R@ ?@0@>0@? @DOC

a 5N@ JA<FURI @>JHH@M>@ KG<OAIJMH IM

a 5N@ JA <O@>CIJGJIBT OC<O NOMJIBGT DHKGD@N <! SGIH@@® CONMERIAV @
@>JHH@M>@ <I<GTOD>N

Limitations in recognizing ecommerce sites
/PM H@OCJ?JGJIBT C<N GDHDO<ODJIN OC<&@JAA@>0 <>>PM

a 7 @><1JIGT M@>JBIDU@ @>JHH@M>@ NBRI&IS RC@\7?@O0@>ON <| @>JHH@M>@
KG<OAJMH JM < NOMJIB @>JHH@M>@ NDBI<G

a $@O@>ODIBTH@IO KMI>@NNJIM <GJIgHKGI@ <G DN IJO NPAb>D@I10 OJ
>G<NNDAT < NDO@ <N @>JHH@M>@r H@-NOINGEEHYDO @N@G%H@4EN

a )AOC@ NOJM@ DN CINO@? DI < NFaB3H@ HOMII@ HRG OC@ CIH@ K<B@
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Introduction

)IOC@ @<MGN 34 OC@ R@MITO@ R<N < GPSEYDGIK@MN NK@IO CIPMN ?DOC@M H<KKL
&N <I? C<I? JKODHDUDIB N>MDKON OJ @INPM@ K<EBEIDICMBPPRC-M-F HJ? @HIR<Z DI

<l @MJA BDB<=DO b=@M <I? ' 2JHDI<I>@ OC<O N><M>DOT HDI?N@O C<N G<M8@\GT Q<IDN(
<N JPM _=<I?RD?0C KDK@NBIJRI RD?@C@ >JIO@I0 R@ KPNC OCMJPBC SIGEIC<N @

0J bGG OC@ NK<>@

0<B@ R@DBCO]OC@ JERHEG (Re@NDM@MM@7? OJ < PNIDMENNM@H<DIN JI@ JA OC@ HINO
>MDOD><G H@OMD>N AJM PI?@MNO<I?DIB OC@ C@<GOC JA OC@ R@= 7CDGE&CRO DN O@
H@B<¥O@N <N < |@BGDBD=G@ >JNO JA SK@@NI@BD&EN@C@ M@<GDOT DN&<M HIM@ >JH

What is page weight?

0<B@ R@DBCO <GNJ ><GG@ PK<BEANOIGRE @ JA ?<O<]H@<NPM@? TOENGHE IJM
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H@B<FO@N -"]OC<O < PN@M HPNO ?JRIGJ<? OJ QD@R < NK@>Db> R@=K<B@

7C@I TIP I<QDB<O@ OJ < BIPM =MIRN@M 2I@BEPNO ?JRIGI<? JI@ bG@ DO N@I?N ?2JU@IN IJM
@1 CPI?M@?N JA M@LP@NON AJM Q<MDJPN <NN@@\M@LREBERG IOF HKFAPI>0DJI
>JMM@>0CG@® NPH JA <GG OC@N@ NI@KKARNGDOPO@N OC@ K<B@ R@DBCO

IHI?@MI R@=K<B@ DN <I| <NN@HLEBREATDAA@M@10 OTK@N JA M@NJIPM>@N %<>C >JIOMD=PC
OC@ 0OJO<RII@KN" JA OC@ NDO@

5)/-; >1,-7 (DBC M@NJGPODJI KCJOJIN =<>FBMJPI? QD?@JN <I? &N ><| LPD>FGT
=<GGJJI K<B@ NDU@

) >)#+:18<&DG@N OCEDREDK@MQDO® B@HPN <GNDIB KE&EN IM
<IDH<ODJIN 7CDG@ JAO@I| NH<GG@M DI +" O DHAB@ND QT C@><PN@
OC@ =MJIRN@M C<N OJ NK@I? NDBIDb><I0 #05 KIR@ N@&=<FDDIB BD @

## 30TG@NC@@ON OC<0 ?@O0@NBIDIB DMR<GXAJION JA OC@ K<B@

76<; #PNOJH R@= AJION ><| <@ CPI?M@? +" DA HPGODKG@ R@DBCON =JG?
DO<GD> GDBCO <M@ PN@?

$ 4C@ NOMP=GRIP@ JA OC@ K<B@ RCD>C DN PNP<GGT OC@ NH<GG@NO K<MO
0JO<G R@DBCO

$01:, 8):<A ;+:18<; 4C@N@ DI>GP?@ <?N <I<GTOD>N <I? NJ>D<G H@?D< RD?B@ON OC:
A@O>C@? AMIH JOC@MWNN@MQ

JO <GA@OH@N <M@ >M@<0@} GCLBNGGEKO@M REKBIN@ &<B@ RABBO@N <IT=
M@LP@IEPRI@ JA bG@ OTK@N

Why weight matters

0<B@ R@DBCO DN < ?[IN@IHD KEMAIMH<I>@ <I? <>>@NNIBOTGIEB@ >M@<Q@HEN @
|@B<O@MDKKG@ @AA@>ON

$0- 8-.7:5)6+- )8  ,<MB@MTGI<?N ><| M@LPDM@ HIM@G@\>1? PN@ HIM@
2@D>@ H@HIMT 0J K<MN@ <IIMEEIG@@<?DIB OJ NGHEBD@E®@N JI GIR

@1? ?@D>@N M@B<M?G@NN JA >JII@>0DJI NK@@"?

$0- -+76751+ <744)| H<l T K<MON JA OC@ RIMG? ?<0< DN < H@O@M@? >JHHJ?DOT
K<B@ PRIEPNO < NEK@ED@!>@ DGBPNE@I@ )A < PN@M ><IIJO <AAIM? OC@
2<0< 0J GJ<IPM K<B@PM NDO@ DI@biDODJI DI<>>@NND=G@ OJ OC@H

$0- )++-;11*141<A #)::1-: )A < K<B@ DNQT @R ?J@BIEPNO GJ<? NGJRGT]DO =@>JH@N
KCOND><GGT <I? >JEEEIDCXM? @M OJRRIBNGE<B@ R@DBCO >M@<0@N NDBIDb><I0O
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DI@LPDOD@RDG@K@I<GDUDIB PN@MN RCJ M@GT JI GIDMOKIRGHIREG 2@
NGJR >JIl@>0DJIN RDOC GDHDO@? ?<0< ><KN\>-2@NX@M DEBEEDM OJ G@<MI
HIM@ <=JPO CJR K<B@ R@DBCO DN < NDG@I0 =PO NDBIDb><I0 =<MMD@M 0J @
PN@MN RDOC ?DN<=DGDOD@N

$0- -6 >1:765-6<)4 158)+< %@MT H@BO@UNA@MM@? M@LPDM@N @I@MBT]AMJIF
2<0< >@I0@MN 0J >JIGDIB NTNO @RIN-@ DICE @@PN@M"N C<I? IN OC@ R@= BM.
NJ 2J@N DON ><M=JI AJJOKMDIO

#8--, # (@<QD@M K<B@I@XB@M 0J GJ<? @NK@>D<GGT JI NGJR@M >JII@>
'JIBG@ PN@N K<B@ NK@@? Q@<DIRGN DI OC@DM >IM@ <GBIMDOCH H@<II
=GJ<0@? K<B@NH<ENR@M DI N@<M>C M@NPGON38@ EC<GRNEDC@

4C@ R@DBCO @AA@>ON ><| =@ ?DQD?@? DIOJ OCM@ @ BI@DKMII@EBIMD @R NOIM
M@I1?@MDIB

Storage

30IMB@ M@A@MN OJ CIR <NN@ON DH<B@N N>MDKON (4-@NDIMH}$. R@OSCIENND<B@
K<B@ R@DBCO DN <=JPO bG@ NDU@ JI ?DNF

a

a

a

758:-;176 )<:-<  $@I@GIK@MN JAO@! NOIM@ bG@N DI CDBCGT >JHKM@NN@*
G 7@=0 AJM DH<B@N JM "MJOGD >JHRM@NN@C@@<I =@ NOIM@? <N
n

$0- ,)<)*);- ¥7<<4-6-+3  &IM ?TI<HD> NDO@N OC@ R@DBCO" NO<MON RDOC ?<0O
LP@MD@N YA@N@MPOJ MEOMDENMR ?<0< AMJH < ?<0<=<N@ 04B@|@M

JI@ K<B@ OC@ DIDOD<G M@ NKHEIO0BIBENO "TO@ DIEVM@<N@N =@AIM@ <
NDIBG@O®@ DIEN@IO

$0- +7;< )I@Ab>D@10 KE@WJ@XI EPNO <AA@>0 NK@@? DO DI>M@<N@N CJINODI
OC@ ><M=J1 AJJOKMDIO JA OC@ ?<O<>@I0@M

Transmission

4MINHDNNDJI DN OC@ KMJ>@RBNBIAGIN@ NOIM@? bG@N <>MJINN OC@ DIO@MI@O 4CDNLC
I@ORJIMF >JINOMON OPMI K<B@ R@DBCO DIOJ < K@MAIMH<I>@ =<MMD@M

a

$:)6;.-:;1B- > -1;=; )+<=)4 ;1B- 4C<IFN OJ] OC@ cT" >JHKM@NND® GDROC@
IPH=@M JAO@N N@@M OC@ RDM@ DN JAO@I| HP>C NH<GG@M OC<I OC@ JMDB

@LLHIO=: <=N9JLA;D=K LL>:
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a

)<-6+A)6, :7=6, <:18; )O"N IJO EPNO <=JPO CJR HP>C ?<O< DN N@IO FPO CJR H<I
bG@N %<>C NOEM@ M@LPDM@N <" QULC@MWBMKIB@ RDOC NH<GG

DH<B@N OJO<GDIB -" ><| <>OP<GGT A@@G NGIJR@M OC<I| < K<B@ RDOC JI@ G<MB(
DH<B@ =@><PN@ JAINEGNDIDIQ®MC@<? JA N@B@M@LP@NON

$0- *7<<4-6-+3 /I HJ=DG@ ' ' NDBI<G DIO@MA@M@I>@ ><| ><@NEG K@
C@RD@M OC@ K<B@ OC@GIMEBBRDGG ?MJIK AIJM>DIB OC@ =MIRN@M OJ <NF AJl
<B<DI <I? ><PNDIB < QDND=G@ C<IB

Rendering

2@1?@MDIB DN RC<O C<KK@IN JI>@ OC@ R<@3B3MMMDQC@ HINO HDNPI?@MNOJJ? K<MO JA K<B(
R@DBCO /I>@ < bG@ DN ?JRIGI<?@7? DO HPN@Z@I? KiKd>@B NNaDG@ Q@@

a

-57:A 16E)<176 !I DH<B@ HDBCO JIGT@DREK +"?PMDIB GMIHDNNDJI =PO
JI>@ OC@ =MIRN@M _M@1?@MN" DO DO HPNO<REXR@SI? @I
2l- 4C<O0 +"bG@ ><I @<NDGT @K -"JAH@HIMT

$0- ) >)#+:18< <)@CDN DN OC@D@#©" K<MO JAM@I?@MDIB  +" JA <I DH<B@ DN
EPNO @\ =PO  +"JA®«3>MDKO DN RIMF 4C@ #05 HPNO K<MN@ >JHKDG@ <I?
@@>PO@ OC<0 >J?@ /I <GJR @1? NH<KMOKCJI@ OCDN _R@DBCO" ><| AM@@U@ OCC(
N@@%G N@>J1?N

+7584-  @1<Po@MT (4-, O<B <??N < _1J?@J OC@ =MIJRN@M"N HE¥BET
RDOC 1J?@N <_C@¥% $/- RDGG H<@ N>MJIGGDIB A@ @@ B<BBE@NN JA CJR
A<NO OC@ DIO@MI@O >JlIl@>0DJI DN

7 @=NDO@N+#@& >C<IBDIB OC@DM M@ %@ @BB@&NNIH@ODH@N KMIEO@DPDIB CIJR
R@=NDO@N <M@ <>>@NN@? <I? $IIRBI @MIRDIB !) >C<O=JON <I|? JOC@M G<MB@ G<IBP<B@
HJ?@G OJIJGN .JO <GG JA OC@N@ >C<IB@N <MBGON@2>@ YNBHDGIEINODIB C<N

=@@! ?2JI@ OJ D?@IODAT OC@ O@>CID><G M@ L PERGE@HE NN NRINETETDN @ QM T

=@OR@ @RGI@MNA@7?J FIJR OC<O <@®RIMH<ODJI NCIPG? =@ KM@N@I0 BIFOC@ DIDOD<G M
(4-, NDI>@>MRG@MN ?J 130 M@ |@84MDKO

'DQ@! OC@ BMIRBEBV@I@NN JA OC@N@ A<>OJMSKRBR O INEX@DM <?JKODJI JA NP>C
NG @BD@N DI>GP?DIB < M@?P>0DJI DIRE@APK@BE&N DI APOPM@ @?DODJIN

@LLHK=J=D ;GE :DG? L@= JAK= G> LgDDSA ;J
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What are we shipping?

)l OCDN >C<KQ@MI<GTU@ OMDGGEDINIMINN HDGGDJIN JA R@=NDO@N OJ <INR@M < AF
LP@NODJI 'M@ R@ B@OODIB HIM@ Q<GPTBGIRANANPMMEG R@ NDHKGT NP>>PH=DIB OJ
_R@DBCO >M@ @kDGE@M@ OC@ ?JHDI<I>@ JA H@?D<]DH<B@N <I? QD?@J]JRCD>C >JIOC
>G<DH OC@MRAO<M@ JA QR@AW=P?B@0 <I? OC@ NO@<T<GEMIBXMARLCD>C ><MMD@N <
K@MAJIMH<I>@ O<S ADaDEIC<I DON bG@ NDU@ NPBB@NON

Request bytes

-@?D<| K<B@ R@DB@MIODH@ NCJRN OC<0O K<B@ NDU@ BMIRIE: DN =<&>CG2&@ M
OC@M@ C<N =@@I < IJOD>@<=G@ PKR<M? OM@1? DI K<MQD>RNMEDMN EBHDGIR I A@<
BMI?@M N><G@ RDOC OC@ CIJH@ K<B@IRE@-ONJP&IN@ OJ G<MB@M OC<I DII@M K<B@

(JH@ K<B@ K<B@ R@DBCO C<N NDHD&QWG R @ @@BIRIND<MGT  G<O@

4CDN 2J@N@<RD?@M DHKGD><ODJIN
Page weight implications for Al

AC@M@ DN <I DI>M@<N@ DI @I@MBT >JINPHKODJI <I? >JHKP QE@NI KdR@N B@<| HIM@
=<I?RD?0C M@I?@MDIB <I? #05 GJ<? K@M QDNDO RCD>C <GG DI>M@<N@ OC@ @I|@MBT A
>MRGDIB <I? DIZ@IB

4CDN M@NPGON DI NGJR@M JMRGBRGGIR@ IR MRG@MN OC<O OMT OJ _PI?@MNO<I?" Of
R@=F K@MAJIMHDIB <>ODJIN NPS@#ED@® @IODOD@N JM >JI0@10 NPHHIMBERKDO D CE&
?@KOC JM AM@LP@KRGRBIBMDJ H<I<B@ OC@DM >JHKPO<ODJI =P?B@ON

4CDN >JPG? G@<? OJ < =D<N OJR<M?N GDBCO@M AJJOKMDIO R@=>JIO@I0 RDOC A<NO@|
N@H<IOD><GGT >G@<M NDENGER @NNEI@M 0J K<MN@ <I? OC@M@ANA® GI2EHE? BDO@N J
*<Q<3>MDKO <I? >GD@I0 ND?@ M@I?@MDIB >JPG? @I? PK =@DIB PI?7@MM@KM@N@IO@7? L
OKDIDIB N@ON NDI>@Rum@viiM) HJ? @GN @MHKIGO M@1?@MI<GHTH< T NFDK JM OMPI><0@
RC<O OT@E@ @ JI NGIR@MDQC@E<K<B@N <N K@MAIMH<I>@ =@>JH@N HIM@ >MDOD><G

Page weight implications for users

IN K<B@N B@@O@+M@ NDO@N RBEAEHE NCHARQIF).0 RCD>C >JPG? ?DM@>0GT M@?P:
OC@DM QDND=DGDOT DI N@<M>C M@NPGQOIEDI& BEKIMORICINB PN @BKI@&D@I1>@
KJO@IOD<GGT G@<?DIB OJ@MRE@MAEN <NQ@ID@I>@ C<N =@>JH@ <I DI>M@<NDIBGT
DHKJIMO<IO A<>0JM

2025 Web Almanac by HTTP Archive 423



Part IV Chapter 14 : Page Weight

(@<QD@M K<B@N RD?@I| OC@ ?DBDO<G ?DQD?@ =@OR@@I| PN@MN JI NGJR@M >JII@>0ODJIN JI
?2@D>@N <N GIR5? =@ ?DNKMIKIMODJI<O@GTIDHBE@MN@DRI=M@<N@N 4CDN CDBCGDBCON OC(
DHKJIMO<I>@ AJM N@<M3O @N-0J JKODHDU@ R@=NDO@N RDOC OC@N@ PN@MN DI HDI?

Page weight implications for publishers

3GJR@M K@MAIMH<I>@ >JMM@G<O@N RDGAI>IRIME NIKDIB@NI<I? <? QD@RN !? 0@>C
<|? <I<GTOD>N N>MDK®N72DDPJI<G R@DBCO >M@<0DIB <??DODJI<G AMD>0DJI = @OR@ @I PN(
@K@MD@I>@ <I? HII@ODU<ODJI

)I NPHH<MT !) NTNO@HN K2<KOFN>KDIB G@NN <I? NPHH<MDUDIB HIM@ bGGDIB B<KN RDOC
_C<GGP>DI<OBA@RNN >JPG? M@?P>@ PN@M >JIb2@N@DE@4? OJ GIR@M JIGA@<CM

>JI Q@MNDJIN 5N@MEA@=JPG? NRERAMIH ©NDODJI<G K<B@ QDNDON OJR<M?!) H@?D<O0@?
=MJIRNDIBB@@MD@I>@N GRIBIRI>@ >JIODIP@NIGIREGMIG@ DI CIR K@JIKG@ <>>@NN JIGDI@
DIAJMH<ODJI

Page weight over time

3DI>@ OC@ DI>@KODJI J@-0GE<I<> R@ >JINDNO@IOGT @ZN@RI@M@I?N

4C@ OJOSGRH@ JA M@LP@NON DI>M@<N@N
$@NFOJIK K<B@ GJ<?N M@NPGO DI HIM@ M@LP@NON OC<I HJ=DG@ K<B@ GJ<?N
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"A?NMR )=<A9F @GE= H9?= O=AZQ@LARN

J*PGT OC@ H@7?D<IHJ=-DG@ CIH@ K<B@ R<N <H@<B@M +" INJA*PGT OC@ N<HC(
H@?D<IK<B@ DN IJR  +" 4C@ K<B@ ?@><?@ =MJPBCO < DI>M@<N@ 4C@ H@?D<I
?@NFOJK CJH@ K<B®@ N< DI>M@<N@ DI OC@ N<H@ QBE@ AM

9@<MIBMAI<MC@ H@?D<I CJH@ K<B@ NDU@ BM@R 0OJ -" 4C@ H@7?D<IHJ=DG@ CJHE
DN -"BMJRDIB AMJH -"DI )l OC@ H@?D<I ?@NFOJK K<B@ NDU@ M@<>C@?
- PK AMIJH ~NH@7?D<IJA -"
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"A?NE )=<A9F AFF=J H9?= O=A2@LAEN

)JI@M K<B@ R@DBCO >JIODIP@? OJ DI>M@ <R@MEBM@INIDI>@ ?<O< AINFOMB DII@M
K<B@ R@DBCO =@B<IDI OC@ H@?D<IHJ=DG@ DIl@M K<B@ R@DBCO CJN DI>M@<N@? =
-" RCDG@ ?@NFOJK C<N BMJIRIBI M@<>C -"?PMDIB OC@ N<H@ K@MDJ?

Page weight in bytes

%@MT PK?<O@ OJ K<B@ API>0DJI<GDOT DIOMJ?P>@N <??DODJI<G R@DBCO <I? bG@ OTK@N ?
@IC<I>@ K@MAIMH<I>@ RCDG@ KM@N@MQDIB@E GADRK@PMENITbG@ OTK@N OC@DM
AM@LP@KP M@NKJIIN@ NDU@N 0OJ B<DI < >5G@<M@M PI1?@MNO<I?DIB JA OC@DM DHKG@H@I0:
DI>GP?DIB >JHK<MDNJIN <>MJNN ?DAPREMIMI? K&B@ OTK@N
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"A?NMR , 97= O=A?@L <AKLJA:MLAGF :Q <=NA;=

"A?MI , 9?7= O=A?@L <AKLJA:MLAGF :Q H9?= LQH=

Median page by the bytes

4) =@00@M PI?@MNO<I|? OC@ R@G<HI@> @ OC K@M>@I0ODG@ 4C@ H@?D<I M@KM@I
OTKD><G Q<GP@ <I3QJIEOP?T M@ B<BRIR@DBCON
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"A?NE )=<A9F EG:AD= H9?= O=A?@L :Q ;GFL=FL LQH=
) OC@ H@?D<IHJ=-DG@ CIJH@ K<B@ PN@?

a +"JA(4-, M@NJPM>@N
a +" JA #33 M@NJIPM>@N
a +" JA AJION

a +" JA*< Q<3>MDKO

a +" JA DH<B@N

)JII@M K<B@N R@M@ NRIMIERBER@O0DJI JA DH<B@N RCD>C ?@>M@<N@? AMJH  +" OJ
"
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"A?NE )=<A9F <=KCLGH H9?= O=A?@L :Q ;GFL=FL LQH=

4C@ H@?D<I ?@NFOJRMREEDBTOI@NIPM>@ OTK@ H<O>C@? HJ=DG@ OCJPBC OC@ M@N
R@M@ NGDBCOGT G<MB@M DI +" )I OC@ H@?D<I ?@NFOJK CIJH@ K<B@ PN@?

a  +'JA (4, M@NIPM>@N
a  +"JA#33 M@NJPM>@N
a  +"JAAJION

a  +"JA*< Q<3>MDKO

a +"JA DH<B@N

&M =JOC Q@>@ OTK@N DHREEZHINBM@<O@NO BIFOBMRIRRBC -"PN@?JI CIJH@
K<B@N<I? +"JIDII@M K<B@N
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"A?NE )=<A9F @GE= H9?= O=A?@L :Q ;GFL=FL LQH=

4C@ H@?D<ICIH@ K<B@ DI R<N -"JI?@NFOJK<I? -"JIHJ=DG@ )H<B@N
<>>JPI0O@? AJM OC@ HAMINS)I =JOC HI=DG@ <I? ?@NFOJK AJSGIBRAIDKO <|? AJION

Response size by content type

.JO <GG bG@ OTK@N <M@ >M@<0@? @LP<GGT]IM @LP<GGT NDU@? &DG@ OTK@N ?@bl@ CJF
@1>J?7@? O@GGDIB <HKBUBIAJ JK@I <I? ?DNK&RGE >JIO@ION
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"A?ME )=<A9F @GE= H92KBIGFK= KAR=:Q >GJE9L

-J=DG@ TW®>@N <M@ OTKD><GGT HIM@ >C<GG@|BDIBK@N E@ M &N H4< 0 B MBE@EA@M
N>M@ @I| NDU@N <I@R@IHF@>0ODJIN H@<I OC<0 >JIO@1@ X11B@M 0OJ GJ<? 4CDN DN RC<O
H<F@N DO NSIR@MDC<O HI=DG@ CIJH@ K<B@N <GNJ C<? NIHEMNIMG@C@<

4C@ G<MB@NO bG@ OTK@N 1PD>F4DH@ <I? -0%' <M@ PN@? AJM QD?@J 4C@ H@?D<I HJ
PN@? +"JA 1PD>FADH@ HIM@ OC<I ?@NfADJIK+" 3DHDG<MGT@ H@?D<I HJ=DG@
CJH@ K<B@ PN@? HIM@ -0%TO@N OC<I| ?@NFOJK 4C@ OCDM? GKMB@N@HG@ OTK@ F
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NH<GG@NO <>MJINN <GG H@<NPM@? K@M>@IODG@N RDOC < H<SDHPH NDU@ JA +'<1? <
K@M>@IODG@ JA  +"

4C@ G<MB@NO CIJH@ K<B@ ?@NFOJK QD?@J bG@N @I>JPIO@M@? R@M@ HK@B >JHDIB <O
OC K@M>@IODG@

"A?MI AKLJA:MLAGF G> <=KCLGH @GE= H9?= NA<=G KAR=K :Q >GJESL

7CDG@ OC@ CDBC @I1? NDU@NGM@ M@RPDG<NDC K@ M>EDOBRNAIRMIC @=- C<QDIB

OC@ G<MB@NO H@7?D<I <O AJGGPREFIEH@ +" <I? HK@B +" 4CDN

NPBB@NON OC<O < "OTKD><G" R@=H bG@ DN G<MB@M OC<I DON 1PD>FADH@ JM HK@B >JPI10(
OC@ G<MB@NO bG@N =@DIB <=JPO OC@ N<H@ NDU@

4C@ H@?D<I M@NKJIN@ NDU@ AJM R@=K 6D?@JDN  +" RCD>CDN 0OJ ODH@N NH<GG@M
H@?D<I JA OC@ JOC@M AJH<OND@@ OC K@M>@IODG@ MONINEDIA®J DN

@>@KODJI<GGT NH<GG 4CDN H@<IN JAR@=K 6D?@J bG@N <M@ NH<GG@M OC<| OC@ NH<G
OC@ JOC@M OCM@@ AJMH<ON RC@M@ OC@Q@aM K@M>@I0DG@ DN J

4C@ H@?D<INDU@@3M 7 DN HIM@ OC<I ?JP=G@ OC<O JA 1PD>FADH@ <I? <GHJNO
OMDKG@ OC<0O JA HK@B NPBB@NODIB OC<O RCDG@ <GG@INMHZMBRI TZ@E @ Q@
>@10@M JA O@@ ?DNOMD=POD@BI®ROIR<M? G<MB@M NDU@N
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CSS bytes

#<N><?DIB NOTG@ NC@ @ON@M#BRCRN@? OJ NOTGDN@ K<B@N J@BOM@! RIEZADM T
M@G®@BRGDBCOR@DBIONRE<O@ VR@<GX>JIOMIG OC@ QDNP<G @G@H@ION JA < K<B@

#33 RIMFN <GJIBND?@ (4-, BDQDIB >JIOMJG JA AJIO NOTG@N >JGJOEB QENERIBGIO® JA
@CG@HE@IORERDIB < HIM@MEBAMEIE JA >JIOMJIG =PO <GNIGINGAMAN JOC@M K<B@
<NK@>ON H<FDIB DO HIM@ H<DIO<DI<=G@ #33 DN HIM@ GDBCOR@DBCO OC<| DH<B@N <
DHKMI@ NDO@ K@MAJIMHY@EG=<>DIB G<MB@ <NN@ON RDOC #33 @AA@>ON <I? <IDH<ODJI

"A?MR AKLJA:MLAGF G=KHHIGFK= KAR=K :Q <=NA;= LQH=

#33 =TO@N AIM HI=M@@BMLRI DI <GG K@M>GEGHQBO@C@ =JOOJH RCOMEBKR@ N<
>JIOM>ODJI@MNPN GE@NOIT

(JR@Q@M OCDN BMJROC DN HINOGT HJ?@NO RC@I >JHK<M@? OJ JOC@M <NK@>ON JA < k
K@M>@I10DG@ OC@ 0JO<G bG@ NDQ@NDWBRNOHNEMBIRDEPSO +" <B<DINO @GN T

I00C@ OCK@M>@IODG@ DO R<N < BMJROC JA @<HBINOGRNOIIPBCGT <I <??DODJI<C
>C<M <>O@MN <??@? OJ #33 bG@N KJIDIODIB OJ >QOBPN@? C@<
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"A?NME AKLJA:MLAGF G=KHIGFK= KAR=K :Q H9?= LQH=

NI@M K<B@N AJGGJIR OCDN N<H@ OM@1? JA BMJROC B+ @i ® K@@>@IRO@GEA@NAE RCD>C
<B<DI Nk< +">JIOM<>0DJI )Il@M K<B@N A@<OPM@ < NGDBCOGT CDBC@M PN<B@ JA #33 DI OC
OC<I? OCK@M>@IODG@

JO<=GT RC@! R@ B@O 0J OC@ OJK @!? JA OC@ M@NPGON OC@ OC <I? OC K@M>@IODG@
<>OP<GGI@< BM@<O@M #33 NDU@ 4CDN >JPG? =@ ?P@ OJ DI@Ab>D@I0 PN@ JA#33 D @ GJ-
H<EJMDOT JA bG@N DM®I@NKERODIC @ >PMM@10 K<B@ JM KOD@UDA@GDaE@ JI #33 0J
KM@D?@ QDNP<GN AJM <GG K<B@N

HTML bytes

(4-,= TO@N M@A@MN OJ GBI «PR@ILBGZO JA <GG OC@ H<MFPKTHDES@&KB@ RDGG
DI>GP?@ OC@ ?J>PH@I0O ?@bIDODJI <I? >JHHJIGT PN@? JI K<B(@ <div> 1IN <span>

(JR@Q@M DO <GNJ >JIO<DIN DIGDI@ @G@H@ION NP>C <N OC@ >JIO@ION JA N>MDKO O<BN JM |
JOC@M O<BN 4CBIKB2EW G@<? 0J =GJ<ODIB JA OC@ (4-, ?J>
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<O 0C@ OCK@M>@IODG@ ?@NFOJK (4-, R<N NGIDBTIOBT GXMB @M. K@M>@I0DG@ DN <
H@<IDIBAPG ?DAA@M@I>@ RC@! ?@NFOJK M@<>C@?  -"<I? HI=-DG@ ><H@ DI<O  -"
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4C@M@ DN GDOOG@ ?DNK<MDOT =@OR@@! DII@M K<B@N <I? OC@ CIH@ K<B@ AIM (4-, NDUE
=@>JHDIB <KK<M@IO <O OC@ OG@*@M>@I0DG@ !0 0C@ OC K@M>@IODG@ OC@ ?DNK<N
NDBIDb><IO )l@M K<B@ (4-, M@<>C@? <I <NOJPI?DIB '] G<MB@M OC<I CJH@ K<B@

4-,<0 -

"A?MI AKLJA:MLAGF G> @GE= HO2=HGBIHRK= KAR=K :Q <=NA;= LQH=

4C@ NDU@ ?DAA@M@I>@ =@OR@ @! HI=DGEDMEAHEENED HDCIBNADHKGD@N OC<O HINO
R@=NDO@N <M@ N@MQDIB OC@ N<H@ K<B@ 0J =JOC HJ=DG@ <I? ?@NFOJK PN@MN

4CDN <KKMJ<>CHMDD><GGT M@?P>@N OC@ <HJPIO JA H<DIQ@&EIK@ MBM-P@ ?J@N H@<I

OC<@HGG K<B@ R@DB@GDREGE® CDBC@M <® GIAORHRIRIIN JA OC@ NDO@@VI@ ?@KGJ
DIOJ JI@ K<B@

450 2025 Web Almanac by HTTP Archive


https://almanac.httparchive.org/static/images/2025/page-weight/distribution-of-home-page-html-response-sizes-by-device-type.png
https://almanac.httparchive.org/static/images/2025/page-weight/distribution-of-home-page-html-response-sizes-by-device-type.png

Part IV Chapter 14 : Page Weight
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JI@M K<B@N =@ CxNDHDG<M 0OJ OC@DM CIJH@ K<B@ >JPIO@M K<MOD@N OCMJPBC OC@
OC@ OCK@M>@IODG@ OC@ G<MB@NO DIl@M K<B@ (4-, M@NKJIN@ RQDO@@ N<H@ AJ
OTK@N =" /I < NO<I?<M? -=KN >JIl@>0DJI OCDN RJPG? @F OJ N@=>JI?N OJ

GJ<?

Font bytes

7CDG@ DH<B@N <I1? QD?@JN <M@ QD@ NINDIAD=POIMN OJ K<B@ =GJ<O R@= AJION M@k
<NP=0G@ =PO NDBIDb><I0 KIMODJI JA HJ?@MI K<B@ GEMIEBEP 7RUGBIOC@ ?@NDBI
KC<N@ OG@DEIDJI AMIH NTNO@H NO<I?<M? AJION OJ >PNOJH _R@= AJION" C<N DIOMJ?P:
GE@M JA G<O@I@MT PIDLP@ R@DBCO =JG? GDBCO OCDI <I? NOTG@ DO<GD> JA < OTK(
N@K<N@ bG@ ?JRIGI<? H@<IDIB < NDIBG@ AJIO A<HDGT ><| LPD>FQ@#GBIRVM@@J N@
FDGIO@N JA <??DODJI<G ?<0<

4C@ _R@DBCO" JA OC@N@ AJION DNr@MaN® Bk@P A<>0IMN

0): )+<-:;=887:< ! AJIO OC<O DI>GP?@N NPKKIMO AIJM HPGODKG@ G<IBP<B@N
#TMDGGD> 'M@@F >JIO<DIN OCJPN<I?N HIM@ _BGTKCN" OC@ NC<K@N JA OCC@
=<ND> %IBGDNC JIGT AJIO
#<A4-;)6, ?-1/0<; %<>C Q<MD<ODJISABIM@&ED 2J=JOJ 2@BR&IKJ "IG?
2J=J0J "JG? )O<GD> DN OTKD><GGT < ZBROBI*@BG@_A<HDGT >QBb@ @<
OC<l < G<MB@ JKODHDU@? DH<B@

7:5)<-.D+1-6+A /G?@M AJMH<@LBBRFMP@K@xI? / 4& IK@I4TK@<M@
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PI>JHKM@NN@? RC@M@<N HI?@MI R@= NK@>D = REVRXON'BDEGD
>JHKM@NNDJI O M@?P>@ b @KNIU@RDOCJIPO GINDIB LP<GDOT

"A?MI AKLJA:MLAGF G=K8BFBK= KAR=K :Q <=NA;= LQH=

4C@ H@?D<| K<B@ NCDKK@? +"JA AJION "TO@N NCDKK@? M@H<DI@? >GIN@GT H<O>C@? =
?2@D>@N OCMIPBC OC@ OC K@M>@IODG@ (JH@ K<B@N <I? DII@IM@N‘I@ZDKK@” OoC@ @
<HJPIO JAFO@N <>MJINN K@M>@IODG@N RDOC +"M@KM@N@NODMH N0,
OC&ION>-C<KO@M

Other file types

5GODH<O@GT OC@ R@MMNZ@>INTNO@H RIG@HITK@N 3JH@ G@NN@M @I>IPIO@M@7? bGE
OTK@N DI>GP?@ +"I&7 +"JA<P?DJ JIOC@ H@?D<I K<B@ <I? <>MIRD2?@ OTK@N

<P?DJ *3/. 8-, <I?0SObG@ OTR@N NAPN@ JI OC@ H@?D<IK<B@ )O”N |JO@RIVIL

G@<NO JI@ NDO@ DN NCDKKDIB  -"JA*3/. JIHJ=-DG@ K<B@N G<I?DIB DO OC@ ODOG@ JA G<N\
DIAM@LP@I0 bG@ OTK@

Page weight in request volume

7CDG@ OC@ 0OJO<G IPHF@EANA@<NPM@GN QGRHE JA ?<0< 0GBH@ JA M@LP@NON
H@<NPM@N OC@ SIMKRGIA OC@aWVIN<ODJI =@OR@@I| OC@ =MIJRN@ @30T IB@MQ
K<B@ R@DBCO OCMJPBC =JOC G@IN@N DN @NN@I|OD<G =@FerN@><| BDBGG H&B®CDR=
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DA DO M@LPDM@N DIZDIRD?P<G M@LP@NONTDO@®NM@KM@N@IO OC@ =<I?RD?0C M@LPI
?JRIGJI<? <K<B@ 4CIBRH@ JA M@LP@NON M@KM@NQ@ IQ@UIC@G<@@VI@®I|O DI R@=
<M>CDO@>OPM@

File type volume for the median page

43 PI?7@MNO<I? RC<O bG@ OTK@N >JIOMD=PO@ OC@ HJINO OJ k@B @OREIIB 6O R AOTERE@F
M@LP@NODIG@ H@?D<I K<B@ OC K@WEINB&IIMI<>C @NO<=GDNC@N <=<N@GDI@ AJ\
H@<NPMDIB Q@@&@GG DHK<>0 JA @<>C bG@ OTK@

"A?MI )=<A9F FME:=J G=IM=KLK :Q ;GFL=FL LQH= 9F< <=NA;= LQH=

4C@ H@?D<I K<B@@NF M@LP@NON JI ?@NFOJK <I? JI H)=@@@G/R@LP@NON BM@R
T@<MIPMI<M JI HI=DG@ <I? JI ?@NFOJK )H<B@ bG@ OTK@N >JIODIPREMICHIEM??IRI
DI ?7@>M@<NDIB ®<M@M@<M

2@LP@NOME@ OTK@ M@H<DI@? G<MB@ G@ =NIIM@MO@ H@?D<I| ?@NFOJK ><GGN
M@NJPM>@N RCDG@ DON HJ=DG@ >JPIO@MK<MO M@LPDM@N JIGT 4C@ IPH=@M JA (4-
DI>M@<N@? AMJH 0OJ <>MJNN =JOC K<B@ OTK@N -@?D<I CJH@ K<B@ #33 DI>M@<N@? N
H<O>C OC@ PN@ JI DII@M K<B@N RCD>C M@ HZOMEID MA<-NER<B>MDKO M@H<DI@? OC@
HINO M@LP@NO@? bG@ OTK@
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"A?ME )=<A9F FME:=J G=IW=KLK :Q ;GFL=FL LQH= 9F< H9?= LQH=

4C@ H@?D<I CIH@ K<B@ GJ<?N (4-,bG@N AJIObG@N #33bG@N DHB@NIDIKO*<
bG@N AIJM bG@N OJO<G 4C@ H@?D<I DII@M K<B@ GJ<?N (4-,bG@N AJIObG@N #33bG@N
DH<B@N ®<3>MDKO bG@N AIM bG@N 0JO<G

Request volume distribution

7DOC JPM H@MD?D<QE@IN @NO<=GDNC@? R@ ><I NO@K =<>F OJ GJJF <O JPM ?<0< <>MJNN
K@M>@I0D@EN@IODG@DPKVE >G@<M KD>0OPM@ JA CJR ?<0< KIDION <M@ NKM@<? JPO H<FD
@<ND@M OJ DIO@MKM@0O K<OO@MIN
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%@| OC@ GDBCO@NO JA K<BO®@RBIOBBMSTOC@ OC K@M>@I0DG@ OC@ HINO NK<MO<I |
<??7@? M@LP@NONGBGDNITOMNO OC@ OCK@M>@IODG@ M@LP@NO@? <??DODJI<G b

DGGRI@N OC<O HI=DG@ <I? ?@NFQIK@INH@ IPH=@M JA M@LP@NONG® 7@ I@OM
@GOM@H@N

"A?NR AKLJA:MLAGEIM=KLGDME= :Q H9?= LQH=
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7C@1 QD@RDIB OC@ ?<0< BMICBR? K<B@KNPN DII@M K<B@ DI>M@<N@N DI bG@ M@LP@NOI!
R@M@ >JINDNO@IO <>MJINN <GG K@M>@IODG@N @ HU@ATRER@E@IHX@®NFOJIK <I?
JIHJ=-DG@ 4C@ B<K =@OR@@! CJH@ K<B@N <I? DIl@M K<B@N DI>M@<N@N <N OC@ K@M>@!IC

4CDN DN K<MOD>PG<MGT DIO@M@NODIB <N R@ N@@ >JINDNO@I|>T DI OC@ IPH=@M JA M@LP
OC@ ?<O<HI=DG@NINPN ?@NFOJK DI?D><ODIB OC<0O CJH@ K<B @@V @RAA@NIE KND@CIM

"A?NE AKLIJA:MLAGF G> @GEZMIREGDME= :Q <=NA;= LQH=

6D@RDIB CJH@ K<B@ M@ IPR@ND@-OTK@ <GGJIRN ?@ @K <I<GDND® MEHTPE@N NGDBCOGT
HIM@ M@LP@NON OC<I RC@I| CIJH@ <I? DII@M K<B@N ?<O< DN =G@I1?@7? 4C@ H@?D<I ?@NFOJ
K<B@ H@N M@LP@NON RCDG@ DON HJ=DG@ RO A@ELIBIVHAEEH<DIN >JINDNO@IO
<>MINNQ@>@N RDOC HDIJM Q<MD<I>@ DI K@M>@IODG@N

Image request volume

3JH@ NKOC@ DIO@MI@0 R<N >M@<0@7? AJM ><O KD>OPM@ X! $&BB@NDIKAMH
?2@I0@7? <IDH<@@NIN DO CDBCGDBCON OC@ A<>0 OC<0O QDNP<G >JIO@I0 ?JHDI<O@N OC@ R(

YJH<B@N KG<QDO<G MIG@MII@DIB AMIH KM@RBD$xODJI 0] >M@7?D=G@ |@RNAM@KIMODIB 9
OC@N@ NO<OD> bG@N <M@ JAC @QERNIDB @S M@NIPM>@N H<FDIB OC@H KMDH@ ><I7?I
AIM K@MAJIMH<I>@ JKODHDU<ODJI <I? O0@>C@E&IBD><G DIIJ
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"A?NME AKLJA:MLAGF G> AB@2KLK :Q <=NA;= LQH=

I00C@ OCK@M>@IODG@ ?@NFOJK H<?@ <I? HI=-DG@ H<?@ DH<B@N M@LP@NON $
HIM@ DH<B@ bG@N >JINDNO@IOGT <>MJNN K@M>@IODG@N 4CDN DN < NGDBCO ?@>M@
?@NFOJK K<B@N ><GG@? DH<B@N <I? HI=DG@ M@LP@NO@? !O00C@ OCK@M>@IOL
K<B@N M@LP@NO@? DH<B@NI 3IGT DH<BDI@ CJR H<BD><G OC<0O K<B@ HPNO =@
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7C@! >JHK<MDIB CJH@ K<B@N OJ DIl@M K<B@N OC@ ?DAA@M@I>@ M@H<DIN >JINDNO@IO Of
CIH@ K<B@ GJ<?N DH<@®MNEN JI<IDIi@M K<B@ 4CDN K<OO@MI CIG?N <>MINN OC@ APGG
?DNOMD=POB@MI? >GIN@GT HDMMJMN "N ?<O< RC@M@ i@ ®2B@N<B@

M@LP@NON <I? DIl@M K<B@N

IGOCJPBC OCBMEGDBCO ?@>M@<N@ DI DH<B@ M@LP@NON < OM@I? <GNJ M@c@>0@7? <O O
OC K@M>@IODG@N OC@ HDIDH<G >C<IB@N NPBB@NO |3 H<KEJM NCDAO DI CIJR NDO@ JRI@MN
<KKMJ<>C DH<B@NO@<? DO <KK@<MN OJ =@ =PNDI@NN <N PNP<G DI R@= DH<B@ PN<B@

CSS request volume

#<N><?DIB 30TG@ 3G@@ON0 <N OC@ KM@N@TRNDN GE@ R@= JON < NOTG@ G<IBP<B@ OC
<GGJRNG@GIK@MN OJ ?@bl@PTEAGLI>PH@I0 RMDOO@I DI < H<MFPK G<IBP<B@ OC<O DN
QDNP<GGT KM@N@I0@? )l OC@ N>JK@ JA OC@ REBGRNBRIKEANEAHENDBEGIGT

HDBCO <GNJ <>>JPIO AJM NJH@

#33 @I<=G@N OC@GBE @M 0J NK@>DAT @G@H@ION NP>C JDPOISIMIDUADIBN G<

N@K<®DIB KM@N@I0<ODJI AMIH OG@ NIM@HOP®bI@? DI (4YO >JIODIP@N OJ BMJR
DI>M@<NDIBGT HIM@ KIR@MAPG JAA@MDIB DIO@M@NODIB >@Kx@MNBBO D@+ B@NME@ NKJIINDC
<IDH<ODJI JM NJKCDNODFRIB? EBNP<G @AA@>ON OC<O JI>@<BMMMDMRPIIR =@
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HTTP/3 adoption
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CDN Performance
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OWAb> -@<RCDG@ 0.' PN<B@ N€IDIJM ?@>GDI@ NPBB@NODIB ?@NDBI@MN <I?
?@@GIK@MN >JIODIP@ OJ KMDIJMDODU@ GDBCO@HOIIMNKHIDOI@ IV NNITON

"@OR@@! <I? OC@M@ R<N < NGDBCO M@BN@NNDJI3BI ! * <|I?7 @=0
JAAN@O ¥ NH<GG M@=JPI?N DI )& <I? *0%' < KINND=G@ DI?D><0JM JA
A<GG=<>F N>@I<MDJN JM >JHK<OD=DGDOT ?@A<PGON JEB@ND3EMHDU@? ?@GDQ

4C@ ?<O<PI?@MN>IM@ < >G@@M@IMT G@B<>T AJ@HEGNNEIFSG ?JHDI<O@ 0JO<G
M@LP@NON =PG2RKGBWV>@7?DIB NC<M@ GINER @Mb>D @10 AIMB<036' <I?! 6)&

<M@ =@>JHDIB OC@ I@R =<N@GDI@ AJM CDBC K@ VMAIMBMENKE>O{GC@®BOI=DG@ bMI
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Client Hints

#GD@IO (DION R@M@ DIOMJI?P>@7? <N @ €30@®&I50@) 'B@I0 NOMDIB G@@DINB R@= N@MQ
M@LP@NO NK@>Db> DIAJMH<ODJI AMJH =MJRN@MN OCMJP BT A445G_@3 @MY 430!
><0@BIMD @P>@DIAIJMH<ODJI PN@M <B@10 KM@A@M@I>@N PN@M KM@A@M@I>@ H@?D<
I@ORJIMFDIB ?@0<DGN 4C@N@ CDION <M@ APMOC@M NKGDDOTREDBD HIBS T@ITRIGKOMIK
CDION ><| KJIO@IOD<GGT =@ PN@? AJM bIB@MKMDIODIB NJ =MIJRN@MN PNP<GGT M@LPDM@ P
@IAIM>@ JOC@M KIGD>D@N =@AIM@RIGINNMEBCRIAN <M@ G@NN PN@APG AJM bIB@MKMDIOI
<I? H<T =@ N@IOZAA<PGO =<N@? J| =MIJRN@M JM PN@M N@OODIBN

) R@ >JIODIP@? H@<NPMDIB #GD@I0O (DION PNDIB OC@ N<H@ H@OCJ?JGIBT @NO<=GDNC@
?@O0@>O0DIE Accept-CH C@<?@M DI M@NKJIN@N

"A?MR DA=FL $AFLK GEH9JAKGF EG:AD=

#GD@IO (DION =P>F OC@ PNP<G K<OO@MI JA #$.N G@<?DIB <?JKODJI #%RMB® R<Nc<O T
T@<MRCDG@ JMDBDI M@LP@NON DI>M@<N@? OJ@GD>JIANHDEPOJIM DNEF @K@ RDJI

<O OC@ @7?B@ RCD>C ><| M@?P>@0@NRC@@&BD@I|0 (DION <M@IBIRBAETIPO
><M@APG @OPBIB 4CDN >C<GGCR@@KRI RG?JKODJI M@H<DIN GJR ?@NKDO@ OC@
O@>CIJGJIBT"N KJO@IOD<G =@I@bON
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Early Hints

%<MGT (DION PN@M@C@®O<OPN >J?@0J G@O B@MQ@I1? DIDOD<G C@<?@MN 0J =MIJRN@
RCDG@ OC@ H<DI M@NKJIN@ DN NODGG =@DIB KM@K<M@? 4CDN DN @NK@>D<GGT PNC(
DHKJIMO<IO M@NJP N @DTEENC @EBINIDKO bG@N <I1? AJION =@AIM@ OC@ APGG K<B@ L
$@NKDO@ DON KIO@IODEBHRIM@MKINMH<I>@ <?JKODJI M@H<DIN HDIDH<G

"A?NMA 19JDQ $AFLK GEH9JAKGF EG:AD=

"MIRN@M NPKKJIMO AIM %<MGT (DION DN RD?@NKM@<? =PO R@ AJPI? HDIDH<G PN<B@ D
JIGT JA #$. M@LP@NON 4CDN M@KM@N@ION < H<MBDI<G DI>M@<N@ AMJH 0OJ
6@M>@G R<N OC@ JIGT #$. OJ NREKUMLPIKODJI RDOC #GJP?c<M@ <I? &<NOGT G@NN
OcC«l

7 @M@ DIO@M@NO@? OJN@@ CJIR %<MGT (DION <AA@>ON K@MAIMH<I>@ <N HIM@ NDC
(JK@APGATIE&0 <M Nar- |GH<I<> R@GC@ HIM@ #$. KQD?@MN DHKG@H@IODIB OC@
A@<OPM@ <I? @IIPBC ?<0< 0J NC<M@ ?@0<DG@? NO<ODNOD>N JI DON DHK<>0

Conclusion
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<?JKODJI JA §® B@I@DDJI R@= NO<I?<M?N

+@ bl?DIBN AMJH JPM  <I<GTNDN DI>GP?@

a l7<7+74 -),-;018 #$.NNCJR (440 <?JKODJI @MNPN  AJM JMDBDIN

a #-+=1<A @-44-6+- JA#$.OM <Ab>PN@N 4,3 >JHK<M@?0J AIM
JMDBDI N@MIQ

a 758:-;176 667 >)<176, @<?@MMGPBJH<OOD> G@ZD@"'MJOGD <?JKODJI
RDOONO<I?<M? BMJRDIB AMJH 0OJ @<M@M@<M

a |-.7:5)6+- ,>)6<)/-; #$.N 2@GEM $.3 M@NKIIN@N A<NO@M JI HI=DG@ <I?
A<NO@M JI ?@NFOJK

4CDN@<M R@ OJJF < ?@ @K@M GJIOMEAIDNDO@? %<MGT (DION RCDSRR@E@RNO @
& JM OC@ bMNO ODH@@RIPOMIFK@MAIMH<I>@ <I? N@>PMDOT @?HD@&A@MDI
NK@>Db><GGT Jk@@ JAAN OGIN@=@OR@@! =JOC G@KDBOD<GGT KG<II@? OJ DI>GP?@
)0Q <I<GTNDN =PO OC@ ?<@XR@GD<=C@ @I|IFBE@IMNBAPG >JI>GPNDIENCIK@ OJ
<??M@NN )0Q <?JKODJIDIOC@ >C<KO@M JI@HRI®@MI=PNO H@<NPM@H@ION

4C@ #$. G<I?N><K@ DI ?@HJIINEDI@N OC<O OC@N@ K@ @E@N A<ME@ NDHKG@
>JI0@I0 ?@BHD0J =@>IH@ >IHKM@CEDIIDU<ODJI <I? N@>PMDOT KG<OAIMHN OC<O <M@
@NN@IOD<®MIDMR>OPM@ AIM OC@ HI?@MI R@=

7 @ M@>JHH@I? M@<?@MNIIDHNMBOSEO @M JA OC@ @7 !GH<I<> RC@ME@@ME@
OJKD>N DI OCDN >C<KS@NP@P@ @? KMID?@ ?<O< OCMJIPBC < ?DAA@M@I0 G@IN

*JDIPN <B<DIDI <N R@ >JGG@>0 <I? <I<GTU@ HIM@ ?<0< OJ N@@ RC<O |I@R DINDBCON R@
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Part IV Chapter 16
Cookies

Written by Yohan Beugin

.=NA=0=< :QFFAK .OML=8KL@F<)9JLAF9 'BMK
FODQR=< :@JAK ULL?=J

I<AL=< :QA9F /EAL@F< 9JJQ ,GDB9J

Introduction

#IJIFD@NGGJIR R@=NDO @@ Q30B< <I? H<DIO<DI NO<O@ DIAJMH<ODJI <>MJNN (440 M@LP@
NO<O@G@NN KMJ@3<IKKEGD><ODJIN PN@ >JJFQ@G KXRK@ @R <FOrE@I0D><GB3 AM
KM@®I0DJI <I? N@>PNBOMT@H@H=@MDIB KM@A@M@I>@N <I? PN @} MIDD@Ea0C@p®
DIOMJ?P>0DJI DI OC@ HD? N >JJFQ@NEIK K@% < ?JHDI<IO MIG@ DI JIGBFRIBVA
R@=PN@MN

1Q @M OG@<WIN =MIRNERIIQN NP>C <t It &DMEAIP 3<A<MDBIB<DHKIN@®@NOMD>ODJIN
K<MODODJI@? <I? QEPHICDM? K<MOT >JJFIEB® #CMIH@ DIDOD<GGT <KK@<M@? 0J AJGC
OC@N@ N<H@ NC@KN=DIB KG<IN OJ =GJ>F <GG OCDM? K<MONQ@@SER@BL<|?
KINOKJI@H@ION G3IB@ @ IOP<GGT ?@>DR@@KRDCDM? K<MOT >JIFD@N PIM@NOMD>0¢
G@O PN@MN ?@>D?@ 0OJ ?DN<=G@ OC@H DI #CMIH@

@LLHK=NDGHEGRADDY GJ? <€;8®, GGCA=K
@LLHK=NDGHEGRADD9 GJ? <&;KIAN;Q#MA<=K 0@AIJILQ8;GGCA=K @GUBIKIKS@9F<D=BIO@AB;GGCA=K
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)l OCDN >C<K@M@<NPM@ <I? M@KIMO DE@IK®@? NOMP>0OPM@ JA R@=>JJFD@N
@I>JPIO@M@7? JI OC@ R@= K<B@NW QDED@M@?M>GDHRG JA*PGT  4C@ H<EJMDOT JA
OC@N@ M@SP@RN RZ@! H@10DJI@? JOC@MRDN@ <M@ AIM OC@ OJK JI@ HDGGDJI OJK HDG
KIJKPG<M R@=NDO@N <>>JM?D K FOD I @@DACMIH@ SN@M %SK@MD @@ MEKIMO
M@>IM?@7? DI OC@ (440 ®1=2€DON@O <O OC@ ODHEIARA@CIEGON <M@ <GNJ NCJIRI AJM =JOC
?@NFOJK <I? HI=DG@M2?@N <GOCJIPBC-ODK® AIJM OCDN >C<{0@BT RE@@HIQ

NDBIDb><I0 ?DAA@M@I1>@ =@OR@@| OC@QQDRENTK@N JA ?@

Background

&DMNO PK G@O"N B@O < >JHHJI PI?@MNO<I?DIB JANJH@ JA OC@ O@MHN PN@? DI OCDN >C<K

HTTP cookie

7C@! < PN@M QDNDON < R@FNOEBDERDGC < R@=ANEMCXO ><| M@LP@NO OC@ PN@M"N R@=
=MJRN@M OJ N@Cg@440 >JIJFD@ 4CDN >JIJFD@ >IMM@NKJI?N QRZDI<NB@NOMDIB

JIOC@ PN@MYR=2@ <I? DN N@10 RDOC NP=N@LP@I0 (440 M@LP @N@NIIED@R@HEN @MQ
PN@? OJ K@MNDNO NO<O@APG DIAJIMH<ODJI <=JPO PN@MN <>MJNN HPGODKG@ (440 M@LP@I
<GGJR <POC@I0OD><0ODJI N@NNDJI H<I<BGHEDB APIBMAN <M@ <GNJ <NNJ>D<O@? RDOC
KMDQ<>T <I? N@>PMDOT MDNFN

First and third-party cookies

#JIFD@N <M@ NaR@= N@WQ<I? ><| =@ JA ORJ OIK@N9JLQ? L@AHIILQIIFD@N
&DMNO K<MOT >JIFD@NI<M@N@&B@ ?JH<DI <N OC@ NDO@ OC@ PN@M DN QDNDODIB RCDG@
>JIFD@N <M@ N@O AMJH < ?DAA@M@IO ?JH<DI

4CDM? K<MOT >JJFD@HAMIH < OCDM? XA KIH < ?2DAA@M@I0 NDO@ JM N@MQD>@ =@GJIBDI
OC@ N<H@ _bMNO K<MOT" <NQ@GADBEFRILQ ;GCCAHD M@IGKR KAL= ;GGCA=K

&M 8<HKG@ DH<BDI@ OC<O OC@ JRI@M J, example.com |<GNJ JRIl example.net
<I? OC<O OC@ AJGGJRDIB >JJFD@N <M@ N@O / https://www.example.com
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Cookie
name

cookie_a

cookie_b

cookie_c

cookie_d

cookie_e

Set by

www.example.com

cart.example.com

www.example.edu

tracking.example.org

login.example.net

Privacy & security risks

Type
of
cookie

&DMNO
K<MOT

&DMNO
K<MOT

4CDM?
K<MOT

4CDM?

K<MOT

ACDM?
K<MOT

Reason

3<H@ ?JH<DI <N QDNDO@? R@=NDO@

3<H@ ?JH<DI <N QDNDO@? R@=NDO@ NP=?JH<DIN ?J
130 H<OO@M

$DAA@M@IO ?JH<DI OC<I QDNDO@? R@=NDO@

$DAA@M@I0 ?JH<DI OC<I QDNDO@? R@=NDO@

$DAA@M@IO ?JH<DI OC<I QDNDO@BRENDO@ @
JRI@? =T OC@ N<H@ JRI@M DSOERBEMINN

NDO@ >JIFD@ AMIH OC@ N<H@ _bMNO K<MOT" <O OC
G@G NDO@

&DBPM@ #JIFD@ #JICE®

#JJFD@N RCDG@ API?<H@I0<G 0J <GGJR OC@ R@= 0J RIMF ?J KIN@ KMDQ<>T N@>PMI

a

' -*<:)+316/ #JIFD@N <M@ PR@CBEM? K<MOD&@N PN@MN <>MINN R@=NDO@N <I
M@>JM? OC@DM =MIRNIDBV@ZBI0O@M@NON )| O<NBREDR DK @CDN ?<O< DN
C@¥B@? OJ NCIR PN@ENKION@H@ION <GDBI@? RDOC OC@DM DIO@M@NO

4CDN<GDIB PNP<GGRRKE<>@ OC@ AJGGIRTBNRXK<MOT >J?@ @H=@??@7? JI <
NDO@ ><I N@O < >JIJFD@ OC<O D?@0ah @ CaM@I@ OCDM? K<MOT ><I| M@>IM*
PN@M <>0DQDEI<HIDIB OC<0 >JIFD@ =<>F RC@| OC@ PN@M QDNDON JOC@M F
RC@M@ DO DN @H=@7??@7? <N R@ G/ N@@TBQDZ @

7 @ 1JO@ OC<O bMNO K<MOT >JIJFD@N ><| <GNJ =@ RNE?BA\HEICEIIRR QR>C
<N >JJFD@ NTI>DIB <GBIRINDIB OC@ GDHDO<ODJI JA OCDM? K<M&IF>JIFD@N <I*
PN@MMNVINN ?DAA@M@I0 R@=NDO@N

@LLHKD 9;E GJ? <GA 9:K

2025 Web Almanac by HTTP Archive

523


https://dl.acm.org/doi/abs/10.1145/3442381.3449837

Part IV Chapter 16 : Cookies

a  7731-<0-<)6, ;176 012)+316/ #JIFD@N <M@ PN@? OJ NOIM@ N@NNDJI DIAJMH<ODJ
NP>C <N >M@?@IOD<SMHKGI® @ N@NNEI @IM <POC@IOD><ODJI KPMKIN@N
<>MINNQERG (440 M@LP@NON QER@A OC@N@ >JIFD@N R@M®@ OJE@ J=0<DI@? =
H<GD>DJPN <>0IMIT@® PN@ OC@H 0J <POC@IOD><0@ 0J OC@ >JMM@NKJI?DIB R@
N@W@MN

)JA>JIFD@N <M@ 1JO KMIK@RE@=NNGDMN OCEG? =@ KMJI@ 0J >MINN NDO@
QPGI@MDGDOD@N NINDII CDE<>BEPIBNN NDO@ M@LP @NE328MBAMNN
NDO@ N>MDKO DI>GPNBI? 8338@MN N@@ <GRSRICBDIKO@M

First and third-party prevalence

"A?MI "AJKL 9F< L@RILQ +H9D=F;=

4C@ QOHNGG KMHG@I1>@ JA bMNO <I? OCDM? K<MOT >JJFD@N JI OC@ OJK JI@ HDGGDJI HINO KJK
R@=NDO@N AMJH OC@ (44@'MRACDIA *PGT DN NDHDG<N@KM"N ?DNOMD=PODJI

/I =JOC ?@NFOJK <I? HI=-DG@D2@N MJIPBCGT JA>JIFD@N <M@ bMNO K<MOT <I? <=JPO
OCDM? K<MOT

@LLHK=NDGHEGRADD9 GJ? <G;K #DEKKKAGH8SABI;CAF?

@LLHK=N-DGHEGRADDS GJ? <&;K-3MJALQJ 9;LA;9DBAEHD=E=FLILAGF8?MA<=K-FL-BIGF
@LLHK=NDGHEGRADD9Y GJ? <G;K #DBEKIIRAL=8K;JAHLAF?
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First and third-party prevalence by rank

"A?NE "AJKL 9F< L<@RILQ #D=F;= G> ;GGCASKALF <=KCLGH ;DA=FLK

"A?NMR "AJKL 9F< Ls@RILQ +D=F;= G> ;GGCASKAQXF EG:AD= ;DA=FLK

7 @ J=N@QC<0 OC@ HINO KIKPG<M R@=NDO@N N@O DI KMIJKIMODJI HIM@ OCDM? K<N\
>JJFD@N  JA>JIJFD@N <M@ OCDM? K<MOT JIOC@ OJK  HINO QDNDO@? R@=NDO@N F
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"A?ME F GN=IJNA=O G> ;GGCA= 9LLJA:ML=K >GJ EG:AD= ;DA=FLK

4C@ ?<0< NCIR><N@N OC@ SIIFE@M@IOMD-RDED>C OTK@ JA >JIFD @ JGN@NQ
2@@DDI0] @<>C JA OC@N@

Partitioned (CHIPS proposal)

/I >JHK<OD=G@ =MIRN@&MEDODJI@? >JIJFQ@IDKMB®M? K<MOT >JJFD@N 0J =@ PN@? AJM
NDO@>BMIBEKG<>DIB OC@H DIOXBEIHODODJI@? K@RI®NOC@

8.6%

"A?ME , =J=FL G Partition ;GGCA=K GF EG:AD= H9?=K

N*PGT  1@<MGT JA OCDM? K<MOT >JJFD@N Jl OC@ OJK HDGGDJI <NED*N@BMODJII@?
C@M@ < NGDBCO DI>M@<N@ DI <?JKOD@GA {IRNMBB<GCD®@ DI >IJHKOMDNINII<NO
T@<M"N M@NPGON
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https://developer.chrome.com/blog/cookie-max-age-expires
https://almanac.httparchive.org/en/2024/cookies#conclusion

Part IV Chapter 16 : Cookies

a /OC@M M@NOMD>ODJIN JI >JIJFD@N ><K<=D@E@MNDEINOIME@FRN@DXO <GG DA JA

OCDM? K<MOT >JIJFD@N <M@ K<MODODJI@? RCD>C M@ K& @MW GNNONGDBCO PKO<
T@<M"N JA OCDM? K<MOT >JJFQI@ SameSite=None <GGJRDIB OC@H OJ =@

N@I0 DI >MINN NDO@ M@LP @NON>JIFD@N KEBHS?IJKODJII DN <GHJINO 1J1

@DNO@IO

&DI<GRCDG@EHA R@= =MIRN@@IN@KM@><0@? JM GDHDO@? OCDM? RR@@U>JIFD@N
KMDQ<>T >JI>@MIN 'JIBG@ C<N ?@I@E= KBKKIMO OC@H DI'#BE®E@N <GNJ KC<NDIB

JPO HINO O@>CIJGIBD@N AMJH DON OMOQ)RODEOPBHPOD<GGT ?@NOIEIE@?IIDIANAF?

O=: =;,GKQKL=E L@$KHAK;1>MD G> MK=JKRBE<QFNIMIN.Z M@NPGO RC@CETMNIN@

OCDM? K<MOT >JIJFD @R G2 C@M O@>CIDLP@N bMNO K<MOT NTI>DIB bIB@MKMDIODIB @O:
ONtF PN@MN JIGDI@ >JIFD@N M@H<DI < API?<H@I0<G >JHKJI@I0 JA OC@ R@= OC<O >JIODIPE
KMDQ<>T <I? N@>PMDOT MDNFN AJM PN@MN

Author

9JC<I"@PBDI

Q 1icC<<I @& COOKNJC<I=@PBDI JMB

9JC<|"@PBDI DN < 0\DP?@I10 DI OC@ $@K<MOH@I0 JA #JHKPO@M 3>D@I>@N <O O
5ID@@MNDOT JA 7DN>JINDI\-<?DNJI RC@M@ C@ DN < H@H=@M JA OC@ 3@>PMDOT <
OMDQ<>T 2@N@<M>C 'MJIPK <I? <TQIN@ZOMD>F ->$<ID@G (@ DN DIO@M@NO@? DI
=PDG?DIB HIM@ N@>PM@ KMDQ<>T KM@N@MQDIBTNIQ @MRNORINMDI@I10
M@N@<M>C NJ A<M C<N AJ>N@IB AIOKMDQ<>T DI JIGDERISIINDIB <N R@GG <N
N@>PMDOT JA JK@! NJPM>@ NJAOR<M@

@LLHK=NDGHEGRADDY GJ? <&;KIAN;Q#MA<=K 0@H9ILQ8;GGCA=K @G BRKaIK8@9F<D=BIO@AB;GGCA=K
@LLHKJIAQKIF<:8 ;GE F=OK MH<9L= GF HDIFK 93) KIRRG L=;@FGDG?A=K
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https://github.com/yohhaan
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Appendix A

Methodology

Overview

4C@ 7@= !GH<I<> DN < KMJE@>0 JMB/BO@PED@ (440 IM>CD@ R<N NO<MO@? DI

=T 30@ 3JP?@MN RDOC OC@ HDMNDIIRDCOKW R@= DN =RP@&PJO@N OC@ >IJHKINDODJI J/
HDGGDJIN JA R@= K<B@N JI < HJIIOCGT =<NDIN BONHER®N JA H@QO<BMG<=G@ AIM
<I<GTNDN'DB1P@MT

4C@ 7@= !IGH<I<>*N HDNNDJI DN OJ =@>JH@ <I <lIP<G M@KJINDOJIMT JA KP=GD> FIJRG@?B(
NO<O@ JA OC@ R@= /PM BJ<@DDICE RA<BG< R<M@CJIPN@ JA (46 @RICDNI@

@LLHOLLH@ANGI?
@LLH@LLH@ANGJ? >91 @GO <G A MK=:A?IM=JQ LG OJAL= ;MKLGEIMR3AH EGN
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<>>@NND=G@ OJ OC@ R@=>JHHRMB NP=E@>0 H<S@NMOSIMLB >IBIP<GDU@?
DINDBCON

4C@ @7?DODJI JA OC@=GH<I<> DN =@JPBIO0J AJPM K<MON >JIEK@OIO@|>@ KP=GDNCDIB
<|? ?DNOMD=PODJI 7DOCDI @ <@KHAVHKT N @GSN @ OC@BEM-LCDIB OC@H@ AMJIH
?DAA@M@I0 <IBE@NHKG@<MO )BEGIM@N ?DAA@M@I10 <IBG@ N BAMD@ PEEM @C @
0@MAJMH<I>@ 3@>AMDO®NND=DGDOT >C<KO@MN <HJIB JOC@MN

About the dataset

4C@ (440 'M>CID?<O<N@O DN >JIODIPJPNGT PK?<0ODIB RDOC |@RIR&OE@IIOCGT

@?DODJI JA 0@@ 'GH<I<> PIG@NN JOC@MRDN@ 1J0@? DI<BIHERIKDENVR@M@ NIJPM>@7?
AMJH OC@ *PGT <RG 4C@ON@ M@NKEGOEBMD LP@MTIKEBAP @MT DI O<=G@N DI OC@
“httparchive.crawl.*® O<=G@N date = '2025-07-01"

IGG JA OC@ H@OMD>N KM@N@@>@cieea i@ KP=GD>GT M@KMJI?P>D=G@ PNDIB OC@ ?<O<N
"DB1P@MIP ><I =MIRN@ OC@ LP@MD ®XFIHEX KO @MNDDI(PRNM@KINDOIMT

Please note that some of these queries quite large and can bexpensiwe™ to run yourself For
help contolling your spending, efer to our guide oMinimizing query costs.

&M 8<HKG@ OJ PI?@MNO<I? OC@ IPH=@M JA K<B@N RDOC <>>@WdD@@ >IGIM >JIOM
>JGJIM;>JIONIO NLG

SELECT
client,
is_root_page,
COUNTIHcolor_contrast_score IS NOT NULL AS

total_applicable,

COUNTIH CAST(color_contrast_score AS NUMERIG = 1) AS

total_good_contrast,

COUNTIR CAST(color_contrast_score AS NUMERIQ 1)/

COUNTIHcolor_contrast_score IS NOT NULL) AS

@LLH®93QA ?MA<=K ?=LLAF? KL9JL=<

@LLHRAL@M: ;GE $0Q] ; @ ANODEIF9; @LLIDANGJ? EF E9AF KID
https://cloud.google.com/bigquerpricing

https:/har.fyi/guides/minimizing-costs/

@LLHRAL@M: ;GE $0Q] ;@ ANODEIF9; @LLIE@ANGJ? :DG: E9AF KID  9;;=KKA:ADGDBJ8;GFKI KID
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perc_good_contrast
FROM(
SELECT
client,
is_root_page,
date ,
JSON_VALUHighthouse.audits. “color-contrast’ .score) AS
color_contrast_score
FROM
“httparchive.crawl.pages’
WHERE
date = '2025-07-01'
)
GROUPBY
client,
is_root_page,
date
ORDERBY
client,

is_root_page;

2@NPGON AIJM @<>C H@OMD> <M@ KP=GD>GT QD@R<=G@ DI >C<KO@34NK@&Db> NKM@:
1>>@NND=DGDOT M@IRR@GINDG® M@NPGON <I? LP@MRE@EMEE: <O OC@ =JOOJIH JA @<>(
>C<KO@®OMD> NK@>Db> M@NPGON <I? LP@M @R REM@>GEBIN SMH @<>C bBPM@

Websites
4C@QM@ <M@ R@=NDO@N DI OC@ ?<O<N@O 'HJIB OCIN@ <M@ HJ=DG@ R@=N
<I? <M@ ?@NFOJK R@=NDO@N -IJNO R@=NDO@N <M@ DI>GP?@? DI =JOC OC@ HJ=D

?@NFOJK NP=N@ON

(440 IM>CD@ NJPM>@N OC@ 52,N AJM DON R@=NED@N@ 4812 @EMMO@ #CMIH@ 58
2@KJIMO DN < KP=GD> ?<O<N@0O AMJH 'JIBG@ OC<OSENDB+a@MNNMINNBIDGGDJIIN JA
R@=NDO@N@EIIDNOG@WIH@ PN@MN 4@NBDQGDNO JA R@=NDO@N OC<0O <M@ PK O
<I? < M@c@>0DJI JA M@<G RIMG? R@=PN<B@ 4C@ #CMJIH@ 58 2@KJIMO ?<O<N@O DI>GP

@LLHKG;K ?GG?D= ;GEBHI@==LK < K580E5 JPG @$ ;/M. :NL(<#% P 4;11Q 1, 9K
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?DH@INDJI RCD>C R@ PN@ OJ B@O <GG JA OC@ R@="DNHONKHAGINNIZE PN@MN

4C@ *PGT (440 'M>CD@ ~RG PN@P 6C@@= !GH<I<> PN@? OC@ HINO M@=0BRS3@
#CMJIH@ 58 2@KIJMO M@G@<N@ AJM DON GDNO JA R@=NDO@N 4C@ ?<O<N@O R<N M@G@
<|? ><KOPM@N R@=NDO@N QDAINNEE-PN@MN ?PMDIB OC@ HJIOC JA *PI@

$P@ OJ M@NJPM>@ GDHDO<ODJIN OG@ KM@IANGDIQJIPG? JIGT O@NO ORJ K<B@N AMIH @<>C
R@=NDO@ DI OC@ #CMJH@ 58 MBHACD G@GOCDN RDGG DIOMJI?P>@ NJH@ =D<N DIOJ OC@ M(
=@><PN@ < CJH@ K<B@ DN 1J0 |@>@NN<MD& IKDAER@DMEDRD=NDO@<MN@&DI10 T
DI>GP?@®@>JI?<MT K<B@NMN H<I| T >C<KO@MN PN@ OCDN I@R ?<0< 3JH@ >QG@H®@MN CIR@
PN@? EPNO OC@ CIJH@ K<B@N

(440 IM>CD@ DN <GNJ >JIND?@M@7? < G<= O@NODIB 0JJG H@<IDIB DO O@NON R@=NDO@N AM
<I? 2J@N 1JO >JGG@>0 ?<0< AMIH M@<GFE D EN@NAGG K<B@N <M@ O@NO@? RDOC <| @F
><>C@ DI < GJBB@? JPO NO<O@ ROM@¢t®@>0 CIR M@<G PN@MN RIPG? <>>@NN OC@H

Metrics

(440 'M>CD@ >JGG@>ON OCJPN<I?N JA H@OMD>N <=JPO CJR OC@ R@= DN =PDGO )O DI>GP?@
GIF OC@ IPH=@MO&N K@M K<B@ RC@OC@M OC@ K<B@WR&NWI<PE@NIDQD?P<G

M@LP@NO <I? M@NKJIN@ C@<?@MN 4C@ H<EJMDOT JA (IR 8@ #+H@OBLENKRU@ KMJ

RCD>C <>ON <N OC@ O@NO MPlIIl@M AJM @<>C R@=NDO@

/OC@M O@NODIB 0OJIGN <M@PDR@P FIM@® £ ?Q<I>@? H@OMD>N <=JPINDE@I KSBID &
,DBCOCJIPNI®@PN@? OJ MPI <P?DON <B<DINO OC@ K<B@ OJ <I<GTU@ @ED*-ESNDINNRU@<N G
<I? 3%/ 4C@JIGN@>0DJI =@GJR BJ@N DIOJ @<>C JA OC@N@ OJJIGN DI HIM@ ?@0<DG

4) RIMF <MJPI1? NJH@ JA OC@ DIC@M@IO GDHDO<ODJIN JA < @=1GHON@GNO N7
PN@ JA GCERIIJH@ 58 2@KIMM H@OMD>N Jl BK@MOI® |>@N @NK@>D<GGT DI OC@ <M@< JA R@:
K@MAIMH<I>@

3JH@ H@OMD>N <M@ >JHKG@O@GT JAGEEA KM@ >REEDII@>@NN<MBEOC® <=DGDOT OJ
?2@0@>0 OC@ OJIGN PN@? OJ =PDG? < R@=NDO@ )A <R@=NDO@ DN =PDGO PNDIB >M@<O0@
O@GG 0OC<0 DO PN@N OM{I@RABDR>=PANIO |@>@NN<MDGT OC<0 < K<MOD>PG<M =PDG? 0JJG DN
5IG@NN OC@N@ OJ@CNaE@>0D=G@ bIB@MKMDIONIN Q2@ FR@ENPIS@ @ OJ HO<NPM@
OC@DM PN<B@

/OC@M H@OMDP>NGIH@>@NN<MDGT =@ DHKIJNND=G@ OJ H@<NPM@ =PO <M@ >C<GG@IBDIB JN
&M 8<HKG@ <NK@>ON JA R@=?@NDBI <M@ DIC@M@IeE@Tr PRNPRGEIQ HFSIWPDAT
RC@OC@M < K<B@ C<N <I@IBMREIDQ<GJIB

@LLHKAK;MKK @@AGJI? L AEBNAF? L@= @tE@#HBBIAH=DAF= 9F< <9L9K=L:Q P
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Tools

4C@ 7@= !GH<I<> DN H<?@ KINND=G@ RDOC OC@ C@GK JA OC@ AJGGJIRDIB JK@I NJPM>@

WebPageTest

7 @=6B@@N®DN < KMJHDI@I0O R@= K@MAIMH<I>@ O@NODIB 0JJG <I? OC@ =<>F=JI@ JA (4
IM>CD@ 7@ PN@&MDQ<O@ DINOAT@=6B@@NO RDOC KMDQ<O@ O@NO <B@ION RCD>C <|
<>0P<G =MIRN@MN OC<0O O@NO @<>C R@=K<B@ $@NFOJK <I? HI=DG@ R@=NDO@N <M(
?DAA@M@I0 >XGHRNN

Config Desktop Mobile
$@D>@  ,DIPS6- %HPG<O@? -JOJ "'
-JUDGG< 8 ,DIPSS ; -JUDGG< ,DIPS !I?MJD?  -JOJ'
IKKG =+DO +(4-, GEF' @>F IKKG =+DO +(4-, GEF' @>F
5N@M IB@IO @@ ( '@ @@ ( '@
#CMIH@ 3<A<MD 0434 #CMIH@ -J=DG@ 3<A<MD 0434
,J><0ODJI  'JIBG@ #GJIPI><ODJIN 53! 'JJBG@ #GJIPI><ODJIN 53!
#JI@>0DJl #<=G@ -=KN HN2 44 " -=KN HN2 44
#05
* S
NGJIR?JRI
6D@RKIMO S K S S K S
$02 S S

$@NFOJK R@=NDO@N <M@ MPI AMJH RDOCDI < ? @YBMIKHEIDIH@ ,@IPS 6- 4C@
I@ORIMF NK@@7? DN @LPDQ<G@I0O 0J < ><=G@ >JIl@>0DJI

-J=-DG@ R@=NDO@N <M@ MPI AMJH RDOCDI < HIEDGI@HANDBI@ @HPG<O@7? -JOJ *
?@D>@ RDOC < I@ORJMF NK@@7? @LPDQ<G@I0 OJ < '>Jli@>0DJI

4@NO <B@ION MPI AMJIH Q3BAEGPAGIP? 0G<OAIMH GJ><GNEN DI OC@ 53!

(440 IM>CD@N KMDQ<O@ DINO<@ERB@@NO EKP DI NTI> RDOC OC@ G<O@NDIRF=GD> Q
<I? <PBH@IO@? RBRROJH HAOMBROD>C <M@ NIDKK @PNBIMBKO OC<Q<GRRGED? JI
@<>C R@=NDO@ <O OC@ @1? JA OC@ O@NO

@LLHOOO00=:H9?=L=KL GJ?

@LLHKG;KO=:H9?=L=KL GJ? $1JANFKLIF;=K

@LLHIDGM< ?GG?D= ;GE ;GEHML=2&(KFK RGF=K DG;9LAGFK
@LLHRAL@M: ;GE $0QI ;@ ANMKLGE E=LJAKK
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4C@ M@NPGON JA @<>C O@NBREGE@ENE@ < *3/. AIMH<00@? <M@DG@
>JIO<DIDIB H@0<?<0< <=JPO OC@ R@=K<B@ RCD>C R@ OC@I| NOJM@ DI "DB1P@MT

Lighthouse

,DBCOCJPNEN <| <POJH<O@7? R@=NDO@ LP<GEBDOXNANDGOBG@ )O <P?DON R@=
K<B@N OJ HRNPM@TCCI@0 DI>GP?@ PHKE@NMIQQ@I>@ <IODK<C@ ®INKBBBU@? DH<B@N
<I? DI<>>@NND=G@ >JIO@IO

(440 IM>CD@ MPIN OC@ G@M@NDJIQA ,DBCOCIPN@ AIM <GG K<B@N N JABRGR *PGT >M
(440 IM>CD@ PN@? OC@ Q@MNDJIJA ,DBCOCIPN@

,DBCOCJPN@ DN MPI <N DON JRI ?DNODI>0 O® HEaB@@RBRTCDIO C<N DON JRI
>JIbBPMODJI KMIbG@

Config Desktop Mobile
#05 NGIR?JRI * Ss
$JRIGI<? OCMIPBCKPO -=KN -=KN
5KGJ<? OCMIPBCKPO  -=KN -=KN
244 HN HN

&M HIM@ DIAIJMH<ODJI <=JPO ,DBCOCJIPN@ <I? Q<D <FGEON 440 IN@CD@A@M OJ OC@
,DBCOCIPN@@@IK@M ?J>PH@I10<ODJI

Wappalyzer

7 <KK<GTU@M < 0JJG AJM ?@0@>0DIB O@>CIJGREXANPRE® UEQM@<O@BIMD@N
JA O@>CIIGIBD@N G@ERIREFMIH B<3>MDKH@RIMFN OJ #-3 KG<OAIMHNI@I? @
>MTKOJ>PMM@I>T HDI@MN 4C@M@ <MBXBIMO@? O@>CIIGJBD@N

(440 IM>CD@ MPIN DO N AJMF JA OC@ G<NO @I@NDIRAHB<GTU@M Q RDOC NJH@
@OMP@0@>0DJIN <??@7? NDI>@

7 <KK<GTU@M KIR@WMNEKO@MN OC<O0 <I<GTU@ OC@ KIBRGSKDPOIMIKNB® GDF
7 JIM?0M@NN "JJSKGI? EIP@MIM 8<HKG@ @&SE@>C<KO@M M@ GIIEN C@C@

@LLHKFOACAH=<A9 GJ? OACA $ .8 [D=8>GJEIL
@LLHK=NDGH:@GE= ;GE <G;K DA?@L@GNKAGN

@LLHRAL@M: ;GE #GG?DBE2 DA?@L@GDHGKEK L9?
@LLHK=NDGH:@GE= ;GE <G;K DA?@L@GNKAGN

@LLHRAL@M: ;GE $0Q} ;@ ANO9HHIDQR=J

@LLHRAL@M: ;GE $00] ; @ ANO9HHIDQR=J :DG: EIABIEPGIA=K BKGF
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https://developer.chrome.com/docs/lighthouse/overview
https://github.com/HTTPArchive/wappalyzer
https://github.com/HTTPArchive/wappalyzer/blob/main/src/categories.json

Appendix A : Methodology

M@NK@@8BQ ><O0@BJIMT JA O@>ClIGIBD@NTP@K&=CAREM

IGG ?7@0@>0DJI OJIGN DI=BR2BBURGHD OC@DM GDHDO<ODJIN 4C@ Q<GD?DOT JA OC@L
<GREN ?@K@1? JI CIR <>=P{® OC@DM ?@0@>0DJl H@>C<IDNBHN BHRIAIRDEGC <?7? <

1JO@ DIG@MT >C<KO@M RGEHA@TU@M DN PN@? =PO DON KISGTRIRMEMD ?P@ OJ <
NK@>Db> M@<NJI

Chrome UX Report

AC@CMIH@ 58 2@KJIMIN < KP=GD> ?<O<N@0 JA M@<G RIMGSK@ANBP@ PRAM @
%SK@MD@I>@N <M@ BNRIBKEDG@N" IMDBBHIKG https://www.example.com 4C@
?<O<N@O DI>GP?@N ?DNOMD=PODJIN J@38<DEDD B DBN EHOBM <I? GO NO<=DBDOT
<??DODJI OJ BMIPKDHIOC EK@MD@I>@NEBNJ =@ NGD@H @ INDJINGEBIPIOMTIE@
B@JBMA AIMH A<>OJBINFOJK KCJI@ O<=G@O <I2@@AN@>0DQJQ OTK@ ' ' @O>

4C@ #CMIH@ 58 2@KJIMO ?<O<N@0O DI>CER@NNI@EGIIB <0< 4CAN@ <M@ M@A@MM@? (
<NBFC E9?FALM=@><PN@ <N JKKIN@? OXDI@BMN G@FOC@ JM  HJINO KIKPG<M
R@=NDO@N R@=NDO@N <M@ BNrFR@E2 ONOANMIH OC@ OJK F OJK F PKOJOC@ OJK -
%<>C R@=NDG®& @¢ M>>JM?DIB O] OC@ IPHE@MBB:SEI QD@RN JI <GG JA DON K<B@N
>JH=DI@? 4CDRIM N@= |GH<I<> H<@NS@@IN®@®N@ JA OCDN I@R ?<OF SN 8EIM@
Q<MD<ODJIN DI OC@CR:R@= DN FAIBmE: KIKPG<MDOT

&M 7@= IGH<I<> H@OMD>N OC<O M@A@M@I>@ MREGB/RMS@PNAMATIIH OC@ #CMIH@ -
2@KJIJMO OC@ *PGT  ?<O<N@O DN PN@?

9JP ><| G@<MI HIM@ <=JPO OC@ ?<OEN@IB DI @ MIH@ 58 2@KJIMO JI "DBRPEANT
J 2@@GIKEWMIH@ >JH

Blink Features

"GDIF @<OPM@M@ DI?D><OJMN c<BB@IH@ RC@@M < K<MOD>PG<M R@= KG<OAIMH A@=
DN ?@0@>0@7? OJ =@ PN@?

7 @ PN@ "G@#<&PM@N 0J B@O < ?DAA@M@ 0l K@MERB@CIDQKODJI 4CDN ?<O< DN @NK@
PN@APG OJ ?DNODIBPDNC = @OR@@| A@<OPM@N OC<O <M@ DHKG@H@IO@? JI < K<B@ <
<>OP<GGT PN@?

@LLHOOOOIHHIDQRBE ;9L=2GJA=K ;EK

@LLHK=NDGH@GE= ;GE <G;K ;JMP

@LLHK=NDGH:@GE= ;GE :DG? ;JMBRC E9?FALM<=

@LLHK=NDGH@GE= ;GE <G;K ;JMP E=L@G<GDG?Q =DA?A:ADALQ
@LLHK=NDGH:@GE= ;GE <G;K ;JMP ?MA<=K :A?IM=JQ

@LLHK=NDGH@GE= ;GE

@LLHK@GEAME ?GG?DK(@E}@BEAME KJ$! <G;K MK=8;GMFL=J80ACA E<

2025 Web Almanac by HTTP Archive 549


https://www.wappalyzer.com/categories/cms
https://developer.chrome.com/docs/crux
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"GDIF @<OPM@N <M@ M@KJI@SEBLE NN K<MO JA JIPM M@BPG<M O@NODIB

Third Party Web

4CDMZXMOT @= DN < M@N@<M>C KNRBEEHEDE (PGRO@CIM JA OG@DM? 0 <MOD@N
>C<KO@N<0O PN@N (440 'MEGD®,DBCOCIPN@ ?<0< OJ D?@IODAT <I? <I<GTU@ OC@ DHK<>0 JA
K<MOT M@NJPM>@N JI OC@ R@=

$JH<DIN <M@ >JIND?@M@7? OJ =@ < OCDMPHEMORBE@ <M JI <O G@<NO PIDLP@ K<B@N
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