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Methodology 
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WebAssembly usage 
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WebAssembly by rank 
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WebAssembly requests 
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WebAssembly languages 
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Prevalence of consent signals across different ranks 
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Consent standard distribution across different categories 
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Home pagesÕ rendered versus raw word counts 
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Inner pagesÕ rendered versus raw word counts 
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Most popular structured data types 
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Home page AMP usage 
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Home pages versus inner pagesÕ AMP usage 
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Internationalization 
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Confusion on overlays 
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����JA�OC@�HJ=DG@�K<B@N��7@�?JÎ O�C<Q@�<�?DM@>O�@SKG<I<ODJI�AJM�OC@�CDBC�PN<B@�JA�OCDN�NK@>Db>�

#30�KJGD>T�Q<GP@��

)I�bAOC�<I?�NDSOC�KG<>@�R@�JI>@�<B<DI�N@@�OC@�upgrade-insecure-requests �<I?� frame-

ancestors 'self' �?DM@>ODQ@N��=PO�OCDN�ODH@�RDOC�<�OM<DGDIB�N@HD>JGJI��!�N@HD>JGJI�DN�PN@?�OJ�

N@K<M<O@�?DM@>ODQ@N�=PO�DA�OC@M@�DN�JIGT�JI@�?DM@>ODQ@�?@bI@?�DO�><I�=@�?DN><M?@?��� ��=JOC�C@<?@M�

Q<GP@N�<M@�OC@M@AJM@�Q<GD?�#30�KJGD>D@N�RDOC�OC@�N<H@�@AA@>O��

Keywords for script-src 

/I@�JA�OC@�HJNO�DHKJMO<IO�?DM@>ODQ@N�DI>GP?@?�DI�OC@�#30�DN�script-src ��4CMJPBC�OC@�PN@�JA�

OCDN�?DM@>ODQ@��R@=NDO@N�><I�>JIOMJG�RCD>C�N>MDKON�><I�MPI�JI�OC@DM�K<B@N��4CDN�><I�CDI?@M�

<OO<>F@MN�=@><PN@�DO�><I�?DN<GGJR�OC@H�AMJH�MPIIDIB�<M=DOM<MT�N>MDKON��script-src �C<N�

����   @LLHK�

O�;�?AL@M:�AG
LJMKL=<�LQH=K
<AKL
KH=;
�
����   @LLHK�

O�;�?AL@M:�AG
O=:9HHK=;�;KH
�?J9EE9J<=>�K=JA9DAR=<�HGDA;Q�

Part II Chapter 9 : Security

2025 Web Almanac by HTTP Archive 289

https://w3c.github.io/trusted-types/dist/spec/
https://w3c.github.io/webappsec-csp/#grammardef-serialized-policy


HPGODKG@�KJO@IOD<G�F@TRJM?N��

7 @�bI?�OC<O�OC@�unsafe-inline �<I?� unsafe-eval �F@TRJM?N�<M@�PN@?�Q@MT�JAO@I��4C@N@�

F@TRJM?N�NDBIDb><IOGT�M@?P>@�OC@�N@>PMDOT�DHK<>O�JA�#30^N�script-src �<N�OC@T�<GGJR�<IT�

DIGDI@�N>MDKO�OJ�=@�@S@>PO@?�JM�<GGJR�OC@�PN@�JA�OC@�eval 
API>ODJI�DI�*<Q<3>MDKO�M@NK@>ODQ@GT��

#JHK<M@?�OJ�G<NO�T@<M��� �R@�=<M@GT�N@@�<IT�>C<IB@N�OJ�OC@�PN<B@�JA�script-src �F@TRJM?N��!I�

DHKJMO<IO�IJO@�OJ�H<F@�DN�OC<O�OC@�KM@N@I>@�JA�unsafe-inline �?J@N�IJO�I@>@NN<MDGT�H@<I�

OC<O�DIGDI@�N>MDKON�><I�=@�@S@>PO@?��)I�NJH@�><N@N�<I?�AJGGJRDIB�OC@�#30�NK@>Db><ODJI����

unsafe-inline �RDGG�=@�DBIJM@?��4CDN�DN�AJM�DINO<I>@�OC@�><N@�RC@I�<�IJI>@�<I?�strict-

dynamic �F@TRJM?N�<M@�<??@?�OJ�OC@�#30�KJGD>T��

"A?MJ=������ �,J=N9D=F;=�G>��/,�script-src �C=QOGJ<K�H=J�J=IM=KL��

����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
����
K=;MJALQ�C=QOGJ<K�>GJ�K;JAHL�KJ;�
����   @LLHK�

O�;�?AL@M:�AG
O=:9HHK=;�;KH
�

Part II Chapter 9 : Security

290 2025 Web Almanac by HTTP Archive

https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-request.png
https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-request.png
https://almanac.httparchive.org/en/2024/security#keywords-for-script-src
https://w3c.github.io/webappsec-csp/


7 @�<GNJ�>C@>F�OC@�PN@�JA�F@TRJM?N�K@M�C@<?@M�DINO@<?�JA�K@M�K<B@��)I�#30��HPGODKG@�#30�

C@<?@MN�><I�=@�KM@N@IO�DI�JI@�M@NKJIN@�<I?�H<T�?@bI@�?DAA@M@IO�?DM@>ODQ@N��)A�<�?DM@>ODQ@�DN�

?@bI@?�HPGODKG@�ODH@N��OC@�KJGD>D@N�RDGG�=@�>JH=DI@?�OJ�>M@<O@�OC@�OC@�HJNO�M@NOMD>ODQ@�KJGD>T�OJ�

=@�PN@?�=T�OC@�=MJRN@M��� ��

7 @�N@@�<�Q@MT�NDHDG<M�?DNOMD=PODJI�>JHK<M@?�OJ�OC@�Q<GP@N�K@M�M@LP@NO��DI?D><ODIB�OC<O�@DOC@M�

HJNO�K<B@N�JIGT�PN@�JI@�#30�C@<?@M�JM�JIGT�PN@�script-src �DI�JI@�JA�OC@�#30�C@<?@MN�OC<O�

OC@T�N@O��H@<IDIB�OC@M@�<M@�IJ�>JIcD>ODIB�script-src �?DM@>ODQ@N�JI�HJNO�K<B@N��

Allowed hosts 

#30�DN�<�>JHKG@S�N@>PMDOT�KJGD>T�OJ�OCJMJPBCGT�PI?@MNO<I?�<I?�>JMM@>OGT�PN@��7C@I�GJJFDIB�<O�

OC@�G@IBOC�JA�OC@�#30�C@<?@MN�DI�PN@��R@�><I�N@@�<�RD?@�Q<MD@OT�DI�KJGD>T�NDU@N��

"A?MJ=������ �,J=N9D=F;=�G>��/,�script-src �C=QOGJ<K�H=J�@=9<=J��

����   @LLHK�

;GFL=FL�K=;MJALQ�HGDA;Q�;GE
=P9EHD=K
EMDLAHD=�;KH�@=9<=JK
�

Part II Chapter 9 : Security

2025 Web Almanac by HTTP Archive 291

https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-header.png
https://almanac.httparchive.org/static/images/2025/security/csp-script-src-keywords-per-header.png
https://content-security-policy.com/examples/multiple-csp-headers/
https://content-security-policy.com/examples/multiple-csp-headers/


/PO�JA�<GG�J=N@MQ@?�C@<?@MN������<M@����=TO@N�JM�G@NN�DI�G@IBOC��4CDN�DN�NGDBCOGT�HJM@�OC<I�G<NO�

T@<M�RC@M@�OCDN�R<N����=TO@N�JM�G@NN��7@�><I�N@@�OC<O�OC@M@�<M@�HJM@�GJIB@M�KJGD>D@N�DI�PN@�<I?�

DI�OC@���OC�K@M>@IODG@��4C@�?@NFOJK�KJGD>D@N�C<Q@�BJOO@I�GJIB@M�RCDG@�OC@�HJ=DG@�KJGD>D@N�C<Q@�

BJOO@I�NGDBCOGT�NCJMO@M��DI>M@<NDIB�OC@�?DAA@M@I>@�=@OR@@I�OC@�KJGD>T�G@IBOCN��

"A?MJ=������ ��/,�@=9<=J�D=F?L@��

Part II Chapter 9 : Security

292 2025 Web Almanac by HTTP Archive

https://almanac.httparchive.org/static/images/2025/security/csp-header-length.png
https://almanac.httparchive.org/static/images/2025/security/csp-header-length.png


Host Desktop Mobile 

https://www.googletagmanager.com ������ ������

https://fonts.gstatic.com ������ ������

https://fonts.googleapis.com ������ ������

https://www.google.com ������ ������

https://www.google-analytics.com ������ ������

https://www.youtube.com ������ ������

https://*.google-analytics.com ������ ������

https://*.google.com ������ ������

https://connect.facebook.net ������ ������

https://www.gstatic.com ������ ������

&DBPM@�������-JNO�AM@LP@IOGT�<GGJR@?�(440�3	�CJNON�DI�#30�KJGD>D@N�

4C@�HJNO�>JHHJIGT�GJ<?@?�(4403�JMDBDIN�DI>GP?@?�DI�#30�C@<?@MN�<M@�OCJN@�PN@?�AJM�<?N��

AJION�<I?�JOC@M�#$.�M@NJPM>@N��

Part II Chapter 9 : Security

2025 Web Almanac by HTTP Archive 293



Host Desktop Mobile 

wss://*.hotjar.com ������ ������

wss://*.intercom.io ������ ������

wss://booth.karakuri.ai ������ ������

wss://www.livejournal.com ������ ������

wss://*.quora.com ������ ������

wss://tsock.us1.twilio.com/v3/wsconnect ������ ������

wss://api.smooch.io ������ ������

wss://*.zopim.com ������ ������

wss://*.pusher.com ������ ������

wss://cable.gumroad.com ������ ������

&DBPM@�������-JNO�AM@LP@IOGT�<GGJR@?�733�CJNON�DI�#30�KJGD>D@N�

&JM�OC@�N@>PM@�R@=NJ>F@O��wss:// 	�JMDBDIN��R@�N@@�(JOE<M�O<F@�OC@�bMNO�KJNDODJI��?JP=GDIB�DI�

J>>PMM@I>@N��/OC@M�JMDBDIN�M@H<DI�GJR�DI�J>>PMM@I>@��

(JOE<M�DN�PN@?�AJM�R@=NDO@�<I<GTOD>N��DI?D><ODIB�<�>JIODIPDIB�DIO@M@NO�DI�<I<GTOD><G�DIAJMH<ODJI�JA�

R@=NDO@N�RCDG@�)IO@M>JH�DN�PN@?�AJM�>PNOJH@M�N@MQD>@N��7@�<GNJ�N@@�!)
bMNO�>JHK<ID@N�@IO@MDIB�

OC@N@�NO<ODNOD>N�RDOC�F<M<FPMD��<�*<K<I@N@�!)�>JHK<IT�OC<O�DN�>GJNDIB�OC@�OJK�OCM@@��

Subresource Integrity 

)I�JM?@M�OJ�KMJO@>O�OC@HN@GQ@N�AMJH�GJ<?DIB�O<HK@M@?�M@NJPM>@N��?@Q@GJK@MN�><I�H<F@�PN@�JA�

3P=M@NJPM>@�)IO@BMDOT��32)	��� ��7CDG@�#30�<GGJRN�AJM�?@Q@GJK@MN�OJ�M@NOMD>O�OC@�NJPM>@N�AMJH�

RCD>C�M@NJPM>@N�<M@�GJ<?@?��32)�H<F@N�NPM@�OCJN@�M@NJPM>@N�>JIO<DI�OC@�>JIO@IO�OC<O�DN�

@SK@>O@?�=T�OC@�?@Q@GJK@M��4C@�JKKJNDO@�><I�=@�OC@�><N@�RC@I�AJM�DINO<I>@�<�#$.�DN�

>JHKMJHDN@?�<I?�<I�<OO<>F@M�NP>>@@?N�DI�>C<IBDIB�<�Q<GD?�N>MDKO�DIOJ�<�H<GD>DJPN�JI@��

"T�PNDIB�OC@�integrity �<OOMD=PO@�DI�<script> �<I?� <link> �O<BN��?@Q@GJK@MN�><I�

>JHHPID><O@�OJ�OC@�=MJRN@M�OC@�@SK@>O@?�C<NC�JA�OC@�M@NJPM>@��7C@I�GJ<?DIB�OC@�NK@>Db@?�

M@NJPM>@��OC@�=MJRN@M�RDGG�OC@I�>C@>F�RC@OC@M�OC@�C<NC�JA�OC@�M@NJPM>@�>JIO@ION�>JMM@NKJI?N�

����   @LLHK�

<=N=DGH=J�EGRADD9�GJ?
<G;K
3=:
/=;MJALQ
/M:J=KGMJ;=8%FL=?JALQ�

Part II Chapter 9 : Security

294 2025 Web Almanac by HTTP Archive

https://developer.mozilla.org/docs/Web/Security/Subresource_Integrity


OJ�OC@�KMJQD?@?�C<NC�<I?�DA�IJO��M@APN@�OJ�GJ<?�@S@>PO@�OC@�M@NJPM>@��OC@M@=T�KMJO@>ODIB�OC@�

R@=NDO@�AMJH�KJO@IOD<GGT�>JHKMJHDN@?�>JIO@IO��

32)�DN�PN@?�JI�������<I?�������JA�?@NFOJK�<I?�HJ=DG@�K<B@N�M@NK@>ODQ@GT��4CDN�DN�<�MDN@�=T�

<MJPI?������AJM�=JOC�IPH=@MN�NDI>@�G<NO�T@<M��� ��NCJRDIB�OC<O�<�BMJRDIB�IPH=@M�JA�?@Q@GJK@MN�

<M@�PNDIB�32)�OJ�KMJO@>O�OC@DM�K<B@N��

#JHK<M@?�RDOC�G<NO�T@<M��� ��R@�N@@�<�?MJK�DI�H@?D<I�NP=M@NJPM>@�>JQ@M<B@�K@M�K<B@�=T��������)O�

DN�GDF@GT�OC<O�OCDN�?MJK�DN�><PN@?�=T�OC@�G<MB@M�IPH=@M�JA�K<B@N�=@DIB�>M<RG@?�=T�OC@�R@=�

<GH<I<>�>M<RG@M�OCDN�T@<M��

"A?MJ=������ �, 9?=K�MKAF?�/.%��EG:AD=���

23.6% 

"A?MJ=������ �/.%�;GN=J9?=�H=J�H9?=��

����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
����
K=;MJALQ�KM:J=KGMJ;=�AFL=?JALQ�
����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
����
K=;MJALQ�[?����

Part II Chapter 9 : Security

2025 Web Almanac by HTTP Archive 295

https://almanac.httparchive.org/en/2024/security#subresource-integrity
https://almanac.httparchive.org/static/images/2025/security/sri-coverage.png
https://almanac.httparchive.org/static/images/2025/security/sri-coverage.png
https://almanac.httparchive.org/en/2024/security#fig-25


Host Desktop Mobile 

www.gstatic.com ������� �������

static.cloudflareinsights.com ������ ������

cdnjs.cloudflare.com ������ ������

cdn.userway.org ������ ������

code.jquery.com ������ ������

cdn.shoplineapp.com ������ ������

cdn.jsdelivr.net ������ ������

d3e54v103j8qbb.cloudfront.net ������ ������

&DBPM@�������-JNO�>JHHJI�CJNON�AMJH�RCD>C�32)
KMJO@>O@?�N>MDKON�<M@�DI>GP?@?�

4C@�GDNO�JA�HJNO�>JHHJI�CJNON�AMJH�RCD>C�32)
KMJO@>O@?�N>MDKON�<M@�GJ<?@?�C<N�M@H<DI@?�

G<MB@GT�NO<=G@�JQ@M�ODH@��RDOC�NJH@�@IOMD@N�HJQDIB�M@G<ODQ@�KJNDODJIN��4C@�

cloudflareinsights �M@>JM?�AJM�DINO<I>@�C<N�DI>M@<N@?�DI�M@G<ODQ@�J>>PMM@I>@��=PO�JIGT�=T�

�������

,DF@�G<NO�T@<M��HJNO�JA�OC@N@�@IOMD@N�<M@�#$.N��NCJRDIB�OC<O�HJNO�M@NJPM>@N�GJ<?@?�<I?�

KMJO@>O@?�=T�32)�<M@�GJ<?@?�AMJH�#$.N��4CDN�H<F@N�N@IN@�=@><PN@�OC@N@�N>MDKON�<M@�JAO@I�IJO�

PI?@M�?DM@>O�>JIOMJG�JA�OC@�?@Q@GJK@MN��/AO@I��#$.N�RDGG�CJNO�<�G<MB@�IPH=@M�JA�N>MDKON�OC<O�><I�

OC@I�=@�DI>GP?@?�=T�H<IT�?@Q@GJK@MN��4CDN�DN�<?Q<IO<B@JPN�AJM�?@Q@GJK@MN�=@><PN@�OC@�GJ<?�JI�

OC@DM�JRI�N@MQ@MN�RDGG�BJ�?JRI��=PO�<GNJ�AJM�OC@�>GD@IO�=@><PN@�DO�><I�><>C@�N>MDKON�AMJH�OC@�

#$.�DINO@<?�JA�GJ<?DIB�OC@�N<H@�N>MDKO�JI>@�AJM�@Q@MT�R@=NDO@�OC<O�DI>GP?@N�DO��

4C@�MDNF�JA�DI>GP?DIB�<�N>MDKO�OC<O�DN�CJNO@?�JI�<�N@MQ@M�IJO�PI?@M�TJPM�JRI�>JIOMJG�DN�CDBC@M�

OC<I�RC@I�TJP�<N�?@Q@GJK@M�C<Q@�APGG�>JIOMJG��)A�OC@�?@Q@GJK@M�JA�OCDN�@SO@MI<G�N>MDKO�?@>D?@N�OJ�

DI>GP?@�H<GD>DJPN�>JIO@IO�JM�OC@�N@MQ@M�DN�>JHKMJHDN@?�<I?�OC@�N>MDKO�DN�NR<KK@?�RDOC�<�

H<GD>DJPN�JI@��RDOCJPO�32)�OC@�?@Q@GJK@M^N�PN@MN�RDGG�=@�GJ<?DIB�<I?�@S@>PODIB�OCDN�H<GD>DJPN�

>JIO@IO��!�BJJ?�R<T�OJ�KMJO@>O�PN@MN�<B<DINO�OC@N@�PI@SK@>O@?�>C<IB@N�<I?�OJ�FIJR�RDOC�

>@MO<DIOT�RCD>C�N>MDKO�DN�<GGJR@?�OJ�MPI�DN�OJ�PN@�32)��

Permissions Policy 

4C@�0@MHDNNDJIN�0JGD>T��� ��AJMH@MGT�&@<OPM@�0JGD>T	�DN�<�KJGD>T�OC<O�@I<=G@N�R@=NDO@N�OJ�<GGJR�JM�

����   @LLHK�
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https://developer.mozilla.org/docs/Web/HTTP/Permissions_Policy


?DN<GGJR�OC@�PN@�JA�NK@>Db>�A@<OPM@N�DI�OC@�=MJRN@M��NP>C�<N�OC@�><H@M<��HD>MJKCJI@��N@INJMN�

�GDF@�OC@�<>>@G@MJH@O@M	�JM�B@JGJ><ODJI�?<O<��4CMJPBC�OC@�Permissions-Policy �M@NKJIN@�

C@<?@M��?@Q@GJK@MN�><I�<GGJR�JM�?DN<GGJR�NK@>Db>�A@<OPM@�PN@�=T�OC@�H<DI�K<B@�<I?�DON�

@H=@??@?�>JIO@IO��!�NK@>Db>�KJGD>T�AJM�JI@�@H=@??@?�M@NJPM>@�><I�=@�N@O�OCMJPBC�OC@�allow 

<OOMD=PO@�JA�OC@�<iframe> �@G@H@IO��

#JHK<M@?�OJ�G<NO�T@<M��� ��OC@�PN@�JA�OC@�Permissions-Policy �N<R�<�M@G<ODQ@�DI>M@<N@�JA�

<GHJNO������!GOCJPBC�OCDN�DN�<�G<MB@�M@G<ODQ@�DI>M@<N@��OC@�<=NJGPO@�K@M>@IO<B@�JA�R@=NDO@N�

PNDIB�Permissions-Policy �M@H<DIN�M<OC@M�NH<GG�<O������JI�HJ=DG@��4C@�MDN@�DI�<?JKODJI�DN�<�

BJJ?�NDBI�AJM�OC@�KJGD>T��

"A?MJ=������ �.=D9LAN=�AF;J=9K=�AF�9<GHLAGF�G>�L@=�Permissions-Policy �@=9<=J�>JGE������

�EG:AD=���

+50% 
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Header 

interest-cohort=() 

accelerometer=(), autoplay=(), camera=(), encrypted-media=(), fullscreen=(), 

geolocation=(), gyroscope=(), magnetometer=(), microphone=(), midi=(), payment=(), 

picture-in-picture=(), publickey-credentials-get=(), screen-wake-lock=(), sync-xhr=(), 

usb=() 

geolocation=(),midi=(),sync-

xhr=(),microphone=(),camera=(),magnetometer=(),gyroscope=(),fullscreen=(self),payment=() 

accelerometer=(), autoplay=(), camera=(), cross-origin-isolated=(), display-

capture=(self), encrypted-media=(), fullscreen=*, geolocation=(self), gyroscope=(), 

keyboard-map=(), magnetometer=(), microphone=(), midi=(), payment=*, picture-in-

picture=*, publickey-credentials-get=(), screen-wake-lock=(), sync-xhr=*, usb=(), xr-

spatial-tracking=(), gamepad=(), serial=() 

geolocation=(self) 

accelerometer=(), camera=(), geolocation=(), gyroscope=(), magnetometer=(), 

microphone=(), payment=(), usb=() 

accelerometer=(self), autoplay=(self), camera=(self), encrypted-media=(self), 

fullscreen=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), 

microphone=(self), midi=(self), payment=(self), usb=(self) 

browsing-topics=() 

geolocation=(), microphone=(), camera=() 

geolocation=self 

&DBPM@�������-JNO�KM@Q<G@IO�Permission-Policy �C@<?@MN�

7C@I�GJJFDIB�<O�OC@�OJK����PN@?�Permissions-Policy �Q<GP@N��R@�bI?�OC<O�G@NN�?@Q@GJK@MN�

IJR�PN@�OC@�C@<?@M�OJ�JKO�JPO�JA�'JJBG@^N�&@?@M<O@?�,@<MIDIB�JA�#JCJMON��&,J#	 ��� ��RDOC�JIGT�

������JA� Permissions-Policy �C@<?@MN�>JIO<DIDIB�OC@�interest-cohort=() �Q<GP@��7@�

<GNJ�N@@�OC<O�<�Q<GP@�OJ�JKO�JPO�JA�H<IT�A@<OPM@N�<O�JI>@�=@><H@�<�KJKPG<M�Q<GP@�RDOC�����JA�

Permissions-Policy �C@<?@MN�>JIO<DIDIB�OCDN�Q<GP@�JI�HJ=DG@��7@�NPNK@>O�OCDN�DN�?P@�OJ�DO�

=@DIB�M@KG<>@?�=T�OC@�4JKD>N�!0)�RDOC�<�?DAA@M@IO�K@MHDNNDJI�KJGD>T��� ��4CDN�DN�<GNJ�GDF@GT�OJ�M@?P>@�

APMOC@M�DI�OC@�APOPM@�NDI>@�'JJBG@�DN�M@ODMDIB�OC@N@�0MDQ<>T�3<I?=JS�!0)N��� ��

����   @LLHK�
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HJGHGK9DK
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�
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https://privacysandbox.com/intl/en_us/proposals/floc/
https://privacysandbox.google.com/private-advertising/topics/web/controls#opt_out_as_a_developer
https://privacysandbox.google.com/blog/update-on-plans-for-privacy-sandbox-technologies


!GG�JOC@M�J=N@MQ@?�Q<GP@N�DI�OC@�OJK����<M@�<DH@?�<O�M@NOMD>ODIB�OC@�K@MHDNNDJIN�JA�OC@�R@=�K<B@�

<I?�@H=@??@?�>JIO@IO��4C@�0@MHDNNDJIN�0JGD>T�DN�JK@I�=T�?@A<PGO��RCD>C�H@<IN�OC<O�DI�JM?@M�OJ�

M@NOMD>O�OC@�PN@�JA�<�A@<OPM@��DO�C<N�OJ�=@�@SKGD>DOGT�H@IODJI@?�DI�OC@�C@<?@M��,DF@�G<NO�T@<M��������

JA�Permissions-Policy �C@<?@MN�JI�?@NFOJK�N@O�OC@�* �RDG?><M?�Q<GP@��OC@M@=T�@SKGD>DOGT�

BM<IODIB�<GG�K@MHDNNDJIN�OJ�OC@�K<B@�<I?�@H=@??@?�>JIO@IO�OC<O�?J@N�IJO�?@bI@�<�NOMD>O@M�

KJGD>T�DI�OC@�allow �<OOMD=PO@��/I�HJ=DG@��R@�?J�IJO�bI?�OC@�RDG?><M?�Q<GP@�<O�<GG��

!N�H@IODJI@?�=@AJM@��OC@�0@MHDNNDJIN�0JGD>T�><I�<GNJ�=@�?@bI@?�DI�OC@�allow �<OOMD=PO@�JI�<I�

COHG�<iframe> ��&JM�@S<HKG@�<I�DAM<H@�<GGJRDIB�DON�@H=@??@?�>JIO@IO�OJ�C<Q@�<>>@NN�OJ�OC@�

><H@M<�<I?�HD>MJKCJI@�RJPG?�GJJF�GDF@��

<iframe  src =" https://example.com/ "  allow =" camera 'self'; microphone 

'self' " > 

/PO�JA�OC@�OJO<G������HDGGDJI�DAM<H@N�JI�HJ=DG@��R@�J=N@MQ@?�OC<O�������DI>GP?@�<I�allow 

<OOMD=PO@��4C@�M@G<ODQ@�?@>M@<N@�DI�PN@�JA�OC@�allow �<OOMD=PO@�><I�=@�<OOMD=PO@?�OJ�OC@�HJM@�

OC<I����HDGGDJI�HJM@�DAM<H@�@G@H@ION�OC<O�R@M@�AJPI?�DI�OCDN�T@<M^N�>M<RG�OC<O�DI>GP?@?�HJM@�

K<B@N�OC<I�G<NO�T@<M^N��

Directive Desktop Mobile 

encrypted-media ������� �������

autoplay ������� �������

picture-in-picture ������� �������

gyroscope ������� �������

accelerometer ������� �������

clipboard-write ������� �������

join-ad-interest-group ������� �������

web-share ������� �������

attribution-reporting ������ ������

run-ad-auction ������ ������

&DBPM@�������-JNO�KM@Q<G@IO�allow �<OOMD=PO@�?DM@>ODQ@N�
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)IO@M@NODIBGT��OC@�OCM@@�OJK�allow �<OOMD=PO@�Q<GP@N�JA�G<NO�T@<M��join-ad-interest-group ��

attribution-reporting �<I?� run-ad-auction 	�C<Q@�@SOM@H@GT�GJR�<?JKODJI�>JHK<M@?�

OJ�G<NO�T@<M��)O�DN�KJNND=G@�OC<O�OC@�G<MB@�KG<T@M�OC<O�R<N�CTKJOC@NDU@?�OJ�C<Q@�<??@?�OC@N@�Q<GP@N�

OJ�OC@DM�DAM<H@�@G@H@ION�C<N�NDI>@�M@Q@MO@?�OC<O�>C<IB@��4C@�JOC@M�OJK����Q<GP@N�JA�G<NO�T@<M�

C<Q@�N@@I�<�H<EJM�DI>M@<N@�DI�DI>GPNDJI�DIOJ�OC@�allow �<OOMD=PO@�Q<GP@�JQ@M<GG��RDOC�<=NJGPO@�

>C<IB@N�PK�OJ�������

Iframe sandbox 

"T�@HKGJTDIB�OC@�sandbox �<OOMD=PO@�JI�<iframe> �@G@H@ION��?@Q@GJK@MN�><I�KMJO@>O�OC@DM�

PN@MN�<B<DINO�N@Q@M<G�<OO<>FN�DI�RCD>C�<�M@NJPM>@�@H=@??@?�DI�<I�<iframe> �DN�@DOC@M�

>JHKMJHDN@?�JM�H<GD>DJPN��)I�OC@�sandbox �<OOMD=PO@^N�Q<GP@��?@Q@GJK@MN�><I�NK@>DAT�RCD>C�

M@NOMD>ODJIN�NCJPG?�=@�KPO�DIOJ�KG<>@�AJM�OC@�>JIO@IO�GJ<?@?�<I?�?DNKG<T@?�DI�OC@�<iframe> ��

&JM�@S<HKG@��OC@�AJGGJRDIB�<iframe> �RJPG?�<GGJR�OC@�@H=@??@?�R@=K<B@�OJ�MPI�N>MDKON��

<iframe  src =" https://example.com/ "  sandbox =" allow-

scripts " ></ iframe > 

7 @�N@@�OC@�PN@�JA�OC@�N<I?=JS�<OOMD=PO@�MDN@�>JHK<M@?�OJ�OC@������@?DODJI�AMJH�������OJ�

�������NCJRDIB�OC<O�HJM@�<I?�HJM@�?@Q@GJK@MN�R<IO�OJ�KMJO@>O�OC@DM�PN@MN�<B<DINO�KJO@IOD<G�

HDNPN@�=T�@H=@??@?�>JIO@IO��
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https://developer.mozilla.org/docs/Web/HTML/Reference/Elements/iframe#sandbox
https://developer.mozilla.org/docs/Web/HTML/Reference/Elements/iframe#sandbox


,DF@�G<NO�T@<M��� ��R@�N@@�OC<O�JPO�JA�<GG�DAM<H@N�RDOC�OC@�sandbox �<OOMD=PO@���������JI�HJ=DG@	�

PN@�DO�OJ�<GGJR�OC@�@H=@??@?�R@=K<B@�OJ�@S@>PO@�N>MDKON�=T�DI>GP?DIB�OC@�allow-scripts 

?DM@>ODQ@��&JGGJRDIB�DI�N@>JI?�KG<>@��PN@?�DI�������JI�HJ=DG@�DAM<H@N��?@Q@GJK@MN�PN@�OC@�

allow-same-origin �OJ�H<F@�OC@�GJ<?@?�M@NJPM>@N�K<MO�JA�OC@�@H=@??@M^N�JMDBDI��

Emerging security headers 

)I�B@I@M<G�R@�N@@�<�MDN@�DI�HJNO�JA�OC@�@SDNODIB�N@>PMDOT�A@<OPM@N�NP>C�<N�4,3��(343��#30�KJGD>D@N��

32)�<I?�OC@�DAM<H@�sandbox �<OOMD=PO@��"@ND?@N�OC@N@�@SDNODIB�A@<OPM@N��<N�ODH@�F@@KN�HJQDIB��

I@R�<OO<>FN�<M@�>M<AO@?�<I?�HJM@�?@A@IN@N�<M@�=@DIB�DHKG@H@IO@?��4CDN�N@>ODJI�BJ@N�JQ@M�OC@�

M@G<ODQ@GT�I@R�$J>PH@IO�0JGD>T�OC<O�DN�NO<MODIB�OJ�NCJR�PK�HJM@�JAO@I�DI�OC@�RDG?��

Document Policy 

$J>PH@IO�0JGD>T��� �DN�<�?M<AO�>JHHPIDOT�BMJPK�M@KJMO�G<NO�PK?<O@?�DI�������)O�R<N�JMDBDI<GGT�

>M@<O@?�<N�<�M@NKJIN@�OJ�KMJKJN@?�<??DODJIN�OJ�0@MHDNNDJIN�0JGD>T�OC<O�?D?�IJO�bO�OC@�

0@MHDNNDJIN�0JGD>T�HJ?@G�JM�<??@?�OJJ�HP>C�>JHKG@SDOT��

$J>PH@IO�0JGD>T�C<N�N@Q@M<G�<?Q<IO<B@N�JQ@M�M@G<O@?�H@>C<IDNHN�NP>C�<N�0@MHDNNDJIN�0JGD>T��

"A?MJ=������ �,J=N9D=F;=�G>�K9F<:GP�<AJ=;LAN=K�GF�A>J9E=K��
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https://almanac.httparchive.org/static/images/2025/security/iframe-sandbox-directives.png
https://almanac.httparchive.org/static/images/2025/security/iframe-sandbox-directives.png
https://almanac.httparchive.org/en/2024/security#iframe-sandbox
https://wicg.github.io/document-policy/


#30�<I?�N<I?=J SDIB��)O�DN�HJM@�bI@
BM<DI@?�OC<I�0@MHDNNDJIN�0JGD>T�<I?�C<N�<�?DAA@M@IO�

DIC@MDO<I>@�HJ?@G��>CDG?�M@NJPM>@N�><I�JQ@MRMDO@�>@MO<DI�K<M@IO
>CJN@I�KJGD>D@N�DA�OC@T�<M@�

>JHK<OD=G@��)O�DN�HJM@�B@I@M<G�OC<I�#30�<N�DO�C<N�?DM@>ODQ@N�M@G<O@?�OJ�OC@�K@MHDNNDJIN�JA�<�

M@NJPM>@�JI>@�DO�C<N�=@@I�GJ<?@?�DINO@<?�JA�JIGT�?@O@MHDIDIB�AMJH�RCD>C�JMDBDIN�M@NJPM>@N�><I�

=@�GJ<?@?��)O�DN�@<ND@M�OJ�@SO@I?�OC<I�N<I?=JSDIB�=@><PN@�A@<OPM@N�OC<O�<M@�IJO�H@IODJI@?�DI�

N<I?=JSDIB�<M@�=GJ>F@?�=T�?@A<PGO��RCD>C�H<F@N�DO�Q@MT�?DAb>PGO�OJ�<??�I@R�JI@N��

Header Desktop Mobile 

include-js-call-stacks-in-crash-reports ������� �������

js-profiling ������� �������

js-profiling; include-js-call-stacks-in-crash-

reports 
������� �������

force-load-at-top ������ ������

no-font-display-late-swap ������ ������

&DBPM@�������-JNO�>JHHJI�?J>PH@IO�KJGD>T�C@<?@M�Q<GP@N�

7 @�><I�N@@�OC<O�JA�OC@�$J>PH@IO�0JGD>T�C@<?@MN�DI�PN@��HJM@�OC<I�ORJ�OCDM?N�JA�OC@H�<M@�PN@?�

OJ�DI>GP?@�><GG�NO<>FN�DI�>M<NC�M@KJMON��#JH=DI@?�RDOC�OC@�js-profiling �?DM@>ODQ@�OC@N@�ORJ�

A@<OPM@N�H<F@�PK�OC@�Q<NO�H<EJMDOT�JA�>PMM@IO�PN@
><N@N��#PMM@IOGT�DI�OJO<G�R@�bI?�KJGD>T�Q<GP@N�

>JIO<DIDIB����?DAA@M@IO�?DM@>ODQ@N��)I�B@I@M<G�OC@M@�H<T�=@�HJM@�?DM@>ODQ@N�?@bI@?�=PO�<N�JA�

IJR�R@�<M@�IJO�<R<M@�JA�OC@�OJO<G�IPH=@M�OC@H��

7 @�>PMM@IOGT�JIGT�bI?�EPNO�JQ@M��������<I?��������K<B@N�AJM�?@NFOJK�<I?�HJ=DG@�M@NK@>ODQ@GT�

RCD>C�DN�������JA�OC@�OJO<G�IPH=@M�JA�K<B@N�QDNDO@?�AJM�=JOC��7@�@SK@>O�OJ�N@@�<�MDN@�DI�<?JKODJI�

JA�$J>PH@IO�0JGD>T�C@<?@MN�BJDIB�AJMR<M?��<GOCJPBC�APOPM@�<?JKODJI�H<T�IJO�C<KK@I�LPD>FGT��

Attack preventions 

7CDG@�OC@M@�<M@�H<IT�?@A@IN@N�AJM�R@=NDO@N�DHKG@H@IO@?�=T�H<IT�=MJRN@MN��DO�><I�=@�

>C<GG@IBDIB�OJ�F@@K�<I�JQ@MQD@R�JA�<GG�OC@�KJNND=DGDOD@N�<I?�=@NO�KM<>OD>@N��)I�<??DODJI��RC@I�
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Security header adoption 

!�HPGODOP?@�JA�KMJO@>ODJI�H@>C<IDNHN�><I�=@�>JIbBPM@?�OCMJPBC�(440�M@NKJIN@�C@<?@MN��

"<N@?�JI�OC@�Q<GP@N�JA�OC@N@�C@<?@MN�OC@�=MJRN@M�RDGG�@IAJM>@�OC@N@�KMJO@>ODJIN��.JO�<GG�

N@>PMDOT�H@>C<IDNHN�<M@�M@G@Q<IO�AJM�@Q@MT�R@=NDO@��=PO�OC@�<=N@I>@�JA�<GG�N@>PMDOT�C@<?@MN�><I�

KJDIO�OJ�HDNNDIB�PMB@I>T�OJR<M?N�N@>PMDOT��

,DF@�G<NO�T@<M��� �OC@M@�<M@�JIGT�<�A@R�C@<?@MN�AJM�RCD>C�<?JKODJI�?@>M@<N@?��4C@�Feature-

Policy �C@<?@M�DN�?@KM@><O@?�DI�A<QJM�JA�OC@�Permissions-Policy ��OC@M@AJM@�DO^N�IJ�

NPMKMDN@�OC<O�OC@�<?JKODJI�DN�?@>GDIDIB��4C@�JOC@M�ORJ��Clear-Site-Data �<I?� Document-

Policy-Report-Only �C<Q@�NP>C�GJR�<?JKODJI��������<I?����������M@NK@>ODQ@GT	�OC<O�

M@G<ODQ@�>C<IB@N�DI�<?JKODJI�H<T�N@@H�G<MB@�RCDG@�<=NJGPO@�?DAA@M@I>@N�<M@�<>OP<GGT�NH<GG��4CDN�

H@<IN�OC<O�OC@�JQ@M<GG�<?JKODJI�JA�N@>PMDOT�C@<?@MN�F@@KN�DI>M@<NDIB�JQ@M�ODH@��RCD>C�DN�<�

KJNDODQ@�NDBI�AJM�R@=�N@>PMDOT�JQ@M<GG��

4C@�NOMJIB@NO�MDN@MN�NDI>@�OC@������@?DODJI�<M@�Strict-Transport-Security ��������	��

"A?MJ=������ ��<GHLAGF�G>�K=;MJALQ�@=9<=JK�>GJ�KAL=�J=IM=KLK�AF�EG:AD=�H9?=K�GN=J�LAE=��
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Content-Security-Policy ��������	�<I?� X-Content-Type-Options ��������	��

Origin-Agent-Cluster 

4C@�Origin-Agent-Cluster ��RC@I�>JMM@>OGT�N@O��>JHHPID><O@N�OJ�OC@�=MJRN@M�<�M@LP@NO�OJ�

NC<M@�OC@�M@NJPM>@N�PN@?�AJM�OC@�?J>PH@IO��GDF@�OC@�JK@M<ODIB�NTNO@H�KMJ>@NN	�RDOC�?J>PH@ION�

JA�OC@�N<H@�JMDBDI��4C@�=MJRN@M�H<T�JM�H<T�IJO�CJIJM�OC@�M@LP@NO�<I?�OC@�>GD@IO�><I�Q@MDAT�

PNDIB�*<Q<3>MDKO�RC@OC@M�OC@�M@LP@NO�R<N�DI�A<>O�CJIJM@?��

5N<B@�M@H<DIN�GJR�RDOC�JIGT�������JA�HJ=DG@�NDO@N��<I?�������?@NFOJK�NDO@N�PNDIB�OCDN��=PO�G@O^N�

?DB�DIOJ�RC<O�OC@T�<M@�PNDIB�DO�AJM��

Header Desktop Mobile 

?1 ������� �������

?0 ������� ������

1 ������ ������

0 ������ ������

&DBPM@�������-JNO�>JHHJI� Origin-Agent-Cluster �C@<?@M�Q<GP@N�

!�=JJG@<I�DN�?@bI@?�DI�OC@�(4-,�GDQDIB�NO<I?<M?��� �<N�<�NOMDIB�NO<MODIB�RDOC�<�LP@NODJI�H<MF��

4CDN�H@<IN�OC<O�Q<GP@N�GDF@�1 �<I?� 0 �<M@�DIQ<GD?�AJM�OCDN�C@<?@M��,P>FDGT�OC@�PN@�JA�OC@N@�Q<GP@N�

DN�GDHDO@?��4C@�?1 �Q<GP@�DN�OC@�JIGT�Q<GD?�Q<GP@�AJM�OC@�Origin-Agent-Cluster �<I?�DO^N�PN@?�

OJ�>JHHPID><O@�OC<O�OC@�?@Q@GJK@M�R<ION�OJ�JKO�DIOJ�OC@�A@<OPM@��<GG�JOC@M�Q<GP@N�<M@�DBIJM@?��

/I�HJ=DG@��HJM@�OC<I�����JA�C@<?@MN�C<Q@�OC@�Q<GD?�?1 �Q<GP@��5IAJMOPI<O@GT��������JA�C@<?@M�

Q<GP@N�<M@�1 ��<�Q<GP@�OC<O�RDGG�=@�DBIJM@?�RCDG@�OC@�?@Q@GJK@M�GDF@GT�R<ION�OJ�M@LP@NO�OC@�PN@�JA�

?@?D><O@?�M@NJPM>@N��

Use of document.domain 

"T�PNDIB�document.domain ��<�?@Q@GJK@M�DN�<=G@�OJ�M@<?�OC@�?JH<DI�KJMODJI�JA�OC@�>PMM@IO�

?J>PH@IO��<N�R@GG�<N�N@O�<�I@R�?JH<DI��JIGT�NPK@M?JH<DIN�JA�OC@�>PMM@IO�?JH<DI�<M@�<GGJR@?	��

<AO@M�RCD>C�OC@�=MJRN@M�RDGG�PN@�OC@�I@R�?JH<DI�<N�JMDBDI�AJM�OC@�N<H@
JMDBDI�KJGD>T�>C@>FN��

(JR@Q@M��OC@�PN@�JA�OCDN�KMJK@MOT�DN�IJR�?@KM@><O@?�<I?�=MJRN@MN�H<T�NOJK�NPKKJMODIB�OC@�

KMJK@MOT�NJJI��
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Blink Feature Desktop Mobile 

DocumentSetDomain ������ ������

DocumentDomainSetWithNonDefaultPort ������ ������

DocumentDomainEnabledCrossOriginAccess �������� ��������

DocumentDomainBlockedCrossOriginAccess �������� ��������

DocumentOpenAliasedOriginDocumentDomain ��������� ���������

&DBPM@�������4C@�PN@�JA�document.domain �=<N@?�JI�NK@>Db>�=GDIF�A@<OPM@N�

7 @�N@@�OC<O�G@NN�OC<I������JA�R@=NDO@N�JI�?@NFOJK�<I?�HJ=DG@�<M@�PNDIB�OC@�

document.domain �N@OO@M�OJ�>C<IB@�OC@�JMDBDI�JA�<�K<B@�<I?�@Q@I�G@NN�NDO@N�?J�NJ�RDOC�<�IJI


?@A<PGO�KJMO��4CDN�DN�<�KJNDODQ@�OM@I?�=PO�NODGG�M@KM@N@ION�<�A@R�O@IN�JA�OCJPN<I?N�JA�R@=NDO@N�OC<O�

NCJPG?�PK?<O@�OC@DM�>J?@��

Preventing clickjacking with CSP and X-Frame-Options 

!N�KM@QDJPNGT�H@IODJI@?��<�#JIO@IO�3@>PMDOT�0JGD>T��#30	�><I�=@�@AA@>ODQ@�<B<DINO�#GD>FE<>FDIB����

<OO<>FN�OCMJPBC�OC@�PN@�JA�OC@�frame-ancestors �?DM@>ODQ@��3JH@�JA�OC@�OJK�#30�C@<?@M�

Q<GP@N�DI>GP?@�<�frame-ancestors �?DM@>ODQ@�RDOC�<�'none' �JM�'self' �Q<GP@��OC@M@=T�

=GJ>FDIB�@H=@??DIB�JA�OC@�K<B@�JQ@M<GG�JM�M@NOMD>ODIB�OC@�@H=@??DIBN�OJ�K<B@N�JA�OC@�N<H@�

JMDBDI��

!IJOC@M�R<T�JA�?@A@I?DIB�<B<DINO�>GD>FE<>FDIB�<OO<>FN�DN�OCMJPBC�OC@�X-Frame-Options 

�8&/ 	�C@<?@M��"T�N@OODIB�OC@�8&/�C@<?@M��?@Q@GJK@MN�><I�>JHHPID><O@�OC<O�<�?J>PH@IO�><IIJO�

=@�@H=@??@?�DI�JOC@M�?J>PH@ION��^$%.9^	�JM�><I�JIGT�=@�@H=@??@?�DI�?J>PH@ION�JA�OC@�N<H@�

JMDBDI��SAMEORIGIN	��
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Header Desktop Mobile 

SAMEORIGIN ������� �������

DENY ������� �������

ALLOWALL ������ ������

SAMEORIGIN, SAMEORIGIN ������ ������

allow-from https://s.salla.sa ������ ������

&DBPM@�������-JNO�KM@Q<G@IO�X-Frame-Options �C@<?@M�Q<GP@N�

7 @�bI?�OC<O�OC@M@�<M@�=<M@GT�<IT�>C<IB@N�=@OR@@I�OC@�?<O<�OCDN�T@<M�<I?�DI����� ��� ��4C@�X-

Frame-Options �C@<?@M�DN�KMDH<MDGT�PN@?�OJ�<GGJR�N<H@
JMDBDI�R@=NDO@N�OJ�@H=@?�OC@�K<B@�

������	��3@>JI?GT ��DO�DN�PN@?�OJ�?@IT�<IT�K<B@�AMJH�@H=@??DIB�DON�JRI�>JIO@IO�������	��

%S<HKG@N�JA�JOC@M�Q<GP@N�R@�J=N@MQ@�<M@�NCJRI�DI�OC@�OCDM?�OJ�bAOC�MJR�JA�OC@�O<=G@��4C@�

ALLOW-FROM�Q<GP@�PN@?�OJ�=@�Q<GD?�=PO�DN�IJR�?@KM@><O@?�<I?�DBIJM@?�=T�=MJRN@MN��)INO@<?�JA�

PNDIB�ALLOW-FROM�DI�8&/ ��?@Q@GJK@MN�NCJPG?�NRDO>C�OJ�PNDIB�OC@�frame-ancestors 

?DM@>ODQ@�DI�#30��4C@N@�JPO
JA
NK@>�Q<GP@N�?J�IJO�NCJR�PK�JAO@I��=PO�H<T�C<Q@�=@@I�N@O�=T�

?@Q@GJK@MN�@SK@>ODIB�KMJO@>ODJIN�OJ�=@�<>ODQ@�?P@�OJ�OC@H�N@OODIB�OC@�C@<?@M��

Preventing attacks using Cross-Origin policies 
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JMDBDI�M@NJPM>@N�C<N�>C<IB@?��)I�M@NKJIN@�OJ�OC@N@�OCM@<ON��I@R�

H@>C<IDNHN�R@M@�>M@<O@?�OJ�>JIOMJG�OC@�M@I?@MDIB�JA�M@NJPM>@N�JI�JOC@M�R@=NDO@N�<I?�OC@M@=T�

KMJO@>O�<B<DINO�OC@N@�I@R�OCM@<ON��

-PGODKG@�I@R�N@>PMDOT�C@<?@MN��FIJRI�<N�OC@�>MJNN
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2@NJPM>@
0JGD>T��#/20	��#MJNN
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%H=@??@M
0JGD>T�
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/K@I@M
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@H=@??@?�<>MJNN�?DAA@M@IO�JMDBDIN��7@�J=N@MQ@�OC<O�OC@�<?JKODJI�JA�<GG�JA�OC@N@�C@<?@MN�F@@KN�

BMJRDIB�T@<M�<AO@M�T@<M��RDOC�=JOC�#/20�<I?�#//0�M@<>CDIB�JQ@M����<?JKODJI�OCDN�T@<M��
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Cross Origin Embedder Policy 

4C@�#MJNN
/MDBDI
%H=@??@M
0JGD>T��#/%0	 ��� �<GGJRN�<�?@Q@GJK@M�OJ�>JIbBPM@�RCD>C�>MJNN


JMDBDI�M@NJPM>@N�><I�=@�@H=@??@?�JI�OC@�>PMM@IO�?J>PH@IO��"T�?@A<PGO��RC@I�OC@�C@<?@M�DN�

<=N@IO	�<GG�>MJNN
JMDBDI�M@NJPM>@N�><I�=@�@H=@??@?�JI�OC@�K<B@��RCD>C�DN�OC@�N<H@�=@C<QDJPM�<N�

RC@I�OC@�C@<?@M�DN�N@O�RDOC�OC@�unsafe-none �Q<GP@��

COEP value Desktop Mobile 

unsafe-none ������� �������

require-corp ������ ������

credentialless ������ ������

&DBPM@�������0M@Q<G@I>@�JA�#/%0�C@<?@MN�>JIO<DIDBI�<�Q<GD?�Q<MD@IO�JA�OC@�<GGJR@?�Q<GP@N�

#JHK<M@?�OJ�G<NO�T@<M��� ��HJNO�?@Q@GJK@MN�NODGG�N@O�OC@�#/%0�C@<?@M�OJ�@SKGD>DOGT�<GGJR�<GG�

>JIO@IO�OJ�=@�@H=@??@?�JIOJ�OC@�>PMM@IO�?J>PH@IO�PNDIB�OC@�unsafe-none �Q<GP@��7CDG@�OC@�

K@M>@IO<B@�JA�PN@�JA�OCDN�Q<GP@�DN�NODGG�JQ@M�����JI�HJ=DG@��DO�C<N�?MJKK@?�=T�<GHJNO����NDI>@�

"A?MJ=������ �1K9?=�G>��JGKK�+JA?AF�@=9<=JK�GN=J�LAE=��
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G<NO�T@<M��RCD>C�><I�DI?D><O@�OC<O�?@Q@GJK@MN�<M@�NO<MODIB�OJ�>C<IB@�OC@DM�PN@�JA�OC@�C@<?@M��

4C@�JOC@M�Q<GP@N�require-corp �<I?� credentialless �N<R�<�HDIJM�DI>M@<N@�JA������<I?�

�����M@NK@>ODQ@GT�DI�<?JKODJI�NDI>@�G<NO�T@<M��7C@I�PNDIB�require-corp ��OC@�=MJRN@M�RDGG�

@IAJM>@�OC<O�JIGT�N<H@
JMDBDI�>JIO@IO�JM�>MJNN
JMDBDI�>JIO@IO�OC<O�DN�<GGJR@?�OJ�=@�@H=@??@?�

=T�#/20�><I�=@�@H=@??@?�JIOJ�OC@�K<B@��

&JM�credentialless ��OC@�=MJRN@M�RDGG�<GGJR�>MJNN
JMDBDI�M@LP@NON�DI�no-cors �HJ?@�

M@B<M?G@NN�JA�#/23�KJGD>T�JA�OC@�>JIO@IO��=PO�>JJFD@N�RDGG�IJO�=@�<OO<>C@?�OJ�OC@�M@LP@NO��

Cross Origin Resource Policy 

2@G<O@?�OJ�#/%0��OC@�#MJNN
/MDBDI
2@NJPM>@
0JGD>T��#/20	 ��� �?J@N�IJO�@IAJM>@�RCD>C�>JIO@IO�

><I�=@�@H=@??@?�DI�OC@�>PMM@IO�?J>PH@IO��=PO�M<OC@M�AMJH�RCD>C�?J>PH@ION�OC@�>PMM@IO�

>JIO@IO�><I�=@�<>>@NN@?��

4C@�JIGT�OCM@@�KJNND=G@�Q<GP@N�<M@�cross-origin �� same-origin �<I?� same-site ��4C@�

cross-origin �Q<GP@�<GGJRN�<IT�?J>PH@IO�OJ�<>>@NN�OC@�M@NJPM>@��RCDG@�OC@�same-origin 

<I?� same-site �Q<GP@N�M@NOMD>O�RCD>C�?J>PH@ION�><I�<>>@NN�OC@�M@NJPM>@�OJ�OC@�?J>PH@ION�DI�

OC@�N<H@�JMDBDI�JM�NDO@�M@NK@>ODQ@GT��$@Q@GJK@MN�NCJPG?�=@�<R<M@�JA�OC@�?DAA@M@I>@�=@OR@@I�OC@�

JMDBDI��N>C@H@��CJNO��KJMO	�<I?�NDO@��M@BDNO@M<=G@�?JH<DI	��� ��)A�OC@�C@<?@M�DN�KM@N@IO��M@LP@NON�

RDOC�<�HJ?@�JA�no-cors �RDGG�=@�=GJ>F@?�=T�OC@�=MJRN@M��

CORP value Desktop Mobile 

cross-origin ������� �������

same-origin ������� �������

same-site ������ ������

&DBPM@�������0M@Q<G@I>@�JA�#/20�C@<?@M�Q<GP@N�

)I�HJNO�><N@N��OC@�C@<?@M�DN�PN@?�OJ�<GGJR�<>>@NN�OJ�<IT�>MJNN
JMDBDI�M@NJPM>@��7@�N@@�<�=DB�

>C<IB@�DI�OCDN�IPH=@M�OCDN�T@<M��?MJKKDIB�HJM@�OC<I�����NDI>@�G<NO�T@<M��� �<I?�G<I?DIB�JI�������

JI�HJ=DG@��/I�OC@�JOC@M�C<I?��OC@�PN@�JA�OC@�same-origin �Q<GP@�R@IO�PK�<MJPI?������

NCJRDIB�OC<O�?@Q@GJK@MN�<M@�HJQDIB�OJ�KMJO@>O�OC@DM�M@NJPM>@N�<B<DINO�>MJNN
JMDBDI�<>>@NN��4C@�

NC<M@�JA�PN@�AJM�same-site �M@H<DI@?�<KKMJSDH<O@GT�OC@�N<H@��NCJRDIB�<�NGDBCO�?@>M@<N@�JA�

G@NN�OC<I�C<GA�<�K@M>@IO��
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Cross Origin Opener Policy 

4C@�bI<G�>MJNN
JMDBDI�KJGD>T�C@<?@M��#MJNN
/MDBDI
/K@I@M
0JGD>T��#//0	 ��� �<GGJRN�<�?@Q@GJK@M�

OJ�>JIOMJG�CJR�JOC@M�K<B@N�><I�M@A@M@I>@�OC@DM�K<B@�RC@I�JK@IDIB�DO�OCMJPBC�=MJRN@M�!0)N�

NP>C�<N�window.open ��

4C@�?@A<PGO�Q<GP@�JA�unsafe-none �<GGJRN�OC@�#//0�KMJO@>ODJI�OJ�=@�?DN<=G@?��RCD>C�DN�<GNJ�

RC<O�C<KK@IN�RC@I�OC@�C@<?@M�DN�<=N@IO��)A�<�?@Q@GJK@M�PN@N�window.open �OJ�JK@I�<�K<B@�

RCD>C�PN@N�unsafe-none ��OC@T�><I�PN@�OC@�M@OPMI@?�Q<GP@�OJ�<>>@NN�>@MO<DI�KMJK@MOD@N�JA�OC@�

JK@I@?�K<B@��RCD>C�><I�G@<?�OJ�#MJNN
3DO@�,@<FN��

7C@I� same-origin �DN�KM@N@IO�JI�=JOC�OC@�JK@I@M�<I?�JK@I@?�M@NJPM>@��OC@�M@A@M@I>@�

M@OPMI@?�=T�windows.open �><I�=@�PN@?�=T�OC@�JK@I@M��4C@�same-origin-allow-popups 

<GGJRN�<�?J>PH@IO�OJ�JK@I�<IJOC@M�?J>PH@IO�RDOC�unsafe-none �RCDG@�NODGG�F@@KDIB�<>>@NN�OJ�

<�RJMFDIB�M@A@M@I>@��

&DI<GGT��OC@�noopener-allow-popups �H<F@N�NPM@�OC@�M@A@M@I>@�DN�I@Q@M�<>>@NND=G@�@S>@KO�

AJM�RC@I�OC@�JK@I@?�?J>PH@IO�<GNJ�C<N�OC@�N<H@�#//0�Q<GP@�N@O��

COOP value Desktop Mobile 

same-origin ������� �������

unsafe-none ������� �������

same-origin-allow-popups ������� ������

noopener-allow-popups ������ ������

&DBPM@�������0M@Q<G@I>@�JA�#//0�C@<?@MN�>JIO<DIDIB�<�Q<GD?�Q<MD<IO�JA�OC@�<GGJR@?�Q<GP@N�

4C@�PN@�JA�OC@�NOMD>O@NO�same-origin �Q<GP@�AJM�#//0�C<N�>JIODIP@?�OJ�MDN@�AMJH�������OJ�

������JI�HJ=DG@��4C@�noopener-allow-popups �DN�<�Q@MT�I@R�Q<GP@�<I?�R<N�IJO�KM@N@IO�T@O�

G<NO�T@<M��� ��4CDN�T@<M�R@�N@@�<�NH<GG�NC<M@�JA�<?JKO@MN�PNDIB�OCDN�Q<GP@��4C@�PN@�JA�unsafe-

none �C<?�?@>GDI@?�=T�EPNO�JQ@M������4C@N@�>C<IB@N�M@KM@N@IO�<�KJNDODQ@�@QJGPODJI�DI�OC@�PN@�JA�

#//0 ��

Cross-origin isolation 

)I�JM?@M�OJ�<>>@NN�>@MO<DI�N@INDODQ@�!0)N�GDF@�SharedArrayBuffer �JM�Performance.now �<�
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NDO@�C<N�OJ�=@�>MJNN
JMDBDI�DNJG<O@?��� ��)I�JM?@M�OJ�=@�>MJNN
JMDBDI�DNJG<O@?��OC@�?@Q@GJK@M�C<N�OJ�

N@O�<�#/%0�JA�same-origin �<I?�#/20�JA�@DOC@M�require-corp �JM�credentialless ��4C@�

=MJRN@M�RDGG�OC@I�<GGJR�<>>@NN�OJ�OC@N@�!0)N�<B<DI��4CDN�NOM@IBOC@IN�OC@�KMJO@>ODJI�<B<DINO�83�

, @<FN��4C@N@�?<TN��?@Q@GJK@MN�><I�JKO�DIOJ�>MJNN
JMDBDI�DNJG<ODJI�PNDIB�OC@�?J>PH@IO�DNJG<ODJI�

KJGD>T��� �<N�R@GG��

Preventing attacks using Clear-Site-Data 

5NDIB�OC@�Clear-Site-Data �(440�M@NKJIN@�C@<?@M��?@Q@GJK@MN�<M@�<=G@�OJ�DINOMP>O�OC@�

>GD@IO�OJ�>G@<M�=MJRNDIB�?<O<��4C@�Q<GP@�JA�OC@�C@<?@M�NK@>Db@N�RCD>C�OTK@�JM�OTK@N�JA�?<O<�

NCJPG?�=@�>G@<M@?��4CDN�><I�=@�PN@APG�RC@I�<�PN@M�GJBN�JPO�JA�OC@�R@=NDO@��NJ�OC@�?@Q@GJK@M�><I�

=@�NPM@�OC<O�<IT�<POC@IOD><ODJI�>JJFD@N�<M@�HJNO�<NNPM@?GT�>G@<M@?��

)O�DN�?DAb>PGO�OJ�@NODH<O@�OC@�<?JKODJI�JA�Clear-Site-Data �>JMM@>OGT�<N�DON�PN@�DN�PNP<GGT�HJNO�

Q<GP<=G@�RC@I�GJBBDIB�JPO�PN@MN��4C@�>M<RG@M�R@�PN@�?J@N�IJO�GJB�DIOJ�R@=NDO@N�<I?�OC@M@AJM@�

><I�<GNJ�IJO�GJB�JPO�OJ�>C@>F�CJR�H<IT�NDO@N�PN@�OC@�C@<?@M�<AO@M�GJBJPO��&JM�IJR��R@�N@@�������

HJ=DG@�CJNON�PNDIB�OC@�Clear-Site-Data �C@<?@M��RCD>C�DN�JIGT�������JA�OC@�OJO<G�IPH=@M�JA�

CJNON�>M<RG@?��

Clear site data value Desktop Mobile 

cache ������� �������

* ������� �������

cookies ������ ������

"cache" ������ ������

"storages" ������ ������

cache, cookies, storage ������ ������

"cache", "cookies", "storage", "executionContexts" ������ ������

"cookies" ������ ������

"storage" ������ ������

"cache", "storage", "executionContexts" ������ ������

����   @LLHK�
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&DBPM@�������0M@Q<G@I>@�JA�Clear-Site-Data �C@<?@MN�

/PM�?<O<�NCJRN�OC<O�HJNO�?@Q@GJK@MN�<OO@HKO�OJ�PN@�OC@�Clear-Site-Data �C@<?@M�AJM�

>G@<MDIB�OC@�><>C@��4C@�HJNO�KM@Q<G@IO�Q<GP@�DN�cache ��AJGGJR@?�=T�OC@�RDG?><M?�>C<M<>O@M�* 

<I?� cookies ��!GG�Q<GP@N�AMJH�OC@�OJK�OCM@@�<M@�DIQ<GD?�<>>JM?DIB�OJ�OC@�NK@>Db><ODJI��4C@�

Q<GP@�JA�OCDN�C@<?@M�HPNO�=@�<�^LPJO@?�NOMDIB^��RCD>C�H@<IN�"cache" �� "*" �<I?� "cookies" 

<M@�OC@�@LPDQ<G@IO�Q<GD?�Q<GP@N��4CDN�DN�>JI>@MIDIB�<N�OC@�OJK�OCM@@�Q<GP@N�>JH=DI@?�<GM@<?T�

M@KM@N@IO��������JA�>PMM@IO�C@<?@M�Q<GP@N�JI�HJ=DG@��

7 @�N@@�OC@N@�IPH=@MN�EPHK�LPDO@�<�GJO�T@<M�<AO@M�T@<M��RCD>C�><I�GDF@GT�=@�@SKG<DI@?�=T�OC@�GJR�

<?JKODJI�JA�OC@�C@<?@M��RC@M@�<�Q@MT�NH<GG�IPH=@M�JA�CJNON�><I�>C<IB@�OC@�M@G<ODQ@�AM<>ODJI�=T�

<�G<MB@�<HJPIO��

Preventing attacks using <meta> 

"@ND?@N�=@DIB�N@O�QD<�M@NKJIN@�C@<?@MN��NJH@�JA�OC@�N@>PMDOT�H@>C<IDNHN�JA�OC@�R@=�><I�=@�

>JIbBPM@?�?DM@>OGT�RDOCDI�OC@�COHG�?J>PH@IO�OCMJPBC�OC@�PN@�JA�OC@�<meta> �O<B��4RJ�

@S<HKG@N�JA�OCDN�<M@�OC@�Content-Security-Policy �<I?�OC@�Referrer-Policy ��4C@�PN@�

JA�<�H@O<�O<B�AJM�OC@N@�H@>C<IDNHN�C<N�M@H<DI@?�G<MB@GT�NO<=G@�AMJH�G<NO�T@<M��� ��<O�<MJPI?�

������<I?�<MJPI?�������AJM�OC@�#30�<I?�2@A@MM@M
0JGD>T�M@NK@>ODQ@GT��!�Q@MT�NH<GG�?@>M@<N@�DI�

#30�<I?�Q@MT�NH<GG�DI>M@<N@�DI�2@A@MM@M
0JGD>T�>JPG?�=@�J=N@MQ@?��EPNO�GDF@�G<NO�T@<M��

Meta tag Desktop Mobile 

includes Referrer-policy ������ ������

includes CSP ������ ������

includes not-allowed policy ������ ������

&DBPM@�������4C@�K@M>@IO<B@�JA�CJNON�@I<=GDIB�?DAA@M@IO�KJGD>D@N�PNDIB�<�H@O<�O<B�

/OC@M�N@>PMDOT�H@>C<IDNHN�><IIJO�=@�>JIbBPM@?�OCMJPBC�OC@�PN@�JA�OC@�<meta> �O<B��CJR@Q@M�

@Q@MT�T@<M�R@�N@@�?@Q@GJK@MN�NODGG�<OO@HKO�OCDN��4CDN�T@<M�R@�@Q@I�N@@�<�MDN@�DI�KJGD>D@N�OC<O�<M@�

IJO�<GGJR@?�OJ�=@�>JIbBPM@?�PNDIB�<�H@O<�O<B�AMJH�������OJ�������JI�HJ=DG@��4C@N@�Q<GP@N�<M@�

DBIJM@?�=T�OC@�=MJRN@M��OCPN�KJO@IOD<GGT�G@<QDIB�PN@MN�QPGI@M<=G@�DA�OC@�>JMM@>O�C@<?@M�DN�IJO�

>JIbBPM@?��+@@KDIB�PK�RDOC�JPM�MPIIDIB�@S<HKG@��OCDN�T@<M�R@�AJPI?�������H@O<�O<BN�OC<O�

DI>GP?@?�OC@�X-Frame-Options �KJGD>T��4CDN�DN�<GHJNO�����K<B@N�HJM@�OC<I�G<NO�T@<M��RCD>C�DN�

<�RJMMTDIB�OM@I?��
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Web Cryptography API 

4C@�7 @=�#MTKOJBM<KCT�!0) ��� �DN�<�*<Q<3>MDKO�!0)�OC<O�KMJQD?@N�<I�DIO@MA<>@�AJM�K@MAJMHDIB�=<ND>�

>MTKOJBM<KCD>�JK@M<ODJIN��%S<HKG@N�JA�NP>C�JK@M<ODJIN�<M@�OC@�>M@<ODJI�JA�M<I?JH�IPH=@MN��

C<NCDIB��NDBIDIB�>JIO@IO��Q@MDATDIB�NDBI<OPM@N�<I?�JA�>JPMN@�@I>MTKODJI�<I?�?@>MTKODJI��

Feature Desktop Mobile 

CryptoGetRandomValues ������� �������

SubtleCryptoDigest ������ ������

CryptoAlgorithmSha256 ������ ������

SubtleCryptoImportKey ������ ������

CryptoAlgorithmEcdh ������ ������

CryptoAlgorithmSha512 ������ ������

CryptoAlgorithmSha1 ������ ������

CryptoAlgorithmAesCbc ������ ������

SubtleCryptoSign ������ ������

SubtleCryptoEncrypt ������ ������

CryptoAlgorithmHmac ������ ������

&DBPM@�������4C@�PN<B@N�JA�A@<OPM@N�JA�OC@�7@=�#MTKOJBM<KCT�!0)�

4C@�CryptoGetRandomValues �API>ODJI�M@H<DIN�OC@�HJNO�RD?@GT�PN@?�A@<OPM@�JA�OCDN�!0)��

CJR@Q@M�DO�DN�NODGG�?@>GDIDIB�DI�PN@��EPNO�GDF@�DO�R<N�G<NO�T@<M��� ��)ON�PN@�JI�HJ=DG@�?MJKK@?�=T�HJM@�

OC<I�����OCDN�T@<M��G<I?DIB�EPNO�PI?@M������4C@�JOC@M�A@<OPM@N�>JIODIP@�OJ�MDN@��RDOC�OC@�N@>JI?�

HJNO�KJKPG<M�A@<OPM@�SubtleCryptoDigest �BMJRDIB�=T������OJ�EPNO�PI?@M�����

Bot protection services 

"JON�C<Q@�=@@I�KM@N@IO�JI�OC@�R@=�AJM�<�GJIB�ODH@��<I?�H<GD>DJPN�=JON�<M@�<�G<MB@�K<MO�JA�OC<O��

"@><PN@�JA�OC@N@�DNNP@N��H<IT�KMJ?P>ON�C<Q@�=@@I�>M@<O@?�=T�?DAA@M@IO�Q@I?JMN�OJ�KMJO@>O�

R@=NDO@N�<B<DINO�=JON��4C@�PN@�JA�OC@N@�KMJ?P>ON�>JIODIP@N�OJ�MDN@�T@<M�<AO@M�T@<M��DI>GP?DIB�OCDN�
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T@<M��RC@M@�R@�N@@�<�EPHK�AMJH�������OJ�������<?JKODJI�JI�HJ=DG@��<�MDN@�JA�JQ@M�������

7 @�N@@�OC<O�M@#!04#(!�M@H<DIN�OC@�G<MB@NO�=JO�KMJO@>ODJI�N@MQD>@��=PO�#GJP?c<M@�"JO�

-<I<B@H@IO�DN�BMJRDIB�HJM@�M<KD?GT��OC@M@=T�O<FDIB�PK�<�G<MB@M�M@G<ODQ@�NC<M@�JA�R@=NDO@N�

PNDIB�=JO�KMJO@>ODJI�N@MQD>@N��)I�><N@�OC@N@�OM@I?N�>JIODIP@�JQ@M�OC@�I@SO�T@<M��R@�H<T�N@@�

"A?MJ=������ �0@=�9:KGDML=�<AKLJA:MLAGF�G>�:GL�HJGL=;LAGF�K=JNA;=K�AF�MK=��

"A?MJ=������ �0@=�J=D9LAN=�<AKLJA:MLAGF�G>�:GL�HJGL=;LAGF�K=JNA;=K�AF�MK=��
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#GJP?c<M@�"JO�-<I<B@H@IO�>GJNDIB�OC@�B<K�JI�M@#!04#(!��

HTML sanitization 

7DOC�OC@�SetHTMLUnsafe �<I?� ParseHTMLUnsafe �!0)N��ORJ�M@G<ODQ@GT�M@>@IO�<??DODJIN�OJ�

=MJRN@MN��?@Q@GJK@MN�><I�PN@�<�?@>G<M<ODQ@�NC<?JR�$/-�AMJH�*<Q<3>MDKO��� ��

7C@I�<�?@Q@GJK@M�<OO@HKON�OJ�PN@�innerHTML �OJ�KG<>@�<�>PNOJH�(4-,�>JHKJI@IO�OC<O�

DI>GP?@N�<�?@bIDODJI�AJM�<�?@>G<M<ODQ@�NC<?JR�$/-�JIOJ�OC@�K<B@��AJM�@S<HKG@�<template 

shadowrootmode="open">...</template> 	��OCDN�RDGG�IJO�RJMF�<N�@SK@>O@?��"T�PNDIB�

SetHTMLUnsafe �JM�ParseHTMLUnsafe �OC@�?@Q@GJK@M�><I�@INPM@�OC<O�OC@�?@>G<M<ODQ@�

NC<?JR�$/-�DN�KMJK@MGT�DINO<IOD<O@?�=T�OC@�=MJRN@M��

!N�OC@�I<H@�DHKGD@N��OC@�?@Q@GJK@M�DN�M@NKJIND=G@�AJM�H<FDIB�NPM@�OC<O�JIGT�N<A@�Q<GP@N�<M@�

K<NN@?�OJ�OC@N@�^PIN<A@^�!0)N��)I�JOC@M�><N@N��OC@�?@Q@GJK@M�MPIN�OC@�MDNF�JA�<GGJRDIB�?<IB@MJPN�

>JIO@IO�OJ�@I?�PK�JI�OC@�K<B@��RCD>C�><I�G@<?�OJ�833�<OO<>FN��

Feature Desktop Mobile 

ParseHTMLUnsafe ������ ������

SetHTMLUnsafe ���� ����

&DBPM@�������4C@�IPH=@M�JA�K<B@N�PNDIB�(4-,�N<IDODU<ODJI�!0)N�

3DI>@�G<NO�T@<M��� ��R@�N@@�<�=DB�MDN@�DI�OC@�PN@�JA�OC@N@�!0)N��/I�HJ=DG@��OC@�IPH=@M�JA�K<B@N�PNDIB�

SetHTMLUnsafe �MJN@�AMJH���OJ�����K<B@N�<I?�OC@�IPH=@M�PNDIB�ParseHTMLUnsafe �MJN@�

AMJH���OJ��������OCDN�T@<M��4C@�G<OO@M�NODGG�JIGT�<>>JPION�AJM�������JA�OC@�>M<RG@?�K<B@N��=PO�DO�DN�

<I�DIO@M@NODIB�>C<IB@�<I?�R@�><I�@SK@>O�OC@�<?JKODJI�OJ�F@@K�MDNDIB�DI�OC@�AJGGJRDIB�T@<M��

(JR@Q@M��DO�DN�IJO�@SK@>O@?�OC<O�OC@N@�!0)N�RDGG�B<DI�RD?@NKM@<?�<?JKODJI�<ITODH@�NJJI��

Drivers of security mechanism adoption 

4C@M@�H<T�=@�Q<MDJPN�M@<NJIN�OC<O�R@=�?@Q@GJK@MN�>CJJN@�OJ�<?JKO�HJM@�N@>PMDOT�KM<>OD>@N��

3JH@�JA�OC@�HJNO�IJO@RJMOCT�<M@��

a� �-7/: )801+)4��?@K@I?DIB�JI�OC@�M@BDJI��OC@M@�H<T�=@�HJM@�N@>PMDOT
JMD@IO@?�

@?P><ODJI�JM�FIJRG@?B@��JM�DI�NJH@�><N@N�OC@M@�><I�=@�GJ><G�G<RN�OC<O�H<I?<O@�
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NOMD>O@M�N@>PMDOT�CTBD@I@��
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Malpractices on the web 
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Policy Desktop Mobile 
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������4CDN�M@KM@N@ION�<�NGJR�=PO�I@B<ODQ@�@QJGPODJI�AJM�OC@N@�OTK@N�JA�HDN>JIbBPM<ODJIN��

COOP/COEP/CORP confusion 

"@><PN@�OC@�>MJNN
JMDBDI�KJGD>D@N�#/%0��#/20 ��<I?�#//0�C< Q@�<�NDHDG<M�I<HDIB�<I?�<M@�

M@G<O@?�DI�KPMKJN@��OC@T�<M@�NJH@ODH@N�>JIAPN@?�=T�?@Q@GJK@MN��!NNDBIDIB�OC@�RMJIB�Q<GP@N�OJ�

OC@N@�C@<?@MN�C<N�OC@�@AA@>O�OC<O�OC@�=MJRN@M�RDGG�<KKGT�OC@�?@A<PGO�KJGD>T�AJM�OC@�C@<?@M�<N�DA�

IJ�C@<?@M�R<N�NPKKGD@?�<O�<GG��OC@M@=T�?DN<=GDIB�<??DODJI<G�?@A@IN@N�R<IO@?�=T�OC@�?@Q@GJK@M��

Invalid COEP value Desktop Mobile 

same-origin ������ ������

cross-origin ������ ������

* ������ ������

(unsafe-none|require-corp); report-to='default' ������ ������

: require-corp ������ ������

&DBPM@�������0M@Q<G@I>@�JA�DIQ<GD?�#/%0�C@<?@M�Q<GP@N�

)I�OJO<G�������JA�OC@�J=N@MQ@?�#/%0�C@<?@MN�>JIO<DI�<I�DIQ<GD?�Q<GP@�JI�HJ=DG@��/Q@M����JA�

OC@N@�C@<?@MN�>JIO<DI�OC@�same-origin �Q<GP@�OC<O�DN�JIGT�<�Q<GD?�Q<GP@�AJM�OC@�#/20�JM�

#//0�C@<?@MN��!IJOC@M�<GHJNO������>JIO<DI�cross-origin ��<�Q<GP@�?@NODI@?�AJM�OC@�#/20�

C@<?@M��5IAJMOPI<O@GT��OC@N@�HDN>JIbBPM<ODJIN�<GNJ�N<R�<�MDN@�NDI>@�G<NO�T@<M��� ��=T�<GHJNO����

AJM�OC@�same-origin �Q<GP@�DI�OC@�#/%0�C@<?@M��

)I�<??DODJI�OJ�OC@N@�HDN>JIbBPM<ODJIN��R@�<GNJ�J=N@MQ@?�N@Q@M<G�Q<GP@N�RDOC�NTIO<>OD><G�@MMJMN�

OC<O�OC@�=MJRN@M�RDGG�IJO�=@�<=G@�OJ�K<MN@�<I?�OC@M@AJM@�RDGG�<GNJ�M@Q@MO�OJ�OC@�?@A<PGO�Q<GP@�AJM�

OC@�C@<?@M��4C@N@�NTIO<>OD><G�@MMJMN�M@KM@N@IO�<�HDIJMDOT�JA�><N@N��

Timing-Allow-Origin Wildcards 

4C@�Timing-Allow-Origin ��4! / 	�M@NKJIN@�C@<?@M�<GGJRN�<�N@MQ@M�OJ�NK@>DAT�<�GDNO�JA�JMDBDIN�

OC<O�><I�<>>@NN�Q<GP@N�JA�<OOMD=PO@N�J=O<DI@?�OCMJPBC�A@<OPM@N�JA�OC@�2@NJPM>@�4DHDIB�!0)��� ��

!I T�JMDBDI�GDNO@?�DI�OCDN�C@<?@M�><I�OCPN�<>>@NN�?@O<DG@?�ODH@NO<HKN�M@G<ODIB�OJ�OC@�>JII@>ODJI�

OJ�OC@�N@MQ@M��NP>C�<N�OC@�ODH@�<O�OC@�NO<MO�JA�OC@�4#0�>JII@>ODJI��NO<MO�JA�OC@�M@LP@NO��<I?�NO<MO�

����   @LLHK�
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JA�OC@�M@NKJIN@��'M<IODIB�JMDBDIN�OCDN�<>>@NN�NCJPG?�=@�?JI@�RDOC�><M@��<N�OCDN�JK@IN�PK�OC@�

KJNND=DGDOT�AJM�OC@�GDNO@?�JMDBDIN�OJ�@S@>PO@�ODHDIB�<OO<>FN�JM�JOC@M�>MJNN
NDO@�<OO<>FN�<B<DINO�OC@�

R@=NDO@��

)I�<�><N@�RC@I�#/23�DN�>JIbBPM@?��H<IT�JA�OC@N@�OTK@N�JA�ODHDIB�Q<GP@N��DI>GP?DIB�OCJN@�GDNO@?�

<=JQ@	�<M@�M@OPMI@?�<N���OJ�KM@Q@IO�>MJNN
JMDBDI�G@<FN��"T�GDNODIB�<I�JMDBDI�DI�OC@�Timing-

Allow-Origin �C@<?@M��OC@N@�Q<GP@N�M@O<DI�OC@DM�JMDBDI<G�Q<GP@�<I?�<M@�IJ�GJIB@M�U@MJ@?�JPO��

"@ND?@N�M@OPMIDIB�<�GDNO�JA�JMDBDIN��?@Q@GJK@MN�><I�<GNJ�N@O�OC@�Timing-Allowed-Origin 

C@<?@M^N�Q<GP@�OJ�OC@�RDG?><M?�>C<M<>O@M�* �OJ�DI?D><O@�OC<O�<IT�JMDBDI�H<T�<>>@NN�OC@�ODHDIB�

DIAJMH<ODJI��7@�bI?�OC<O�������JA�OC@�4! /�C@<?@MN�>JIO<DI�OC@�RDG?><M?�* �Q<GP@��MDNDIB�=T����

NDI>@�G<NO�T@<M��� ��4CDN�DI?D><O@N�OC<O�H<IT�?@Q@GJK@MN�C<Q@�IJ�KMJ=G@H�RDOC�PIDQ@MN<GGT�@SKJNDIB�

bI@BM<DI@?�ODHDIB�DIAJMH<ODJI�OJ�<IT�JMDBDI��

Missing suppression of server information headers 

7C@I�R@=NDO@N�KP=GDNC�@S>@NNDQ@�DIAJMH<ODJI�<=JPO�OC@DM�DIAM<NOMP>OPM@��NP>C�<N�OC@�N@MQ@M�<I?�

NK@>Db>�Q@MNDJI�OC@M@JA��OC@T�H<T�MPI�<�CDBC@M�MDNF�JA�=@DIB�O<MB@O@?�=T�<POJH<OD>�QPGI@M<=DGDOT�

N><II@MN��(D?DIB�OCDN�DIAJMH<ODJI�DN�<�AJMH�JA�N@>PMDOT�=T�J=N>PMDOT�RCD>C�DN�<�O<>OD>�OC<O�DN�

B@I@M<GGT�AMJRI@?�PKJI�=@><PN@�DO�?J@N�IJO�<??M@NN�OC@�>JM@�QPGI@M<=DGDOT�JA�<�NTNO@H��CJR@Q@M�

=@><PN@�DO�H<T�<D?�DI�M@H<DIDIB�PI?@M�OC@�M<?<M�JA�>@MO<DI�<OO<>FN�R@�DI>GP?@�<I�<I<GTNDN��

7 @�OM<>F�OC@�PN@�JA�C@<?@MN�OC<O�<M@�>JHHJIGT�PN@?�OJ�M@KJMO�OCDN�OTK@�JA�DIAJMH<ODJI��I<H@GT��

Server �� X-Server �� X-Backend-Server �� X-Powered-By ��<I?� X-Aspnet-Version ��

"A?MJ=������ �0@=�H=J;=FL9?=�G>�Timing-Allow-Origin �@=9<=JK�L@9L�9J=�K=L�LG�L@=�OAD<;9J<�� * ��

N9DM=��

84% 
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*PNO�GDF@�OC@�K<NO�T@<MN��OC@�Server �C@<?@M�M@H<DIN�OC@�HJNO�RD?@GT�PN@?�C@<?@M�=T�<�G<MB@�

H<MBDI�JQ@M�X-Powered-By ��4C@N@�C@<?@MN�NCJR�PK�JI�������<I?�������JA�CJNON�JI�OC@�R@=��

&JM�@<>C�JA�OC@�C@<?@MN�R@�N@@�<�NGDBCO�?@>M@<N@�DI�OC@�<HJPIO�JA�CJNON�OC@T�NCJR�PK�JI��7@�

?JI ^O�@SK@>O�OC@N@�Q<GP@N�OJ�N@@�H<EJM�>C<IB@N�JQ@M�ODH@��<N�H<IT�R@=�O@>CIJGJBD@N�

<POJH<OD><GGT�N@O�NJH@�JA�OC@N@�C@<?@MN�<I?�?@Q@GJK@MN�H<T�IJO�C<Q@�<�GJO�JA�DIO@M@NO�DI�

M@HJQDIB�OC@N@�C@<?@MN�<N�OC@�B<DIN�DI�O@MHN�JA�N@>PMDOT�<M@�NH<GG��

"A?MJ=������ �,J=N9D=F;=�G>�@=9<=JK�MK=<�LG�;GFN=Q�AF>GJE9LAGF�9:GML�L@=�K=JN=J��
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Header value Desktop Mobile 

PHP/7.4.33 ������ ������

PHP/7.3.33 ������ ������

PHP/5.3.3 ������ ������

PHP/5.6.40 ������ ������

PHP/8.0.30 ������ ������

PHP/7.2.34 ������ ������

PHP/8.2.28 ������ ������

PHP/8.3.13 ������ ������

PHP/8.1.32 ������ ������

PHP/8.1.27 ������ ������

&DBPM@�������-JNO�KM@Q<G@IO�X-Powered-By �C@<?@M�Q<GP@N�RDOC�NK@>Db>�AM<H@RJMF�Q@MNDJI�

)A�R@�GJJF�<O�OC@�HJNO�>JHHJI�Q<GP@N�RDOCDI�OC@�Server �<I?� X-Powered-By �Q<GP@N��R@�N@@�

OC<O�0(0�C<N�OC@�O@I?@I>T�OJ�@SKJN@�OC@�@S<>O�Q@MNDJI�MPIIDIB�JI�OC@�N@MQ@M�K<MOD>PG<MGT�DI�OC@�

X-Powered-By �C@<?@M��&JM�=JOC�?@NFOJK�<I?�HJ=DG@��R@�bI?�OC<O�JQ@M�����JA�OC@�X-

Powered-By �C@<?@MN�>JIO<DI�Q@MNDJI�DIAJMH<ODJI��)O�DN�GDF@GT�OC<O�OC@�C@<?@M�DN�<POJH<OD><GGT�

M@OPMI@?�=T�OC@�KG<OAJMHN�OC<O�R@�J=N@MQ@�DI�JPM�?<O<��)IO@M@NODIBGT��R@�N@@�<�NGDBCO�?@>M@<N@�DI�

OC@�JG?�0(0�Q@MNDJIN���S�<I?�GJR@M�<I?�<�NGDBCO�DI>M@<N@�DI�OC@�I@R�0(0�Q@MNDJIN���S��RCD>C�DN�

<I�DI?D><ODJI�OC<O�<O�G@<NO�NJH@�?@Q@GJK@MN�<M@�PK?<ODIB�OC@DM�N@MQ@MN��

Missing suppression of Server-Timing  header 

4C@�Server-Timing �(440�C@<?@M�DN�<�M@NKJIN@�C@<?@M�?@bI@?�DI�<�7�#�%?DOJM^N�$M<AO����

RCD>C�><I�=@�PN@?�OJ�>JHHPID><O@�N@MQ@M�K@MAJMH<I>@�H@OMD>N��$@Q@GJK@MN�><I�N@I?�H@OMD>N�

>JIO<DIDIB�U@MJ�JM�HJM@�KMJK@MOD@N��/I@�JA�OC@�NK@>Db@?�KMJK@MOD@N�DN�OC@�dur �KMJK@MOT��RCD>C�

><I�=@�PN@?�OJ�>JHHPID><O@�HDGGDN@>JI?
<>>PM<O@�ODHDIBN�OC<O�>JIO<DI�OC@�?PM<ODJI�JA�NK@>Db>�

<>ODJIN�JI�OC@�N@MQ@M��
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https://w3c.github.io/server-timing/


4C@�K@M>@IO<B@�JA�CJNON�M@OPMIDIB�<�server-timing �C@<?@M�C<N�DI>M@<N@?�=T�JQ@M�����DI�PN@�

=T�JQ@M�<�bAOC�JA�CJNON�OC<O�C<Q@�=@@I�QDNDO@?�=T�OC@�>M<RG@M��4CDN�DN�<�Q@MT�NO@@K�DI>M@<N@�NDI>@�

G<NO�T@<M��� ��

"A?MJ=������ �0@=�MK9?=�G>�L@=�Server-Timing �@=9<=J��

����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
����
K=;MJALQ�EAKKAF?�KMHHJ=KKAGF�G>�K=JN=J�LAEAF?�@=9<=J�

Part II Chapter 9 : Security

328 2025 Web Almanac by HTTP Archive

https://almanac.httparchive.org/static/images/2025/security/server-timing-header-usage.png
https://almanac.httparchive.org/static/images/2025/security/server-timing-header-usage.png
https://almanac.httparchive.org/en/2024/security#missing-suppression-of-server-timing-header


/A�OC@�server-timing �C@<?@MN�JI�OC@�R@=��R@�bI?�����JA�OC@H�C<Q@�<O�G@<NO�JI@�dur 

KMJK@MOT��4CDN�DN�<�M@G<ODQ@�?@>M@<N@�>JHK<M@?�OJ�G<NO�T@<M��� ��=PO�BDQ@I�OC@�NO@@K�DI>GDI@�DI�

C@<?@M�PN@�JQ@M�OC@�T@<M��OC@�<=NJGPO@�IPH=@M�C<N�MDN@I��4CDN�<GNJ�H@<IN�OC<O�HJM@�C@<?@MN�?J�

IJO�DI>GP?@�<�dur �KMJK@MOT�<I?�PN@�OC@�C@<?@M�AJM�JOC@M�KPMKJN@N��KJNND=GT�OCMJPBC�OC@�PN@�JA�

OC@�desc �KMJK@MOT�OC<O�<GGJRN�?@Q@GJK@MN�OJ�N@O�<�?@N>MDKODJI�AJM�>@MO<DI�H@OMD>N��

"@><PN@�OC@�DIAJMH<ODJI�DI>GP?@?�DI�OC@�server-timing �C@<?@M�><I�=@�N@INDODQ@��<>>@NN�OJ�

OC@�Q<GP@N�DN�M@NOMD>O@?�OJ�OC@�N<H@�JMDBDI�<I?�OJ�JMDBDIN�GDNO@?�DI�OC@�Timing-Allow-Origin 

C@<?@M��!N�R@�C<Q@�NCJRI�<=JQ@��H<IT�R@=NDO@N�>JIbBPM@�OC@�Timing-Allow-Origin �RDOC�

<�RDG?><M?�>C<M<>O@M��<GGJRDIB�<GG�JMDBDIN�OJ�<>>@NN�OCDN�KJO@IOD<GGT�N@INDODQ@�DIAJMH<ODJI��%Q@I�

RDOCJPO�>MJNN
JMDBDI�<>>@NN��ODHDIB�<OO<>FN�><I�NODGG�=@�@S@>PO@?�?DM@>OGT�<B<DINO�N@MQ@MN�

@SKJNDIB�N@INDODQ@�ODHDIB�DIAJMH<ODJI�JPOND?@�JA�OC@�=MJRN@M�>JIO@SO��

Well-known URIs 

7 @GG
FIJRI�52)N�KMJQD?@�<�NO<I?<M?DU@?�H@>C<IDNH�AJM�?@NDBI<ODIB�NK@>Db>�GJ><ODJIN�AJM�NDO@


RD?@�H@O<?<O<�<I?�N@MQD>@N��$@bI@?�=T�2&#����� ��� ��<�R@GG
FIJRI�52)�DN�D?@IODb@?�=T�<�K<OC�

>JHKJI@IO�OC<O�=@BDIN�RDOC�OC@�KM@bS�/.well-known/ ��4CDN�<GGJRN�>GD@ION�OJ�?DN>JQ@M�

"A?MJ=������ �0@=�J=D9LAN=�MK9?=�G>�dur �HJGH=JLA=K�AF�Server-Timing �@=9<=JK��
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NK@>Db>�M@NJPM>@N�RDOCJPO�I@@?DIB�KMDJM�FIJRG@?B@�<=JPO�<�NDO@^N�52,�N>C@H@��

security.txt 

4C@�R@GG
FIJRI�security.txt �bG@�DN�<�NO<I?<M?DU@?�bG@�AJMH<O�OC<O�R@=NDO@N�PN@�OJ�

>JHHPID><O@�QPGI@M<=DGDOT�M@KJMODIB�DIAJMH<ODJI��7CDO@�C<O�C<>F@MN�<I?�K@I@OM<ODJI�O@NO@MN�

><I�PN@�OCDN�bG@�OJ�bI?�>JIO<>O�?@O<DGN��0'0�F@TN��KJGD>D@N��<I?�JOC@M�DIAJMH<ODJI�AJM�M@NKJIND=G@�

?DN>GJNPM@��

!?JKODJI�C<N�DI>M@<N@?�OJ�������JA�?@NFOJK�<I?�������JA�HJ=DG@�R@=NDO@N��=JOC�PK�AMJH����DI�

���� ��NCJRDIB�BMJRDIB�M@>JBIDODJI�JA�NO<I?<M?DU@?�N@>PMDOT�?DN>GJNPM@�KM<>OD>@N��

!HJIB�NDO@N�DHKG@H@IODIB�security.txt ��>JIO<>O�DIAJMH<ODJI�M@H<DIN�I@<MGT�PIDQ@MN<G�<O�

����� ?@NFOJK	�<I?������HJ=DG@	��PK�AMJH�����<I?�����DI�������M@NK@>ODQ@GT��)IO@M@NODIBGT��

����IJR�?@bI@�<I�@ SKDMT�?<O@��<�NDBIDb><IO�EPHK�AMJH�����AJM�?@NFOJK�<I?�����AJM�HJ=DG@�

R@=NDO@N�DI�������0M@A@MM@?�G<IBP<B@�DN�NK@>Db@?�=T���
����JA�DHKG@H@IO<ODJIN��RCDG@�KJGD>T�

�RCD>C�?@bI@N�QPGI@M<=DGDOT�M@KJMODIB�KMJ>@?PM@N	�<KK@<MN�DI�JIGT�����?@NFOJK�<I?�����

HJ=DG@�bG@N��?JRI�AMJH�����DI�������(JR@Q@M��OC@�<=NJGPO@�IPH=@M�JA�security.txt �bG@N�

?@bIDIB�<�KJGD>T�C<N�MDN@I�=T�ORJ�OCDM?N��

4CDN�<I<GTNDN�NCJRN�OC<O�<O�G@<NO�����JA�security.txt �bG@N�<M@�IJO�APGGT�Q<GD?��=@><PN@�

"A?MJ=������ �0@=�MK9?=�G>�security.txt �HJGH=JLA=K��
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DI>GP?DIB�<I�@SKDMT�?<O@�<GJIB�RDOC�>JIO<>O�DIAJMH<ODJI�DN�M@LPDM@?��<N�NODKPG<O@?�DI�2&#����� ��� ��

change-password 

4C@�change-password �R@GG
FIJR�52)�DN�<�7�#�NK@>Db><ODJI�?M<AO�AMJH�������RCD>C�C<N�IJO�

=@@I�PK?<O@?�NDI>@��4C@�KPMKJN@�JA�OC@�52)�DN�AJM�PN@MN�<I?�@SO@MI<G�M@NJPM>@N�OJ�LPD>FGT�bI?�

OC@�>JMM@>O�GJ><ODJI�<O�RCD>C�OC@T�><I�>C<IB@�OC@DM�K<NNRJM?N�AJM�OC@�NK@>Db>�NDO@��

7 @�N@@�<�Q@MT�HDIJM�MDN@�OJ�������DI�?@NFOJK�NDO@N��PK�AMJH������	�<I?�IJ�>C<IB@�AJM�OC@�

HJ=DG@�@I?KJDION��RCD>C�M@H<DI�<O��������4CDN�NGJR�<?JKODJI�DN�IJO�PI@SK@>O@?��@NK@>D<GGT�
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Methodology 
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How does the HTTP Archive detect capabilities? 
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Top 7 most used features 
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Compression Streams API 
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const  text = "Hello Web Almanac 2025!" ; 

const  stream = new Blob ([text]). stream (); 

const  compressed = stream. pipeThrough ( new 

CompressionStream ( "gzip" )); 

const  decompressed = compressed. pipeThrough ( new 

DecompressionStream ( "gzip" )); 

const  result = await new Response (decompressed). text (); 

console. log (result); // "Hello Web Almanac 2025!" 

3DI>@�-<T�������OCDN�A@<OPM@�RJMFN�<>MJNN�OC@�G<O@NO�?@QD>@N�<I?�=MJRN@M�Q@MNDJIN��)O^N�

<Q<DG<=G@�DI�#CMJHDPH
=<N@?�=MJRN@MN��3<A<MD�<I?�&DM@AJS��=PO�HDBCO�IJO�RJMF�JI�JG?@M�?@QD>@N�

JM�JOC@M�=MJRN@MN��
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!?JKODJI�JA�OC@�#JHKM@NNDJI�3OM@<HN�!0)�BM@R�NC<MKGT�=@OR@@I������<I?�������=@>JHDIB�

OC@�HJNO�RD?@GT�PN@?�!0)�DI������<I?�JQ@MO<FDIB�#GDK=J<M?��RCD>C�C<?�=@@I�DI�OC@�G@<?�AJM�

OCM@@�T@<MN��

/I�HJ=DG@��PN<B@�EPHK@?�AMJH������OJ��������<I?�JI�?@NFOJK�AMJH������OJ��������4CDN�NO@@K�

MDN@�<GDBIN�RDOC�OC@�!0)�=@>JHDIB�RD?@GT�NPKKJMO@?�<>MJNN�<GG�H<EJM�@IBDI@N��� �DI�OC@�G<NO�ORJ�

T@<MN��M@HJQDIB�<�O@>CID><G�=GJ>F@M�<I?�G@OODIB�?@Q@GJK@MN�?MJK�*<Q<3>MDKO�KJGTbGGN�<I?�M@GT�JI�

I<ODQ@�BUDK�?@c<O@�>JHKM@NNDJI��

4C@�!0)�DN�K<MOD>PG<MGT�<KK@<GDIB�AJM�?<O<
C@<QT�<KKGD><ODJIN�RC@M@�NOM@<HDIB�@Ab>D@I>T�

H<OO@MN��RCD>C�@SKG<DIN�DON�NOMJIB�<?JKODJI�>PMQ@��

Clipboard API 

4C@�#GDK=J<M?�!0)��� �KMJQD?@N�<NTI>CMJIJPN�M@<?�<I?�RMDO@�<>>@NN�OJ�OC@�NTNO@H�>GDK=J<M?��)O�

NPKKJMON�KG<DI�O@SO��(4-, ��DH<B@N��<I?�JOC@M�AJMH<ON��OCJPBC�NPKKJMO�H<T�Q<MT�<>MJNN�

=MJRN@MN��

3@>PMDOT�M@NOMD>ODJIN��� �M@LPDM@�>GDK=J<M?�JK@M<ODJIN�OJ�=@�OMDBB@M@?�=T�<�PN@M�B@NOPM@��GDF@�<�

>GD>F	��

"A?MJ=������ ��GEHJ=KKAGF�/LJ=9EK��,%�MK9?=������������
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// Write text 

await navigator.clipboard. writeText ( "Hello from Web Almanac!" ); 

// Read text 

const  text = await navigator.clipboard. readText (); 

console. log (text); // "Hello from Web Almanac!" 

4C@�!NTI>�#GD=KJ<M?�!0)�DN�NPKKJMO@?�DI�#CMJHDPH
=<N@?�=MJRN@MN��3<A<MD�<I?�&DM@AJS��/IGT�

#CMJHDPH
=<N@?�=MJRN@MN�C<Q@�NPKKJMO�AJM�MD>C@M�>GDK=J<M?�?<O<��GDF@�R@=�>PNOJH�AJMH<ON��

4C@�#GDK=J<M?�!0)�>JIODIP@N�OJ�N@@�NO@<?T�BMJROC��-J=DG@�<?JKODJI�DI>M@<N@?�AMJH�������DI�

�����OJ�������DI�������RCDG@�?@NFOJK�MJN@�AMJH�������OJ��������4CDN�M@c@>ON�?@Q@GJK@MN�

DI>M@<NDIBGT�HJQDIB�<R<T�AMJH�G@B<>T�execCommand() �>GDK=J<M?�C<>FN�<I?�@H=M<>DIB�OC@�

<NTI>�!0)�AJM�>JKT�=POOJIN�<I?�K<NO@�RJMFcJRN��4C@�T@<M
JQ@M
T@<M�BMJROC�DN�HJ?@M<O@��

PI?@MN>JMDIB�OC<O�OC@�#GDK=J<M?�!0)�DN�IJR�<�R@GG
@NO<=GDNC@?�PODGDOT�M<OC@M�OC<I�<I�@H@MBDIB�

><K<=DGDOT��
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Web Share API 

4C@�7 @=�3C<M@�!0)��� �<GGJRN�R@=�<KKN�OJ�DIQJF@�OC@�?@QD>@^N�I<ODQ@�NC<MDIB�H@>C<IDNH��

@I<=GDIB�PN@MN�OJ�NC<M@�O@SO��52,N��<I?�bG@N�RDOC�JOC@M�DINO<GG@?�<KKN��AJM�@S<HKG@��H@NN<BDIB��

@H<DG��JM�NJ>D<G�<KKN	��

4C@�H<DI�H@OCJ?�DN�navigator.share() ��RCD>C�O<F@N�<I�J=E@>O�RDOC�OC@�?<O<�OJ�NC<M@��4C@�

JKODJI<G�navigator.canShare() �H@OCJ?�><I�=@�PN@?�OJ�>C@>F�RC@OC@M�OC@�KMJQD?@?�?<O<�

�@NK@>D<GGT�bG@N	�DN�NC<M@<=G@�=@AJM@�<OO@HKODIB��

4C@�!0)�M@LPDM@N�<�PN@M�B@NOPM@��NP>C�<N�<�>GD>F	�<I?�RDGG�OMDBB@M�OC@�KG<OAJMH^N�NC<M@�NC@@O��

G@OODIB�OC@�PN@M�N@G@>O�OC@�<KK�OJ�NC<M@�RDOC��

const  data = { 

  title: "Web Almanac 2025" , 

  text: "Check out the latest edition of the Web Almanac!" , 

  url: "https://almanac.httparchive.org/en/2025/" , 

}; 

if  (navigator.canShare && navigator. canShare (data)) { 

  try  { 

    await navigator. share (data); 

    console. log ( "Data shared successfully!" ); 

  } catch  (err) { 

    console. error ( "Share failed:" , err); 

  } 

} else  { 

  console. warn ( "Sharing not supported on this device." ); 

} 

4C@�7@=�3C<M@�!0)�DN�NPKKJMO@?�DI�HJ?@MI�#CMJH@��%?B@��<I?�3<A<MD��&DM@AJS�?J@N�IJO�

DHKG@H@IO�DO��<GOCJPBC�DO�@SDNON�=@CDI?�<�c<B	��
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4C@M@�C<Q@�=@@I�HDIJM�<?EPNOH@ION�OJ�OC@�PN<B@�JA�JI@�JA�OC@�HJNO�RD?@GT�<?JKO@?�!0)N��RCD>C�

>PMM@IOGT�J>>PKD@N�OCDM?�KG<>@�DI�OC@�M<IFDIB�JA�HJNO�PN@?�!0)N��

!?JKODJI�JA�OC@�7@=�3C<M@�!0)�M@H<DI@?�G<MB@GT�NO<=G@��RDOC�HJ=DG@�MDNDIB�NGDBCOGT�AMJH������DI�

�����OJ������DI�������<I?�?@NFOJK�AMJH������OJ�������!?JKODJI�R<N�HJNOGT�c<O��=PO�RDOC�<�

NGDBCO�PKOD>F��4CDN�!0)�C<N�IJR�M@<>C@?�<�NO<O@�JA�H<OPMDOT�<I?�NO<=DGDOT�<>MJNN�H<EJM�=MJRN@MN��

OC@N@�DI>M@H@IO<G�B<DIN�<M@�DI?D><ODQ@�JA�I<OPM<G�cP>OP<ODJIN�M<OC@M�OC<I�NDBIDb><IO�BMJROC��

Device Memory API 

4C@�$@QD>@�-@HJMT�!0)��� �@SKJN@N�<I�<KKMJSDH<ODJI�JA�OC@�?@QD>@^N�2!-��DI�BDB<=TO@N��OCMJPBC�

navigator.deviceMemory ��4CDN�@I<=G@N�?@Q@GJK@MN�OJ�O<DGJM�@SK@MD@I>@N��AJM�@S<HKG@��

N@MQDIB�GDBCO@M�K<B@N�OJ�GJR
H@HJMT�?@QD>@N	��

4C@�Q<GP@�DN�MJPI?@?�<I?�>J<MN@
BM<DI@?�AJM�KMDQ<>T�M@<NJIN��

console. log (navigator.deviceMemory); 

// Example output: 8 (for an 8 GB device) 
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! Q<DG<=G@�DI�#CMJHDPH
=<N@?�=MJRN@MN��IJO�NPKKJMO@?�DI�3<A<MD�JM�&DM@AJS��

4C@�$@QD>@�-@HJMT�!0)�N<R�<�IJOD>@<=G@�PKOD>F��HJQDIB�AMJH������OJ������JI�HJ=DG@�<I?������

OJ������JI�?@NFOJK��4CDN�DI>M@<N@�M@c@>ON�=MJ<?@M�M@>JBIDODJI�JA�OC@�!0)^N�PN@APGI@NN�AJM�

<?<KODQ@�K@MAJMH<I>@�NOM<O@BD@N��RC@M@�?@Q@GJK@MN�><I�N@MQ@�GDBCO@M�<NN@ON�OJ�GJR
H@HJMT�

?@QD>@N��!IJOC@M�KJNND=G@�@SKG<I<ODJI�>JPG?�=@�OC<O�?@Q@GJK@MN�OMT�OJ�?@O@MHDI@�DA�!)�DIA@M@I>@�

><I�M@<NJI<=GT�MPI�JI�<�?@QD>@�=<N@?�JI�OC@�<Q<DG<=G@�H@HJMT�=@AJM@�?JRIGJ<?DIB�<I�!)�

HJ?@G��

-JM@�?@Q@GJK@MN�<M@�G@Q@M<BDIB�navigator.deviceMemory �OJ�?@GDQ@M�GDBCO@M�@SK@MD@I>@N�JI�

GJR
H@HJMT�?@QD>@N��7CDG@�<?JKODJI�DN�NODGG�GDHDO@?�=T�DON�#CMJHDPH
JIGT�<Q<DG<=DGDOT�<I?�DON�

DIO@IODJI<GGT�>J<MN@
BM<DI@?�Q<GP@N��OC@�BMJROC�NCJRN�OC<O�NDO@N�>JI>@MI@?�RDOC�K@MAJMH<I>@�

<M@�NO<MODIB�OJ�H<F@�KM<>OD><G�PN@�JA�DO��

Media Session API 

4C@�-@?D<�3@NNDJI�!0)��� �G@ON�?@Q@GJK@MN�>PNOJHDU@�H@?D<�IJODb><ODJIN�<I?�DIO@BM<O@�RDOC�

KG<OAJMH
G@Q@G�H@?D<�>JIOMJGN��AJM�@S<HKG@��GJ>F�N>M@@I��C@<?N@O�=POOJIN��JM�NH<MO�?DNKG<TN	��

5NDIB�navigator.mediaSession ��<KKN�><I�?@bI@�H@O<?<O<�<I?�<>ODJIN�AJM�H@?D<�KG<T=<>F��
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navigator.mediaSession.metadata = new MediaMetadata ({ 

  title: "Web Almanac Podcast" , 

  artist: "HTTP Archive" , 

  album: "2025 Edition" , 

}); 

navigator.mediaSession. setActionHandler ( "play" , () => { 

  audio. play (); 

}); 

7D?@GT�NPKKJMO@?�DI�#CMJHDPH
=<N@?�=MJRN@MN�<I?�3<A<MD��&DM@AJS�C<N�IJ�NPKKJMO�AJM�NJH@�

DHKJMO<IO�A@<OPM@N��

4C@�-@?D<�3@NNDJI�!0)�@SK@MD@I>@?�<�NH<GG�?@>GDI@��-J=DG@�<?JKODJI�?MJKK@?�AMJH������DI�

�����OJ������DI�������RCDG@�?@NFOJK�A@GG�NGDBCOGT�AMJH������OJ�������4C@N@�?DAA@M@I>@N�<M@�

HDIJM�<I?�GDF@GT�M@c@>O�I<OPM<G�cP>OP<ODJIN�DI�OC@�?<O<N@O�M<OC@M�OC<I�H@<IDIBAPG�NCDAON��

/Q @M<GG��PN<B@�M@H<DIN�NO@<?T��>JI>@IOM<O@?�DI�<P?DJ�<I?�QD?@J�NDO@N�GDF@�HPND>�KG<T@MN�<I?�

KJ?><NO�<KKN�RC@M@�DIO@BM<ODJI�RDOC�KG<OAJMH
G@Q@G�H@?D<�>JIOMJGN�DHKMJQ@N�PN@M�@SK@MD@I>@��
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Add to Home Screen 

4CDN�><K<=DGDOT�<GGJRN�PN@MN�OJ�DINO<GG�<�0MJBM@NNDQ@�7@=�!KK��07!	�<N�<I�<KK
GDF@�@SK@MD@I>@�

JI�OC@DM�?@QD>@��� ��

7C@I�<�NDO@�H@@ON�DINO<GG<=DGDOT�>MDO@MD<��#CMJH@�<I?�JOC@M�=MJRN@MN�H<T�NCJR�<I�DINO<GG�=<?B@�

�AJM�@S<HKG@��<I�D>JI�DI�OC@�<??M@NN�=<M�JM�<I�_)INO<GG`�H@IP�JKODJI	�OC<O�G@ON�PN@MN�<??�OC@�<KK�

OJ�OC@DM�CJH@�N>M@@I�JM�DINO<GG�DO�<N�<�NO<I?<GJI@�<KK��RCDG@�DO�<GNJ�NPKKJMON�H<IP<G�DINO<GG<ODJI�

cJRN�AJM�NDO@N�OC<O�?JI^O�H@@O�OCJN@�>MDO@MD<��#CMJH@�APMOC@M�@SK@MDH@ION�RDOC�-,
?MDQ@I�

DINO<GG�KMJHKON�JI�!I?MJD?�OJ�C@GK�PN@MN�?DN>JQ@M�DINO<GG<=G@�@SK@MD@I>@N��

!?JKODJI�JA�!??�OJ�(JH@�3>M@@I�><K<=DGDOD@N�M@H<DI@?�c<O��RDOC�HJ=DG@�PN<B@�?@>M@<NDIB�

NGDBCOGT�AMJH������DI������OJ������DI�������<I?�?@NFOJK�AMJH������OJ�������4C@N@�NH<GG�

?@>GDI@N�GDF@GT�M@c@>O�IJMH<G�Q<MD<ODJI�M<OC@M�OC<I�<�M@<G�?JRIR<M?�OM@I?��'MJROC�DN�

>JINOM<DI@?�=T�KG<OAJMH�AM<BH@IO<ODJI��!I?MJD?�<I?�#CMJHDPH
=<N@?�=MJRN@MN�@SKJN@�DINO<GG�

KMJHKON��RCDG@�D/3�M@GD@N�JI�<�H<IP<G�3<A<MD
?MDQ@I�DINO<GG�cJR��4CDN�GDHDON�RD?@NKM@<?�PKO<F@�

?@NKDO@�07!�<?JKODJI��
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Media Capabilities API 

4C@�-@?D<�#<K<=DGDOD@N�!0)��� �<GGJRN�?@Q@GJK@MN�OJ�LP@MT�RC@OC@M�OC@�=MJRN@M�><I�@Ab>D@IOGT�

?@>J?@�<I?�KG<T�<�BDQ@I�<P?DJ�JM�QD?@J�>JIbBPM<ODJI��

)O�KMJQD?@N�DINDBCON�DIOJ�NHJJOCI@NN�<I?�KJR@M�@Ab>D@I>T�AJM�<?<KODQ@�H@?D<�NOM@<HDIB��

const  config = { 

  type: "file" , 

  audio: { 

    contentType: "audio/mp3" , 

    channels: 2, 

    bitrate: 132700 , 

    samplerate: 5200 , 

  }, 

}; 

const  result = await 

navigator.mediaCapabilities. decodingInfo (config); 

console. log (result.supported); // true or false 

console. log (result.powerEfficient); // true or false 

7D?@GT�<Q<DG<=G@��DO�RJMFN�<>MJNN�H<IT�?@QD>@N�<I?�=MJRN@M�Q@MNDJIN��)O^N�=@@I�<Q<DG<=G@�<>MJNN�

=MJRN@MN�NDI>@�*<IP<MT�������"PO�NODGG�NJH@�K<MON�JA�OCDN�A@<OPM@�H<T�C<Q@�Q<MTDIB�G@Q@GN�JA�

NPKKJMO�DI�=MJRN@MN�GDF@�3<A<MD��
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4C@�-@?D<�#<K<=DGDOD@N�!0)�N<R�?M<H<OD>�BMJROC�JQ@M�OC@�K<NO�T@<M��-J=DG@�<?JKODJI�MJN@�AMJH�

EPNO�������DI������OJ�������DI�������RCDG@�?@NFOJK�PN<B@�EPHK@?�AMJH�������OJ��������4CDN�

NPMB@�NPBB@NON�M<KD?�<?JKODJI�=T�NOM@<HDIB�KG<OAJMHN��RCD>C�PN@�decodingInfo() �OJ�

?@O@MHDI@�>J?@>�NPKKJMO��KG<T=<>F�NHJJOCI@NN��<I?�KJR@M�@Ab>D@I>T�=@AJM@�N@G@>ODIB�OC@�=@NO�

NOM@<H�AJM�<�?@QD>@��5IGDF@�H<IT�JA�OC@�JOC@M�!0)N�OC<O�N<R�JIGT�DI>M@H@IO<G�NCDAON��-@?D<�

#<K<=DGDOD@N�DN�>G@<MGT�JI�<�A<NO�<?JKODJI�OM<E@>OJMT�?MDQ@I�=T�H@?D<
C@<QT�NDO@N��

New features over the past year 

/I@�JA�OC@�HJNO�IJO<=G@�>C<IB@N�DI�OC@�#<K<=DGDOD@N�>C<KO@M�AJM������DN�OC@�bMNO�<KK@<M<I>@�JA�

=MJRN@M
I<ODQ@�!)�<I?�G<IBP<B@�!0)N��� ��7CDG@�!)�C<N�=@@I�RD?@GT�PN@?�JI�OC@�R@=�OCMJPBC�

@SO@MI<G�N@MQD>@N�<I?�GD=M<MD@N�AJM�T@<MN��OC@N@�!0)N�M@KM@N@IO�<�NCDAO�OJR<M?�=PDGO
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Service worker events 
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Service worker methods 
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M@KG<>@�OC@�JG?�JI@�DHH@?D<O@GT��4CDN�DHKGD@N�?@Q@GJK@MN�<M@�F@@I�OJ�@INPM@�PN@MN�?JI^O�B@O�

NOP>F�RDOC�NO<G@�<NN@ON��4CDN�DN�=@I@b>D<G�AJM�<KKGD><ODJIN�OC<O�M@LPDM@�AM@LP@IO�PK?<O@N��GDF@�

?<NC=J<M?N�<I?�H@NN<BDIB�<KKN��)O�=<ND><GGT�C@GKN�PN@MN�B@O�OC@�G<O@NO�Q@MNDJI�JA�OC@�<KKGD><ODJI�

MDBCO�<R<T��

"A?MJ=������ �)GKL�MK=<�K=JNA;=�OGJC=J�E=L@G<K��
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Service worker objects 

4C@�HJNO�PN@?�N@MQD>@�RJMF@M�J=E@>ON�<M@�clients �� caches �<I?� cache ��&JM�>GD@ION��OCDN�><I�

=@�@SK@>O@?�<N�DO�DN�OC@�R<T�OJ�O@GG�OC@�N@MQD>@�RJMF@M�OJ�O<F@�>JIOMJG�JA�<GG�JK@I�K<B@N�=T�><GGDIB�

clients.claim() ��2@B<M?DIB�caches ��H<I<B@H@IO�H@OCJ?N�<KK@<M�JI�OJK��<GNJ�IJO�

NPMKMDNDIB�>JIND?@MDIB�OC<O�OC@N@�<M@�OC@�H@OCJ?N�OC<O�?@Q@GJK@MN�RJPG?�PN@�OJ�H<F@�NPM@�OC@DM�

<NN@ON�<M@�PK�OJ�?<O@�OJ�<>CD@Q@�OC<O�NK@@?T�K<B@�GJ<?��

!N�CDIO@?�=@AJM@��OC@�H<DI�H@OCJ?N�AMJH�OC@N@�>JMM@NKJI?�OJ�claim ��

open � delete � keys � match ��<I?� add ��

"A?MJ=������ �)GKL�MK=<�K=JNA;=�OGJC=J�G:B=;LK��
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Registration properties 

$DQDIB�?@@K@M�DIOJ�N@MQD>@�RJMF@M�API>ODJI<GDOT��OC@�?<O<�NC@?N�NJH@�GDBCO�DIOJ�<?Q<I>@?�

><K<=DGDOD@N�OC<O�07!N�<M@�PNDIB��&JM�<GG�07!N�PNDIB�N@MQD>@�RJMF@MN�<>MJNN�?@NFOJK�<I?�

HJ=DG@��V���<M@�M@BDNO@MDIB�AJM�KPNC-<I<B@M�����M@BDNO@M�AJM�NTI>�<I?����M@BDNO@M�AJM�

I< QDB<ODJI0M@GJ<?��

Web application manifest 

4C@�R@=�<KKGD><ODJI�H<IDA@NO�DN�IJR��HJM@�OC<I�@Q@M��OC@�HJNO�DHKJMO<IO�K<MO�JA�<�R@=�<KK��)O�

?@bI@N�<�GJJF�<I?�A@@G��@I<=G@N�<?Q<I>@?�><K<=DGDOD@N�OC<O�<M@�B<O@?�=@CDI?�<I�DINO<GG<ODJI�<I?�

DN�=@>JHDIB�<I�DIO@BM<G�K<MO�OC<O�D?@IODb@N�<�R@=�<KKGD><ODJI�<N�<�RCJG@��"PO�DI�JM?@M�OJ�=@�

@AA@>ODQ@��OC@�H<IDA@NO�bG@�I@@?N�OJ�=@�R@GG�AJMH@?��

&JM�OC@�>PMM@IO�T@<M��������JA�?@NFOJK�NDO@N�<I?�������JA�HJ=DG@�NDO@N�<M@�K<MN@<=G@��4C@M@�DN�

"A?MJ=������ �)GKL�J=?AKL=J=<�K=JNA;=�OGJC=J�HJGH=JLA=K��

"A?MJ=������ �, =J;=FL�G>�EG:AD=�E9FA>=KL�[D=K�H9JK9:D=�GF�<=KCLGH��

94.9% 
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IJ�>C<IB@�AMJH�OC@�G<NO�?<O<�N@O��� ��<I?�N<H@�<N�G<NO�ODH@�<MJPI?��OC@�A<>O�OC<O�OC@�H<IDA@NO�bG@�

R<N�<=G@�OJ�=@�K<MN@?�?J@N�IJO�DHKGT�>JHKG@O@I@NN�JM�HDIDHPH�<Q<DG<=DGDOT�JA�A@<OPM@N��-<IT�

Q<GP@N�DI�OC@�H<IDA@NO��<N�DHKJMO<IO�<N�OC@T�H<T�N@@H��C<Q@�M@<NJI<=G@�A<GG=<>FN�DI�KG<>@��

&MJH�OCJN@�K<MN@<=G@�H<IDA@NON��R@�RDGG�IJR�GJJF�<O�DI?DQD?P<G�KM@N@IO�b@G?N��4CDN�><I�BDQ@�PN�

<I�PI?@MNO<I?DIB�JA�CJR�?@Q@GJK@MN�<M@�PNDIB�OC@�H<IDA@NO�bG@�<I?�DA�OC@M@�C<Q@�=@@I�>C<IB@N�

NDI>@�������

Manifest properties 

3OM<DBCO�PK��OC@N@�<M@�OC@�HJNO�PN@?�07!�H<IDA@NO�KMJK@MOD@N��name �� icons �� short_name ��

display �<I?� background_color ��4C@�OJK���HJNO�PN@?�KMJK@MOD@N�<M@�OC@�N<H@�JI@N�AMJH�

���� ��� ��RDOC�NP=OG@�IJO<=G@�>C<IB@N�M@B<M?DIB�OC@DM�JM?@M��

, @O^N�@S<HDI@�CJR�DI?DQD?P<G�H@H=@MN�M<O@�DI�OC@�OJO<GDOT�JA�H<IDA@NO�bG@N�N><II@?�=T�OC@�7@=�

!GH<I<>��5IG@NN�IJO@?�JOC@MRDN@��Q<GP@N�<M@�Q@MT�NDHDG<M�NJ�)�RDGG�M@A@M�OJ�=JOC�HJ=DG@�<I?�

?@NFOJK�NDO@N��

"A?MJ=������ �)GKL�MK=<�E9FA>=KL�HJGH=JLA=K��

����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
=F
����
HO9�[?���
����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
����
HO9�E9FA>=KL�HJGH=JLA=K�

Part II Chapter 11 : PWA

356 2025 Web Almanac by HTTP Archive

https://almanac.httparchive.org/en/en/2022/pwa#fig-9
https://almanac.httparchive.org/static/images/2025/pwa/pwa-manifest-properties.png
https://almanac.httparchive.org/static/images/2025/pwa/pwa-manifest-properties.png
https://almanac.httparchive.org/en/2022/pwa#manifest-properties
https://almanac.httparchive.org/en/2022/pwa#manifest-properties


Manifest field Desktop Mobile 

name ���� ����

icons ���� ����

short_name ���� ����

display ���� ����

background_color ���� ����

theme_color ���� ����

start_url ���� ����

scope ���� ����

description ���� ����

orientation ���� ����

&DBPM@�������-<IDA@NO�KMJK@MOD@N��

&JM�OC@�H<IDA@NON�OC<O�NK@>DAT�OC@�categories �H@H=@M��OC@�OJK�><O@BJMD@N�<M@��

"A?MJ=������ �)GKL�MK=<�E9FA>=KL�;9L=?GJQ�N9DM=K��
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7CDG@�OC@�H<IDA@NO�F@T�categories �DN�IJO�PN@?�DI�H<IT�07 !N��OC@N@�M@NPGON�CDIO�<O�OC@�OJK�

Q@MOD><GN�JI�RCD>C�R@=�<KKN�<M@�HJM@�KJKPG<M��

Manifest display  values 

4C@�?DNKG<T�H@H=@M�DN�PN@?�OJ�NK@>DAT�OC@�KM@A@MM@?�?DNKG<T�HJ?@�AJM�OC@�R@=�<KK��$DAA@M@IO�

=MJRN@MN�C<Q@�?DAA@M@IO�DIO@MKM@O<ODJIN�JA�OC@N@�Q<GP@N��=PO�JQ@M<GG�DO�CDION�OJ�OC@�5!�CJR�HP>C�

JA�OC@�=MJRN@M�58�OJ�NCJR�CD?@��

-JNO�R@=�<KKN�����	�JKO�AJM�<�standalone �Q<GP@�AJM�OC@�?DNKG<T�H@H=@M��&MJH�OC@�

?J>PH@IO<ODJI��standalone �_JK@IN�OC@�<KK�OJ�GJJF�<I?�A@@G�GDF@�<�NO<I?<GJI@�I<ODQ@�<KK�̀�

4CDN�DN�IJO�NPMKMDNDIB�<N�OC@�B@I@M<G�DIO@IODJI�JA�<�R@=�<KK�AJM�<�?@Q@GJK@M�RJPG?�=@�OJ�C<Q@�OC@�

<KK�GJJF�HJM@�I<ODQ@
GDF@��M@HJQDIB�OC@�=MJRN@M�>CMJH@�<I?�NJH@�JOC@M�58��/I�OC@�@I?�OCDN�DN�

NJH@OCDIB�OC<O�Q<MD@N�RDOC�OC@�DHKG@H@IO<ODJI��<N�AJM�@S<HKG@�DI�#CMJHDPH�=MJRN@MN�TJP�B@O�<�

... �H@IP�<I?�JI�&DM@AJS�NJH@�=MJRN@M�5)�GDF@�OC@�52,�=<M�NODGG�M@H<DIN�AJM�DINO<GG@?�<KKN��

"A?MJ=������� �)GKL�MK=<�<AKHD9Q�N9DM=K�AF�L@=�E9FA>=KL��KL9F<9DGF=���
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Manifest icons  sizes values 

4JK�NDU@N�DI>GP?@����S����<I?����S�����

"A?MJ=������� �)GKL�MK=<�A;GFK�KAR=�N9DM=K�AF�L@=�E9FA>=KL��
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Manifest orientation  values 

5INPMKMDNDIBGT��<MJPI?�������JA�07 !N�?J�IJO�N@O�JMD@IO<ODJI��2@NKJINDQ@�?@NDBI�<I?�HJ?@MI�

?@Q@GJKH@IO�H<F@�?@bIDIB�OC@�<KK^N�JMD@IO<ODJI�G@NN�I@>@NN<MT��=PO�KJMOM<DO�O<F@N�N@>JI?�KG<>@�

RDOC�<MJPI?��������

Service worker and manifest usage 

7 @̂Q@�N@@I�OC@�G<O@NO�?<O<�JI�RC<O�OC@�HJNO�PN@?�N@MQD>@�RJMF@M�<I?�H<IDA@NO�A@<OPM@N�<M@��)I�

������R@�><I�N@@�OC<O�MJPBCGT�JI@�bAOC�JA�NDO@N�PN@�N@MQD>@�RJMF@MN��<I?�MJPBCGT�JI@�O@IOC�PN@�

H<IDA@NON��

"A?MJ=������� �)GKL�MK=<�GJA=FL9LAGF�N9DM=K�AF�L@=�E9FA>=KL��
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/Q @M<GG��OC@M@�<M@�>JIND?@M<=G@�>C<IB@N�OJ�OC@�?<O<�AMJH�OC@������7 @=�!GH<I<>��� ��3@MQD>@�

RJMF@M�PN<B@�C<N�O<F@I�<�CPB@�G@<K�AMJH�<MJPI?������OJ��������4C<O�DN�<MJPI?�<����ODH@N�

DI>M@<N@�DI�<?JKODJI��-<IDA@NO�PN<B@�DN�NGDBCOGT�CDBC@M�=PO�M@H<DIN�<O�<�Q@MT�NDHDG<M�NKJO�<N�DO�

R<N���T@<MN�<BJ��

$DBBDIB�DIOJ�OCDN�HJM@��DO�GJJFN�GDF@�<�GJO�JA�OC@�BMJROC�DN�?P@�OJ�'JJBG@�4<B�-<I<B@M�@I<=GDIB�

N@MQD>@�RJMF@MN��

PWAs and Fugu APIs 

4C@N@�<M@�OC@�OJK����PN@?�<?Q<I>@?�><K<=DGDOD@N�DI�07!N�AJM�������

"A?MJ=������� �,3 ��K=JNA;=�OGJC=J�9F<�E9FA>=KL�[D=�MK9?=��

����   @LLHK�

9DE9F9;�@LLH9J;@AN=�GJ?
=F
����
HO9�[?����
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Capability Mobile Desktop 

#JHKM@NNDJI�3OM@<HN������� ������

!NTI>�#GDK=J<M?� ������ ������

$@QD>@�-@HJMT� ������ ������

7 @=�3C<M@� ����� �����

-@?D<�3@NNDJI� ����� �����

!??�OJ�(JH@�3>M@@I� ����� �����

-@?D<�#<K<=DGDOD@N������ �����

#<>C@�3OJM<B@� ������ ������

3@MQD>@�7JMF@M� ����� �����

0PNC� ����� �����

&DBPM@��������4JK����PN@?�<?Q<I>@?�><K<=DGDOD@N�DI�07!N��

4C@M@�DN�<�N@K<M<O@�>C<KO@M�?@?D><O@?�OJ�#<K<=DGDOD@N�OJ�?DQ@�?@@K@M�DI�OC@�<?JKODJI�OC<O�OC@N@�

NJMO�JA�!0)N�C<Q@�C<?�DI�������

Notifications and PWAs 

.JODb><ODJIN�H<F@�N@IN@�AJM�<KKN�<N�OC@T�<GGJR�OC@�PN@M�OJ�M@
@IB<B@�RDOC�OC@�<KKGD><ODJI��4CDN�

DN�<�>JIOMJQ@MND<G�><K<=DGDOT�<N�OC@M@�DN�>JIND?@M<=G@�=<?�58�<I?�?<MF�K<OO@MIN�OJ�OMT�OJ�B@O�

PN@MN�OJ�<>>@KO�OC@H��4C@�?<O<�NCJRN�OC<O�DI�=JOC�?@NFOJK�<I?�HJ=DG@��OC@�HJNO�>JHHJI�<>ODJI�

<�PN@M�O<F@N�DN�OJ�DBIJM@�OC@N@�M@LP@NON��
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$@NFOJK�IJODb><ODJI�<>>@KO<I>@�DN�JQ@MRC@GHDIBGT�DBIJM@?������JA�OC@H�<M@�?DNM@B<M?@?��RDOC�

<�NGDBCOGT�GJR@M�=PO�NODGG�H@<IDIBAPG�����JI�HJ=DG@��4CDN�DN�IJO�<�NPMKMDN@�>JIND?@MDIB�JQ@M<GG�OC@�

IJODb><ODJI�A<ODBP@�PN@MN�?@<G�RDOC�JI�<�M@BPG<M�=<NDN��

Conclusion 

)O�C<N�=@@I�<�?@><?@�NDI>@�07!N��4C@�G<I?N><K@�C<N�>C<IB@?�<�=DO�<N�OC@�O@>CIJGJBT�<I?�

><K<=DGDOD@N�M@<>C�H<OPMDOT��R@�IJR�C<Q@�<GG�H<EJM�=MJRN@MN��%?B@��#CMJH@��&DM@AJS�<I?�3<A<MD	�

NPKKJMODIB�R@=�<KKN�OJ�<�?@BM@@��7@=�<KKN�>JIODIP@�OJ�NCJR�BMJROC�<I?�<GHJNO�JI@�AJPMOC�JA�

R@=�NDO@N�>M<RG@?�C<Q@�@DOC@M�<�N@MQD>@�RJMF@M�JM�<�H<IDA@NO�bG@��

)A�TJP�C<Q@�IJOD>@?�<�NGJR�?JRI�DI�K<>@�JA�I@R�A@<OPM@N��TJP�<M@�>JMM@>O��4C@M@�<M@�G@NN�R@=�

<KK�A@<OPM@N�=@DIB�G<PI>C@?�OJ?<T�OC<I�<�A@R�T@<MN�<BJ��)�=@GD@Q@�OCDN�C<N�OJ�?J�RDOC�OC@�A<>O�

OC<O�><K<=DGDOT
RDN@�OC@�KG<OAJMH�C<N�M@<>C@?�<�G@Q@G�JA�H<OPMDOT�OC<O�<GGJRN�<�RD?@�M<IB@�JA�PN@�

><N@N�OJ�=@�>M@<O@?�PNDIB�<�R@=�O@>C�NO<>F��/I�OC@�JOC@M�C<I?�OC@M@�DN�<�LP@NODJI�JA�<?JKODJI�

OC<O�DN�ODBCOGT�>JPKG@?�RDOC�>MJNN
@IBDI@�><K<=DGDOT�NPKKJMO��)O�DN�PIODG��Q@MT	�M@>@IOGT�OC<O�NJH@�

H<EJM�=MJRN@MN�<M@�NO<MODIB�OJ�NPKKJMO��NJH@	�<?Q<I>@?�A@<OPM@N��T@O�<GJI@�OC@�KJNND=DGDOT�OJ�

<>LPDM@�JM�DINO<GG�<�R@=�<KK��

7CDGNO�<?Q<I>@?�><K<=DGDOD@N�>JIODIP@�OJ�=@�PN@?�NK<MDIBGT��GDF@GT�?P@�OJ�NGJR�DHKG@H@IOJM�

NPKKJMO��OC@�JG?@NO�><K<=DGDOD@N�GDF@�7@=�3C<M@�<M@�NO<MODIB�OJ�NCJR�PK�<N�R@GG��<I?�@Q@I�HJM@�

ID>C@�58�A@<OPM@N�GDF@�^RDI?JR
>JIOMJGN
JQ@MG<T^�<M@�NO<MODIB�OJ�NCJR�PK�DI�OC@�?<O<��3GJRGT�=PO�

"A?MJ=������� �,3 ��FGLA[;9LAGF�9;;=HL9F;=�J9L=K��
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NPM@GT�OC@N@�A@<OPM@N�<M@�=@DIB�>JHHJ?DODU@?��

)A�R@�GJJF�=<>F�OJ�OC@�G<NO�7@=�!GH<I<>�OC<O�C<?�<�07!�>C<KO@M��OC@N@�<M@�OC@�OCDIBN�R@�><I�

IJOD>@��

a� ��HJM@�=MJRN@MN��3<A<MD�<I?�&DM@AJS	�C<Q@�NPKKJMO�AJM�R@=�<KKN��

a� 3@MQD>@�RJMF@M�>JIOMJGG@?�K<B@N�C<Q@�BJI@�PK�<MJPI?�����AJM�<GG�07!�R@=NDO@N�

AMJH�������

a� 4C@M@�DN�G@NN�?DQ@MNDOT�JA�N@MQD>@�RJMF@M�@Q@ION�=@DIB�PN@?�OC<I���T@<MN�<BJ��,@NN�

K@M>@IO<B@�JA�07!N�<M@�PNDIB�notificationclick �� push ��<I?� fetch ��

a� 0@M>@IO<B@�JA�pushManager �M@BDNOM<ODJIN�C<N�?MJKK@?�NDI>@�������GDF@GT�?P@�OJ�

OC@�MDN@�JA�PN<B@��N@@�IJO@�=@GJR	�JA�N@MQD>@�RJMF@M�OJ�AJ>PN�JI�K@MAJMH<I>@�M<OC@M�

OC<I�KPNCDIB�IJODb><ODJIN��

a� "@OR@@I������<I?������OC@�OJO<G�JA�07!�O@>CIJGJBT�PN<B@��?@NFOJK������HDGGDJI�

<I?�HJ=DG@������HDGGDJI	�C<N�<MJPI?�?JP=G@?��?@NFOJK�����HDGGDJI�<I?�HJ=DG@�����
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Part III Chapter 12 

CMS 
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Overall adoption 
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Most popular CMSs 
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Fastest growing CMSs 
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Market and ecosystem 
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Lighthouse quality metrics 
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Page weight, performance, and variance 
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Structured data evolution 
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Part III Chapter 13 

Ecommerce 
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Adoption trend 
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Platform % ecommerce sites % all sites 
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Trends since 2024 
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Core Web Vitals in ecommerce 
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CWV by platform 
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Median Lighthouse scores by platform 
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Payment providers by geography 
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First and third-party prevalence by rank 
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Please note that some of these queries are quite large and can be expensive521 to run yourself. For 
help controlling your spending, refer to our guide on Minimizing query costs522. 
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SELECT 

  client, 

  is_root_page, 

  COUNTIF(color_contrast_score IS  NOT NULL) AS 

total_applicable, 

  COUNTIF( CAST(color_contrast_score AS NUMERIC) = 1) AS 

total_good_contrast, 

  COUNTIF( CAST(color_contrast_score AS NUMERIC) = 1) / 

COUNTIF(color_contrast_score IS  NOT NULL) AS 
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perc_good_contrast 

FROM ( 

  SELECT 

    client, 

    is_root_page, 

    date , 

    JSON_VALUE(lighthouse.audits. `color-contrast` .score) AS 

color_contrast_score 

  FROM 

    `httparchive.crawl.pages` 

  WHERE 

    date  = '2025-07-01' 

) 

GROUP BY 

  client, 

  is_root_page, 

  date 

ORDER BY 

  client, 

  is_root_page; 
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