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https://openai.com/index/chatgpt/
https://openai.com/index/how-people-are-using-chatgpt/#:~:text=Given%20the%20sample%20size%20and%20700%20million%20weekly%20active%20users%20of%20ChatGPT
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https://www.npmjs.com/
https://chromestatus.com/
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https://openai.com/api/
https://ai.azure.com/
https://aws.amazon.com/de/bedrock/
https://cloud.google.com/products/ai
https://platform.deepseek.com/
https://developer.chrome.com/blog/io24-web-ai-wrapup#:~:text=Web%20AI%20is%20a%20set%20of%20technologies%20and%20techniques%20to%20use%20machine%20learning%20(ML)%20models%2C%20client%2Dside%20in%20a%20web%20browser%20running%20on%20a%20device%27s%20CPU%20or%20GPU.
https://www.vellum.ai/llm-leaderboard
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https://www.vellum.ai/llm-leaderboard
https://epoch.ai/data-insights/open-weights-vs-closed-weights-models
https://www.w3.org/
https://webmachinelearning.github.io/
https://www.w3.org/2024/01/webevolve-series-events/media/slides/hu-ningxin.pdf#page=4
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https://developer.mozilla.org/docs/WebAssembly
https://almanac.httparchive.org/static/images/2025/generative-ai/genai-wasm-usage.png
https://almanac.httparchive.org/static/images/2025/generative-ai/genai-wasm-usage.png
https://chromestatus.com/metrics/feature/timeline/popularity/2237
https://developer.mozilla.org/docs/Web/API/WebGPU_API
https://developer.mozilla.org/docs/Web/API/WebGL_API
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https://jonathanpagel.com/
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https://developers.google.com/search/docs/crawling-indexing/robots/robots_txt#:~:text=Other%20errors-,A%20robots.,treated%20as%20a%20server%20error.
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https://developer.mozilla.org/docs/Web/HTTP/Permissions_Policy
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fullscreen=(self), geolocation=(self), gyroscope=(self), magnetometer=(self), 

microphone=(self), midi=(self), payment=(self), usb=(self) 

browsing-topics=() 

geolocation=(), microphone=(), camera=() 

geolocation=self 

�Æ����� ��
�F���X�"�0���M Permission-Policy �…�r�p�	�

�¢�§�
�§�8� Permissions-Policy ��W�Q�	�Â�$�M�2��"EE=B;�8 ! ;:;H 7J;:�' ;7HD?D=�E<�

�E>EHJI��!' E��� ��� �Q�[�„�v�T�W�v�$�M�*�E�5�…�r�p�	�Q�%�ˆ�$�M�ý�Ý�Q���‘�4���4�-�0��

�L�� Permissions-Policy ��…�r�p�	�8������8�C��� interest-cohort=() ��W�Q�/�R�1��

�B�$���B�*���•�}�V�˜�1�8� Permissions-Policy ��…�r�p�	�8�
������8�W�Q�/�D���¶�—�5

�3���8�@�È�Q�[�„�v�T�W�v�$�M�W���Â�B�8�W�5�4�-�0���M���2�F�����L�B�$�����N�9 �¯�4�M

����   =IIEH���EG>K68NH6C97DM�8DB�>CIA�:C5JH�EGDEDH6AH�WD8��

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 305

https://privacysandbox.com/intl/en_us/proposals/floc/
https://privacysandbox.com/intl/en_us/proposals/floc/
https://privacysandbox.google.com/private-advertising/topics/web/controls#opt_out_as_a_developer
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https://privacysandbox.google.com/private-advertising/topics/web/controls#opt_out_as_a_developer
https://privacysandbox.google.com/blog/update-on-plans-for-privacy-sandbox-technologies
https://privacysandbox.google.com/blog/update-on-plans-for-privacy-sandbox-technologies


�u�U�™�`�t�U�ƒ �u�U�™�`�t�U�ƒ �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

encrypted-media �
��
�� �
�����

autoplay ������� �������

picture-in-picture ����
�� �������

gyroscope ������� ����
��

accelerometer ������� ����
��

clipboard-write �
����� �������

join-ad-interest-group ������� �������

web-share ���
��� �������

attribution-reporting ������ ������

run-ad-auction ������ ������

�Æ����� ��
�F���X�"�0���M allow �,�Ó�u�U�™�`�t�U�ƒ�

�t�V�»�����2�5�����Å�8�¢�§��.�8� allow ��,�Ó�W�� join-ad-interest-group ��

attribution-reporting �� run-ad-auction ���9���Å�2�ð�?�0�{�E�0�y�����ˆ�š�5�4�-

�0���B�$�����N�K�8�W�Q?<H 7C;�Š���5�t�á�"�*�2�Þ�|� �N�0���*�C�[�„�™�V�‘�	�����(�8�(

�ä�Q�½�5�o�"�*�â�È�Ó�����L�B�$�����Å�8�¢�§�
�§�5�¿�M�(�8�2�8�W�9�� allow ��,�Ó�W�>

�8���C�û�C�����8�…�5�C���5�!�á�"�0���L���ð�9�…�4�(�Ý�9�
�C��
��5�I�"�0���B�$���

iframe�f�œ�w�‰�r�`�j �f�œ�w�‰�r�`�j

<iframe> ��Š���5 sandbox �,�Ó�Q�%�ˆ�$�M���2�1���ý�Ý�Q�9� <iframe> ��5�O�E�û�B�N�*

�—�n�	�j���¶��� �N�*�L�Ÿ�¬�Q�?�-�*�L�"�*�¦�õ�8�����.���8�ã�£���K�“�	�g�	�Q�/�Ô�1��

�B�$�� sandbox ��,�Ó�8�W�1�9���ý�Ý�Q��� <iframe> ��5�š�	�w�"�0���B� �N�M�d�œ�t�œ�s�5

�9�"�0�3�8�J���4�Ñ�Å�Q�í���M�?�����Q�/�|�1���B�$���±���:���¦�Ü�8� <iframe> ��9�O�E

�û�C�W�X�ƒ�‡�	�i���j�`�—�„�v�Q�L�ì�1���M�J���5�"�B�$���

<iframe  src =" https://example.com/ "  sandbox =" allow-

scripts " ></ iframe > 

I7D:8EN�,�Ó�8�%�ˆ�9�
���Å�ä���K�
�
����K������5�¢�”�"�0���L���O�E�û�C�d�œ�t�œ�s

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 307

https://developer.mozilla.org/docs/Web/HTML/Reference/Elements/iframe#sandbox
https://developer.mozilla.org/docs/Web/HTML/Reference/Elements/iframe#sandbox
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https://almanac.httparchive.org/static/images/2025/security/iframe-sandbox-directives.png
https://almanac.httparchive.org/static/images/2025/security/iframe-sandbox-directives.png
https://almanac.httparchive.org/ja/2024/security#iframe%E3%82%B5%E3%83%B3%E3%83%89%E3%83%9C%E3%83%83%E3%82%AF%E3%82%B9
https://wicg.github.io/document-policy/


�1�$���F�2�F�2�9���~�	�Œ�r�h�”�œ�Š�—�h�	�•�u�˜�5�õ�P�4���-�*�L������� �Q�ë�—�5�!�á

� �&�*�L�$�M�~�	�Œ�r�h�”�œ�Š�—�h�	�>�8�•�¥� �N�*�t�á�5�9�$�M�Ó�¢�2�"�0���Ô� �N�B�"

�*���

�w�^�’�Ž�œ�v�Š�—�h�	�9�~�	�Œ�r�h�”�œ�Š�—�h�	���.+���f�œ�w�‰�r�`�j�4�3�8�+�¹�Ž�\�y

�k�•�2�ð�?�0�����.���8�”�•�����L�B�$���~�	�Œ�r�h�”�œ�Š�—�h�	�J�L�F���E�
�������¯�4

�M�œ�’�•�u�˜�Q�?�-�0���L���,�—�n�	�j�9�Ï� �Ó�����M�¦�õ�9�¾���ÿ�R�+�²�|�8�Š�—�h�	�Q

�¢�„���1���B�$���.+�J�L�F�¶�ç�…�1���—�n�	�j���š�	�w� �N�*�Ð�8�³�Å�5�+�$�M�u�U�™�`

�t�U�ƒ�Q�?�-�0���L���—�n�	�j�Q�š�	�w�1���M�[�—�i�œ�Q�§�|�$�M�+���1�9���L�B�&�R���f

�œ�w�‰�r�`�j�J�L���h���„�­�4�8�9���f�œ�w�‰�r�`�j�1�Ä�X� �N�0���4���@�È�9�u�‚�Z�˜�v

�1�ƒ�š�r�`� �N�0���L���º�"���F�8�Q�t�á�$�M���2���÷�§�5�þ�¼�+���K�1�$���

�…�r�p�	 �…�r�p�	
�u�j�`�v�r�u�j�`�v�r

�„ �„

�•�}�V�•�}�V

�˜ �˜

include-js-call-stacks-in-crash-reports ������� �������

js-profiling ������� �������

js-profiling; include-js-call-stacks-in-crash-

reports 
������� �������

force-load-at-top ������ 
�����

no-font-display-late-swap 
�
��� 
�
���

�Æ����� ��
�F�¶�ç�…�4:E9KC;DJ�FEB?9O�…�r�p�	�W�

�%�ˆ�`�8�w�^�’�Ž�œ�v�Š�—�h�	�…�r�p�	�8���,������8��¦�¢���`�–�r�h�’�™�Š�	�v�5�d�	�˜

�j�o�r�`�Q�/�E�M�*�E�5�%�ˆ� �N�0���M���2�������L�B�$�� js-profiling ��u�U�™�`�t�U

�ƒ�2���C�õ�P�&�M�2�����N�K��.�8�@�È���Ã���8�“�	�j�b�	�j�8�C�3�Í�Q�ó�E�0���B�$���Ã

�����õ�•�1���8�¯�4�M�u�U�™�`�t�U�ƒ�Q�/�D�Š�—�h�	�W���·�.���L�B�$���¶�ç�…�5�9�|�O� 

�N�0���M�u�U�™�`�t�U�ƒ���J�L�3���¦�õ�F���L�B�$�����Ã�@�•�1�9�(�8�õ�•�Í�9�É� �1���0

���B�&�R���

�Ã�����u�j�`�v�r�„�2�•�}�V�˜�1�(�N�)�N�u��	


�2��	�

�‡�	�i�"���·�.���-�0���K�%��

�=�p�"�*���‡�	�i�Í�8
��
��1�$���w�^�’�Ž�œ�v�Š�—�h�	�…�r�p�	�8���ˆ�š�9�ý�Ð�F�¢�”�$

�M�2�€��� �N�B�$�����•�Ž�…�4���ˆ�9�Z�+�5�9�À�B�4�����F�"�N�B�&�R���

�ã�£�H�Ñ �ã�£�H�Ñ

�ƒ�–�W�g���L���"�0���M�W�X�ƒ�f�V�v�>�8�3���8�H�Ñ�����M�¶�;�1���$�?�0�8�â�È�Ó�2�†�j

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 309



�v�„�–�`�t�U�j�8���Š�Q�É� �$�M���2�9�þ�¼�1�$��� �K�5���/�Ô���[�„�v�V�œ�1���L���u�‚

�Z�˜�v�1�{�Ú�5�4�-�0���4���¦�õ�9��� �K�4�M�é�E�2�4�L�B�$���ý�Ý�Q�9�
�º�8�ã�£�2���(

�N�K�8�ã�£���K�“�	�g�	�Q�/�Ô�$�M�*�E�5�.���$�M�H�Ñ�5�.���0�§�5�
�º�¨�7�Q�É� �"�0��

���ÿ�Š�����L�B�$�����8�l�`�h�”�œ�1�9���W�X�ƒ���8�1�3�8�ã�£�H�Ñ�[�U���%�ˆ� �N�0���M

���Q���à�"�B�$���

�l�^�’�—�t�U�…�r�p�	�8���ˆ �l�^�’�—�t�U�…�r�p�	�8���ˆ

�3���8�/�Ô�Ž�\�y�k�•��#//+�™�j�Š�œ�j�…�r�p�	�Q�u�#�0�í�|�1���B�$�����N�K�8�…�r�p

�	�8�W�5�6�/���0�ƒ�–�W�g�9���N�K�8�/�Ô�Q�n�Ñ�"�B�$���$�?�0�8�l�^�’�—�t�U�Ž�\�y�k�•

���$�?�0�8�W�X�ƒ�f�V�v�5�+�¹�$�M�P���1�9���L�B�&�R�����l�^�’�—�t�U�…�r�p�	���B�-�*

���4���¦�õ�9�l�^�’�—�t�U�5�9�$�M�€�Z�Ó�8�¦�À�Q�B�$�â�È�Ó�����L�B�$���

���Å�2�¬�†�5 ��� �����ˆ���Á�‘�"�0���M�…�r�p�	�9�P�%���1�$�� Feature-Policy ��…�r�p�	

�9� Permissions-Policy ��5�Y�-�0�A�P�K�N�*�*�E�Í�3� �N�0���L�����ˆ���Á�‘�"�0���M��

�Æ����� ��›�@�…�4�•�}�V�˜�‡�	�i�1�8�f�V�v�—�`�Y�j�v�8�l�^�’�—�t�U�…�r�p�	���ˆ�š�� �

����   =IIEH���6AB6C68�=IIE6G8=>K:�DG<�?6��
���H:8JG>IN��l�^�’�—�t�U�…�r�p�	�8���ˆ �

�� II �› 9 : �l�^�’�—�t�U

310 2025 HTTP Archive�5�J�MWeb Almanac

https://almanac.httparchive.org/static/images/2025/security/security-headers-mobile.png
https://almanac.httparchive.org/static/images/2025/security/security-headers-mobile.png
https://almanac.httparchive.org/ja/2024/security#%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%83%98%E3%83%83%E3%83%80%E3%83%BC%E3%81%AE%E6%8E%A1%E7%94%A8


�2�9�w�����2�1�9���L�B�&�R���2�8��.�� Clear-Site-Data ��2� Document-Policy-

Report-Only ���8���ˆ�š�9�÷�§�5�y�����(�N�)�N
�
���2
�



���������ˆ�š�8���9�…�4

�(�Ý�9�C�����·���M���2�����L�B�$�����ð�9�…�4���9�L���5�9�•� ���1�$�����N�9���8�…�4

�l�^�’�—�t�U�…�r�p�	�8���ˆ���@�*�2�2�F�5�!�á�"�-���0���M���2�Q�¬�V�"���W�X�ƒ�l�^�’

�—�t�U���8�5�2�-�0���Ü���4�g�Ö�1�$���

�
���Å�ä���K�8�
�F�n���¢�”�9� Strict-Transport-Security �����
������ Content-

Security-Policy ������������ X-Content-Type-Options ������
����1�$���

Origin-Agent-Cluster 

Origin-Agent-Cluster �9���Ù�"���í�|� �N�0���M�¦�õ���w�^�’�Ž�œ�v�5�%�ˆ� �N�M�—�n

�	�j���[�‡�™�	�t�U�œ�a�h�j�t�•�„�š�l�j�4�3���Q�¬�#�[�—�i�œ�8�w�^�’�Ž�œ�v�2�j�{�$�M

�—�`�Y�j�v�Q�ƒ�–�W�g�5�‘���B�$���ƒ�–�W�g�9�—�`�Y�j�v�5�Ó�#�M���2�F�Ó�#�4�����2�F��

�L���`�–�V�T�œ�v�9%7 L7.9H?FJ�Q�%�ˆ�"�0�—�`�Y�j�v���L���5�Ó�#�K�N�*���3�����Q�	�Â�1

���B�$���

�%�ˆ�š�9�¨���2�"�0�y�����•�}�V�˜�f�V�v�8
�������u�j�`�v�r�„�f�V�v�8
���������N�Q

�%�ˆ�"�0���B�$�����î�K���ß�8�*�E�5�%�ˆ�"�0���M���Q�Ÿ�"���·�0�C�B�"�I�����

�…�r�p�	 �…�r�p�	 �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

?1 ������� �
�����

?0 ������� ���
��

1 
�
��� 
�
���

0 
�
��� 
�
���

�Æ����� ��
�F�¶�ç�…�4 Origin-Agent-Cluster �…�r�p�	�W�

�ƒ�	�˜�W�9 #/('�'?L?D=�.J7D:7H:�1 ��� �N�p���1�*�B�M���>�¶�2�"�0�|�O� �N�0���B�$�����N

�9� 1 ��G� 0 ��8�J���4�W�����8�…�r�p�	�5�9�"�0�`�Ú�1���M���2�Q�¬�V�"�B�$���ß���5�F����

�N�K�8�W�8�%�ˆ�9�Å�|�…�1�$�� ?1 ��W�9� Origin-Agent-Cluster ��8�y�¶�8�{�Ú�W�1���L��

�ý�Ý�Q�����8�@�È�5�[�„�v�V�œ�"�*�����2�Q�‘���M�*�E�5�%�ˆ� �N���2�8�$�?�0�8�W�9�`�7

� �N�B�$���•�}�V�˜�1�9���…�r�p�	�8�
��¦�¢���{�Ú�4� ?1 ��W�Q�?�-�0���B�$���#�Æ�4��

�K���…�r�p�	�W�8
�
���9� 1 ��1���L���ý�Ý�Q���õ�ˆ�—�n�	�j�8�%�ˆ�Q�—�`�Y�j�v�"�*���5�F

�����P�K�%�`�7� �N�M�W�1�$���

����   =IIEH���=IIEL<�DG<�HE:8H�G;8�����=IBA�7DDA:6C�

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 311

https://developer.mozilla.org/docs/Web/HTTP/Reference/Headers/Origin-Agent-Cluster
https://developer.mozilla.org/docs/Web/HTTP/Reference/Headers/Origin-Agent-Cluster
https://httpwg.org/specs/rfc8941.html#boolean


document.domain �8�%�ˆ �8�%�ˆ

document.domain �Q�%�ˆ�$�M���2�1���ý�Ý�Q�9�Ã���8�w�^�’�Ž�œ�v�8�w�Ž�V�œ�����Q�´�C

�Y�M���2���1�����º�"���w�Ž�V�œ�Q�í�|�$�M���2�F�1���B�$���Ã���8�w�Ž�V�œ�8�j�	�~�	�w

�Ž�V�œ�8�C�f�â�����(�8�Ð���ƒ�–�W�g�9�¬�¶�[�—�i�œ�Š�—�h�	�8�q�X�r�`�5�º�"���w�Ž�V�œ

�Q�[�—�i�œ�2�"�0�%�ˆ�"�B�$���*�+�"�����8�„�š�~�t�U�8�%�ˆ�9�Ã���÷�È�Ž�2�4�-�0���L��

�ƒ�–�W�g�9�B�F�4�����8�„�š�~�t�U�8�f�Š�	�v�Q�z�3�$�M�â�È�Ó�����L�B�$���

Blink�@�È �@�È �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

DocumentSetDomain 
����� 
�����

DocumentDomainSetWithNonDefaultPort 
����� 
�����

DocumentDomainEnabledCrossOriginAccess 
�


��� 
�


���

DocumentDomainBlockedCrossOriginAccess 
�


��� 
�


���

DocumentOpenAliasedOriginDocumentDomain 
�



��� 
�



���

�Æ����� ��²�|�8�B?DA�@�È�5�6�/�� document.domain �8�%�ˆ�

�u�j�`�v�r�„�2�•�}�V�˜�8�W�X�ƒ�f�V�v�8���,
����W�U��� document.domain ��l�r�o�	�Q

�%�ˆ�"�0�‡�	�i�8�[�—�i�œ�Q�(�ä�"�0���L���÷�u�‚�Z�˜�v�Š�	�v�1�ì���f�V�v�9� �K�5�‘�4

�����2�������L�B�$�����N�9���Ü���4�v�™�œ�w�1�$�����¨���2�"�0�d�	�w�Q�ä�º�$�?���Í�T

�8�W�X�ƒ�f�V�v���.���"�B�$���

CSP�2X-Frame-Options�5�J�M�`�—�r�`�i�•�r�^�œ�a�H�Ñ �2 �5�J�M�`�—�r�`�i�•�r�^�œ�a�H�Ñ

���x�8�J���5���d�œ�t�œ�s�l�^�’�—�t�U�Š�—�h�	���.+���9� frame-ancestors ��u�U�™�`�t

�U�ƒ�Q�%�ˆ�"�0 �`�—�r�`�i�•�r�^�œ�a ��� �ã�£�5�9�"�0�{�Ú�1�$���¶���8�¢�§�.+�…�r�p�	�W

�5�9� 'none' ��B�*�9� 'self' ��W�Q�?�.� frame-ancestors ��u�U�™�`�t�U�ƒ���/�B�N�0��

�L���‡�	�i�8�O�E�û�C�Q���8�…�5�ƒ�š�r�`�$�M�����¬�¶�[�—�i�œ�8�‡�	�i�>�8�O�E�û�C�Q�Ñ

�Å�"�B�$���

�`�—�r�`�i�•�r�^�œ�a�ã�£�5�9�$�M�&�8�H�Ñ�;�<�9�� X-Frame-Options ��3!*�� �…�r�p�	

�Q�u�#�0�1�$��3!*�…�r�p�	�Q�í�|�$�M���2�1���ý�Ý�Q�9�w�^�’�Ž�œ�v���2�8�w�^�’�Ž�œ�v

�5�O�E�û�E�4�����2��V� )4V�����B�*�9�¬�¶�[�—�i�œ�8�w�^�’�Ž�œ�v�8�C�5�O�E�û�E�M���2

�� SAMEORIGIN���Q�‘���M���2���1���B�$���

����   =IIEH���DL6HE�DG<�LLL
8DBBJC>IN�6II68@H��A>8@?68@>C<�

�� II �› 9 : �l�^�’�—�t�U

312 2025 HTTP Archive�5�J�MWeb Almanac

https://developer.mozilla.org/docs/Web/API/Document/domain
https://developer.mozilla.org/docs/Web/API/Document/domain
https://owasp.org/www-community/attacks/Clickjacking
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Frame-Options


�…�r�p�	 �…�r�p�	 �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

SAMEORIGIN ������� �������

DENY ����
�� �������

ALLOWALL 
����� 
�����

SAMEORIGIN, SAMEORIGIN 
����� 
�����

allow-from https://s.salla.sa 
����� 
�����

�Æ���
� ��
�F���X�"�0���M X-Frame-Options �…�r�p�	�W�

�ý�Å�8�u�	�o�2 �
���Å ��� �8�u�	�o�1�9�@�2�R�3�(�Ý���4�����2�������L�B�$�� X-Frame-

Options ��…�r�p�	�9�X�5�¬�¶�[�—�i�œ�8�W�X�ƒ�f�V�v���‡�	�i�Q�O�E�û�E�M�J���5�$�M�*

�E�5�%�ˆ� �N�0���B�$������������A�5���Á�¬�8�‡�	�i���C�¿�8�d�œ�t�œ�s�Q�O�E�û�D���2

�Q�c�í�$�M�*�E�5�%�ˆ� �N�0���B�$������������

�(��� �N�M�2�8�W�8�±�9�t�	�ƒ�˜�8��ì�n���K��ì�n�5�B� �N�0���B�$�� ALLOW-FROM��W�9

���.�0�{�Ú�1�"�*�����Ã���9�÷�È�Ž�1�ƒ�–�W�g�5�`�7� �N�B�$��3!*�1� ALLOW-FROM��Q�%

�ˆ�$�M�A�P�L�5���ý�Ý�Q�9�.+�8� frame-ancestors ��u�U�™�`�t�U�ƒ�8�%�ˆ�5�ê�L�>���M�?

���1�$�����N�K�8�$�†�ÿ�8�W�9���B�L�·�K�N�B�&�R�����…�r�p�	�Q�í�|�$�M���2�1�/�Ô���{

�Ú�5�4�M�2�>�<�$�M�ý�Ý�Q�5�J�-�0�í�|� �N�0���M�¦�õ�����L�B�$���

�`�š�j�[�—�i�œ�Š�—�h�	�Q�%�ˆ�"�*�ã�£�H�Ñ �`�š�j�[�—�i�œ�Š�—�h�	�Q�%�ˆ�"�*�ã�£�H�Ñ

.F;9JH;�2(;BJ:EMD ��� �8�J���4�‹�V�`�š�T�	�^�t�`�q�•�f�V�w�q�•�z�˜�ã�£�2 �HEII
.?J;�

' ;7AI��3.
' ;7AI�� ��� �8�”�¦�5�J�L���`�š�j�[�—�i�œ�—�n�	�j�8�%�ˆ�2�O�E�û�C�5�+�$�M�l�^

�’�—�t�U�8�7�•���(�P�L�B�"�*�����N�K�8�s�«�5�9�Ó�"�0���2�8�W�X�ƒ�f�V�v�1�8�—�n�	�j

�8�™�œ�p�—�œ�a�Q�Ñ�Ñ�"�����N�K�8�º�"���s�«���K�/�Ô�$�M�*�E�8�º�"���Ž�\�y�k�•�����Ô

� �N�B�"�*���

�`�š�j�[�—�i�œ�Š�—�h�	�2�"�0�X�K�N�M���Í�8�º�"���l�^�’�—�t�U�…�r�p�	�����N�K�8�é�E

�>�8�9�Ó�2�"�0���Ô� �N�B�"�*���HEII
*H?=?D
-;IEKH9;
+ EB?9O���*-+�����HEII
*H?=?D


 C8;::;H
+ EB?9O���* +�����HEII
*H?=?D
*F;D;H
+ EB?9O���**+�������N�K�8�…�r�p�	

�9���ý�Ý�Q���—�n�	�j���¯�4�M�[�—�i�œ�*�1�3�8�J���5�O�E�û�B�N�M���Q�Ñ�Ñ�1���M�J���5

�$�M���2�1���f�V�w�q�•�z�˜�ã�£���K�/�Ô�$�M�Ž�\�y�k�•�Q�•�h�"�B�$�����N�K�8�…�r�p�	

�8�$�?�0�8���ˆ���Å���!�á�"�-���0���L���*-+�2�**+�8�¤�;���ý�Å���¦�¢�8���ˆ�š�5�I

�"�0���M���2���(��� �N�B�$���

����   =IIEH���6AB6C68�=IIE6G8=>K:�DG<�?6��
���H:8JG>IN��l�^�’�—�t�U�…�r�p�	�8���ˆ �
����   =IIEH���HE:8IG:6II68@�8DB��
����   =IIEH���MHA:6@H�9:K��

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 313

https://almanac.httparchive.org/ja/2024/security#%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%83%98%E3%83%83%E3%83%80%E3%83%BC%E3%81%AE%E6%8E%A1%E7%94%A8
https://spectreattack.com/
https://xsleaks.dev/
https://xsleaks.dev/


�`�š�j�[�—�i�œ�Y�œ�†�r�p�	�Š�—�h�	 �`�š�j�[�—�i�œ�Y�œ�†�r�p�	�Š�—�h�	

�HEII
*H?=?D
 C8;::;H
+ EB?9O���* +�� ��
 �9���ý�Ý�Q���3�8�`�š�j�[�—�i�œ�—�n�	�j���Ã��

�8�w�^�’�Ž�œ�v�5�O�E�û�E�M���Q�í�|�1���M�J���5�"�B�$���u�‚�Z�˜�v���…�r�p�	���.���"

�4���¦�õ���1�9���$�?�0�8�`�š�j�[�—�i�œ�—�n�	�j���‡�	�i�5�O�E�û�E�B�$�����N�9�…�r�p

�	��� unsafe-none ��W�1�í�|� �N�0���M�¦�õ�2�¬�#�«���1�$���

COEP�W �W �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

unsafe-none ������� �������

require-corp ������ ������

credentialless ������ ������

�Æ����� ��f�â� �N�*�W�8�{�Ú�4�}�—�Y�	�h�”�œ�Q�/�D�* +�…�r�p�	�8���X�š�

���Å�2�ð���"�0 ��� ���@�2�R�3�8�ý�Ý�Q�9�¨���2�"�0� unsafe-none ��W�Q�%�ˆ�"�0�$�?�0�8�d

�œ�t�œ�s���Ã���8�w�^�’�Ž�œ�v�5�O�E�û�B�N�M���2�Q�e�B�…�5�f�â�$�M�*�E�5�* +�…�r�p

�	�Q�í�|�"�0���B�$�����8�W�8�%�ˆ�š�9�•�}�V�˜�1�¨���2�"�0����¦�¢���L�B�$�������Å��

�Æ����� ��`�š�j�[�—�i�œ�…�r�p�	�8�›�@�…�4�%�ˆ�ª�q�� �

��
�   =IIEH���9:K:ADE:G�BDO>AA6�DG<�9D8H�1:7�"..* �":69:GH��GDHH
)G><>C
�B7:99:G
*DA>8N�
����   =IIEH���6AB6C68�=IIE6G8=>K:�DG<�?6��
���H:8JG>IN��`�š�j�[�—�i�œ�Y�œ�†�r�p�	�Š�—�h�	 �

�� II �› 9 : �l�^�’�—�t�U

314 2025 HTTP Archive�5�J�MWeb Almanac

https://almanac.httparchive.org/static/images/2025/security/cross-origin-headers-trend.png
https://almanac.httparchive.org/static/images/2025/security/cross-origin-headers-trend.png
https://developer.mozilla.org/docs/Web/HTTP/Headers/Cross-Origin-Embedder-Policy
https://almanac.httparchive.org/ja/2024/security#%E3%82%AF%E3%83%AD%E3%82%B9%E3%82%AA%E3%83%AA%E3%82%B8%E3%83%B3%E3%82%A8%E3%83%B3%E3%83%99%E3%83%83%E3%83%80%E3%83%BC%E3%83%9D%E3%83%AA%E3%82%B7%E3%83%BC


�K�u���y�Ü�"�0���L���ý�Ý�Q���…�r�p�	�8�%�ˆ�Q�(�ä�"�*�E�0���M���2�Q�B�"�0���M�â�È

�Ó�����L�B�$���

�2�8�W� require-corp ��2� credentialless ��9���Å���K�(�N�)�N
����2
����8�P�%���4��

�ˆ�!�á�Q�·�&�B�"�*�� require-corp ��Q�%�ˆ�$�M�¦�õ���ƒ�–�W�g�9�¬�¶�[�—�i�œ�d�œ�t�œ

�s�B�*�9�*-+�5�J�-�0�O�E�û�C���f�â� �N�*�`�š�j�[�—�i�œ�d�œ�t�œ�s�8�C���‡�	�i�5�O

�E�û�B�N�M���2�Q�n�Ñ�"�B�$���

credentialless ��8�¦�õ���ƒ�–�W�g�9�d�œ�t�œ�s�8�*-.�Š�—�h�	�5�+�‘�4��� no-cors ��•

�	�w�1�`�š�j�[�—�i�œ�—�`�Y�j�v�Q�f�â�"�B�$�����`�r�^�	�9�—�`�Y�j�v�5�•��� �N�B�&

�R���

�`�š�j�[�—�i�œ�—�n�	�j�Š�—�h�	 �`�š�j�[�—�i�œ�—�n�	�j�Š�—�h�	

�* +�2�+�¹�"�0�� �HEII
*H?=?D
-;IEKH9;
+ EB?9O���*-+�� ��� �9���Ã���8�w�^�’�Ž�œ�v�5�3�8

�d�œ�t�œ�s���O�E�û�B�N�M���Q�n�Ñ�$�M�8�1�9�4�����Ã���8�d�œ�t�œ�s���3�8�w�^�’�Ž�œ�v

���K�T�`�l�j�1���M���Q�%�–�"�B�$���

�â�È�4�W�9� cross-origin �� same-origin �� same-site ��8��.�+���1�$�� cross-

origin ��W�9�$�?�0�8�w�^�’�Ž�œ�v���—�n�	�j�5�T�`�l�j�1���M�J���5�"�� same-origin 

�2� same-site ��W�9�(�N�)�N�¬�¶�[�—�i�œ�B�*�9�f�V�v�8�w�^�’�Ž�œ�v�8�C�5�—�n�	�j�>�8

�T�`�l�j�Q�Ñ�Å�"�B�$���ý�Ý�Q�9 �[�—�i�œ���j�^�	�•���ˆ�j�v���Š�	�v���2�f�V�v���”�À�â

�È�4�w�Ž�V�œ���8�²�� ��� �Q�Â�F�$�?���1�$���…�r�p�	���.���$�M�¦�õ�� no-cors ��•�	�w�8

�—�`�Y�j�v�9�ƒ�–�W�g�5�J�-�0�ƒ�š�r�`� �N�B�$���

CORP�W �W �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

cross-origin ������� �
�����

same-origin ����
�� �������

same-site ���
�� ������

�Æ����� ��*-+��…�r�p�	�W�8���X�š�

�@�2�R�3�8�¦�õ���…�r�p�	�9���K�H�M�`�š�j�[�—�i�œ�—�n�	�j�>�8�T�`�l�j�Q�f�â�$�M�*�E

�5�%�ˆ� �N�0���B�$���ý�Å���8�Í�>�5�C���4�(�Ý���·�K�N�� ���Å ��� ���K�
��¦�¢�y�Ü�"�0�•

�}�V�˜�1�
����5�4�-�0���B�$���¶�;�� same-origin ��W�8�%�ˆ�9�u�
��¢�”�"�0���L���ý

�Ý�Q���`�š�j�[�—�i�œ�T�`�l�j���K�—�n�	�j�Q�/�Ô�$�M�;�Ü�5�°�ì�"�0���M���2�Q�B�"�0��

�B�$�� same-site ��8�%�ˆ�h�X�T�9�@�A�¬�#�1���á�~�	�l�œ�v�W�U�8�P�%���4�Á�‘�Q�B�"�0

����   =IIEH���9:K:ADE:G�BDO>AA6�DG<�9D8H�1:7�"..* ��GDHH
)G><>C5,:HDJG8:5*DA>8N�
����   =IIEH���L:7�9:K �6GI>8A:H�JGA
E6GIH�
����   =IIEH���6AB6C68�=IIE6G8=>K:�DG<�?6��
���H:8JG>IN��`�š�j�[�—�i�œ�—�n�	�j�Š�—�h�	 �

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 315

https://developer.mozilla.org/docs/Web/HTTP/Cross-Origin_Resource_Policy
https://web.dev/articles/url-parts
https://web.dev/articles/url-parts
https://almanac.httparchive.org/ja/2024/security#%E3%82%AF%E3%83%AD%E3%82%B9%E3%82%AA%E3%83%AA%E3%82%B8%E3%83%B3%E3%83%AA%E3%82%BD%E3%83%BC%E3%82%B9%E3%83%9D%E3%83%AA%E3%82%B7%E3%83%BC


���B�$���

�`�š�j�[�—�i�œ�[�	�„�x�	�Š�—�h�	 �`�š�j�[�—�i�œ�[�	�„�x�	�Š�—�h�	

�
�Ð�8�`�š�j�[�—�i�œ�Š�—�h�	�…�r�p�	�� �HEII
*H?=?D
*F;D;H
+ EB?9O���**+�� ��� �9���ý�Ý

�Q��� window.open ��4�3�8�ƒ�–�W�g�+$�Q�u�#�0�‡�	�i�Q�ý���*�2���5�2�8�‡�	�i���(�8�‡

�	�i�Q���˜�1���M�;�<�Q�Ñ�Ñ�1���M�J���5�"�B�$���

�u�‚�Z�˜�v�W�8� unsafe-none ��9�**+�/�Ô�Q�`�Ú�5�1���M�J���5�"�����N�9�…�r�p�	���.

���"�4���¦�õ�5�F�H���L�B�$���ý�Ý�Q��� window.open ��Q�%�ˆ�"�0� unsafe-none ��Q�%�ˆ

�$�M�‡�	�i�Q�ý���*�¦�õ���,� �N�*�W�Q�%�ˆ�"�0�ý���N�*�‡�	�i�8�²�|�8�„�š�~�t�U�5�T�`

�l�j�1�������N���HEII
.?J;�' ;7AI�5�.�4���M�â�È�Ó�����L�B�$���

same-origin ����[�	�„�x�	�2�ý���N�*�—�n�	�j�8�¤�;�5�.���$�M�¦�õ�� windows.open 

�5�J�-�0�,� �N�*���˜�9�[�	�„�x�	���%�ˆ�1���B�$�� same-origin-allow-popups ��9��

�w�^�’�Ž�œ�v���¨���2�"�0�«���$�M���˜�>�8�T�`�l�j�Q�±�?�"�4���K�� unsafe-none ��Q�?

�.�&�8�w�^�’�Ž�œ�v�Q�ý���M�J���5�"�B�$���

�
�Ð�5�� noopener-allow-popups ��9���ý���N�*�w�^�’�Ž�œ�v�F�¬�#�**+�W���í�|� �N

�0���M�¦�õ�Q�ˆ���0�����˜�5�§�"�0�T�`�l�j�1���4���J���5�"�B�$���

COOP�W �W �u�j�`�v�r�„ �u�j�`�v�r�„ �•�}�V�˜ �•�}�V�˜

same-origin ������� �������

unsafe-none ������� �������

same-origin-allow-popups ������� ������

noopener-allow-popups 
�
��� 
�
���

�Æ����� ��f�â� �N�*�W�8�{�Ú�4�}�—�Y�	�h�”�œ�Q�/�D�**+�…�r�p�	�8���X�š�

�**+�8�
�F�¿���4� same-origin ��W�8�%�ˆ�9�•�}�V�˜�1��������K������5�º���-���¢�”

�"�0���B�$�� noopener-allow-popups ��9�÷�§�5�º�"���W�1�� ���Å ��� �5�9�B�+�.���"�B�&�R

�1�"�*���ý�Å�9���8�W�Q�%�ˆ�$�M�‘�Í�8���ˆ�Q���	�Â� �N�B�$�� unsafe-none ��8�%�ˆ�9

�
��¦�¢�y�Ü�"�B�"�*�����N�K�8�(�Ý�9�**+�8�%�ˆ�5�����0���Ü���4�À�Ý�Q�B�"�0���B

�$���

����   =IIEH���9:K:ADE:G�BDO>AA6�DG<�9D8H�1:7�"..* �":69:GH��GDHH
)G><>C
)E:C:G
*DA>8N�
����   =IIEH���6AB6C68�=IIE6G8=>K:�DG<�?6��
���H:8JG>IN��`�š�j�[�—�i�œ�[�	�„�x�	�Š�—�h�	 �

�� II �› 9 : �l�^�’�—�t�U

316 2025 HTTP Archive�5�J�MWeb Almanac

https://developer.mozilla.org/docs/Web/HTTP/Headers/Cross-Origin-Opener-Policy
https://almanac.httparchive.org/ja/2024/security#%E3%82%AF%E3%83%AD%E3%82%B9%E3%82%AA%E3%83%AA%E3%82%B8%E3%83%B3%E3%82%AA%E3%83%BC%E3%83%97%E3%83%8A%E3%83%BC%E3%83%9D%E3%83%AA%E3%82%B7%E3%83%BC


�`�š�j�[�—�i�œ�T�V�n�™�	�h�”�œ �`�š�j�[�—�i�œ�T�V�n�™�	�h�”�œ

SharedArrayBuffer ��G� Performance.now ��4�3�8�²�|�8�@�Y�+$�5�T�`�l�j�$�M�*�E�5

�9���f�V�v�� �`�š�j�[�—�i�œ�T�V�n�™�	�h�”�œ�ª�= ��� �1���M�ÿ�Š�����L�B�$���`�š�j�[�—�i

�œ�T�V�n�™�	�h�”�œ�ª�=�1���M�*�E�5�9���ý�Ý�Q���* +�Q� same-origin ��5�í�|�"��

�*-+�Q� require-corp ��B�*�9� credentialless ��8���%�N���5�í�|�$�M�ÿ�Š�����L�B

�$���(�8�Ð���ƒ�–�W�g�9���N�K�8�+$�>�8�T�`�l�j�Q�	�<�f�â�"�B�$�����N�93.�' ;7AI�5�9

�$�M�/�Ô�Q�n�Ý�"�B�$���
�•�1�9���ý�Ý�Q�9 �w�^�’�Ž�œ�v�T�V�n�™�	�h�”�œ�Š�—�h�	 ��� �Q�%

�ˆ�"�0�`�š�j�[�—�i�œ�T�V�n�™�	�h�”�œ�5�[�„�v�V�œ�$�M���2�F�1���B�$���

Clear-Site-Data �Q�%�ˆ�"�*�ã�£�H�Ñ �Q�%�ˆ�"�*�ã�£�H�Ñ

Clear-Site-Data �#//+�™�j�Š�œ�j�…�r�p�	�Q�%�ˆ�$�M���2�1���ý�Ý�Q�9�`�–�V�T�œ�v�5

�ƒ�–�W�i�œ�a�u�	�o�Q�`�—�T�$�M�J���/�B�1���B�$���…�r�p�	�8�W�9�`�—�T�$�M�u�	�o�8�]

�¯�Q�/�|�"�B�$�����N�9�“�	�g�	���W�X�ƒ�f�V�v���K�š�a�T�W�v�$�M�2���5�t�›�,���ý�Ý�Q

�9�Â�ž�`�r�^�	���	�L�5�`�—�T� �N�M���2�Q�	�Â�1���B�$���

Clear-Site-Data ��8���ˆ�š�Q�Ù�	�5�È�|�$�M���2�9�¼�"���1�$���(�8�%�ˆ�9�“�	�g�	�Q�š

�a�T�W�v� �&�M���5�
�F�à�W�����M���2���3���*�E�1�$���%�ˆ�"�0���M�`�š�	�–�	�9�W�X�ƒ

�f�V�v�5�š�a�V�œ�"�4���*�E���š�a�T�W�v�Ð�5�…�r�p�	�Q�%�ˆ�$�M�f�V�v�Í�Q�	�Â�$�M�*�E

�5�š�a�T�W�v�$�M���2�F�1���B�&�R���Ã�@�•�1�9�� Clear-Site-Data ��…�r�p�	�Q�%�ˆ�"�0

���M�	
���8�•�}�V�˜�ˆ�j�v���	�Â� �N�0���L�����N�9�`�š�	�˜� �N�*�ˆ�j�v�8���Í�8
�
��

�5�$���B�&�R���

����   =IIEH���9:K:ADE:G�BDO>AA6�DG<�9D8H�1:7��*#�1>C9DL �8GDHH)G><>C#HDA6I:9�
����   =IIEH���L>8<�<>I=J7�>D�9D8JB:CI
>HDA6I>DC
EDA>8N��

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 317

https://developer.mozilla.org/docs/Web/API/Window/crossOriginIsolated
https://wicg.github.io/document-isolation-policy/
https://developer.mozilla.org/docs/Web/HTTP/Headers/Clear-Site-Data
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�`�—�T�f�V�v�u�	�o�W �`�—�T�f�V�v�u�	�o�W
�u�j�`�v�r�u�j�`�v�r

�„ �„

�•�}�V�•�}�V

�˜ �˜

cache �
����� �������

* ������� �
�����

cookies ��
��� ������

"cache" ������ ������

"storages" ������ ��
���

cache, cookies, storage ������ ������

"cache", "cookies", "storage", 

"executionContexts" 
������ ������

"cookies" ������ ������

"storage" ������ ��
���

"cache", "storage", "executionContexts" ������ ������

�Æ����� � Clear-Site-Data �…�r�p�	�8���X�š�

�u�	�o�9���@�2�R�3�8�ý�Ý�Q���^�•�r�h�’�Q�`�—�T�$�M�*�E�5� Clear-Site-Data ��…�r�p

�	�Q�%�ˆ�"�J���2�"�0���M���2�Q�B�"�0���B�$���
�F���X�"�0���M�W�9� cache ��1���A�5�›

�V�˜�w�\�	�w���>� * ��2� cookies ����-���B�$���¢�§��.�8�W�9�$�?�0�$�†�5�J�M�2�`�Ú�1

�$�����8�…�r�p�	�8�W�9�
�º�ˆ���������>�¶���1�4���N�:�4�K�%���.�B�L�

"cache" �� "*" �� "cookies" ����¬�¡�8�{�Ú�4�W�1�$���¢�§��.�8�W�Q�õ�P�&�M�2���•�}�V

�˜�8�Ã���8�…�r�p�	�W�8���
���Q�$�1�5�ó�E�0���M�*�E�����N�9�±�Æ� �N�B�$���

���N�K�8�Í�>�9�Å�����4�L�(�«�"�B�$�����…�r�p�	�8���ˆ�š���y���*�E���÷�§�5�‘�Í�8�ˆ�j

�v�����9�…�4���õ�Q�C���5�(�ä�1���M���2�1�ï�e�1���M�2�ê���K�N�B�$���

<meta> �Q�%�ˆ�"�*�ã�£�H�Ñ �Q�%�ˆ�"�*�ã�£�H�Ñ

�™�j�Š�œ�j�…�r�p�	�1�í�|�$�M���2�5�á���0���W�X�ƒ�8�l�^�’�—�t�U�Ž�\�y�k�•�8�¶���9�

<meta> ��o�a�Q�%�ˆ�"�0#/('�w�^�’�Ž�œ�v�¸�1�r�ë�í�|�1���B�$���(�8�±�2�"�0�

Content-Security-Policy ��2� Referrer-Policy ������L�B�$�����N�K�8�Ž�\�y�k�•�>�8

C;J7�o�a�8�%�ˆ�9 ���Å ��� ���K�@�A�£�|�"�0���L���.+�2-;<;HH;H
+ EB?9O�1�(�N�)�N�u
��
��2

����   =IIEH���6AB6C68�=IIE6G8=>K:�DG<�?6��
���H:8JG>IN�B:I6�Q�%�ˆ�"�*�ã�£�8�H�3 �

�� II �› 9 : �l�^�’�—�t�U

318 2025 HTTP Archive�5�J�MWeb Almanac

https://almanac.httparchive.org/ja/2024/security#meta%E3%82%92%E4%BD%BF%E7%94%A8%E3%81%97%E3%81%9F%E6%94%BB%E6%92%83%E3%81%AE%E9%98%B2%E6%AD%A2


�u���
��1�$�����Å�2�¬�†�5���.+�8�P�%���4�Á�‘�2-;<;HH;H
+ EB?9O�8�P�%���4�!�á���(��

� �N�B�$���

Meta�o�a �u�j�`�v�r�„ �•�}�V�˜ 

includes Referrer-policy ������ ������

includes CSP 
����� 
�����

includes not-allowed policy 
����� 
�����

�Æ����� �C;J7�o�a�Q�%�ˆ�"�0�¯�4�M�Š�—�h�	�Q�{�Ú�5�"�0���M�ˆ�j�v�8���õ�

�2�8�l�^�’�—�t�U�Ž�\�y�k�•�9� <meta> ��o�a�Q�%�ˆ�"�0�í�|�1���B�&�R�����Q�Å�ý�Ý�Q��

���N�Q�9�C�0���M�8���	�Â� �N�B�$���ý�Å�9�•�}�V�˜�1C;J7�o�a�Q�%�ˆ�"�0�í�|�1���4���Š

�—�h�	��
�
�����K
�����5�!�á�"�0���B�$�����N�K�8�W�9�ƒ�–�W�g�5�`�7� �N�M�*�E���Ù

�"���…�r�p�	���í�|� �N�0���4���¦�õ���“�	�g�	���ä�W�4�ª�=�5�4�M�â�È�Ó�����L�B�$���œ

�-�…�4�±�2�"�0���ý�Å�9� X-Frame-Options ��Š�—�h�	�Q�/�D�	����8C;J7�o�a���·�.���L�B

�"�*�����N�9���Å�J�L�u�

�‡�	�i�3�����±�Æ� �N�M�v�™�œ�w�1�$���

�W�X�ƒ�¤�ô�ÝAPI �W�X�ƒ�¤�ô�Ý

�W�X�ƒ�¤�ô�Ý�+$ �

 �9���6�J�…�4�¤�ô�Ý�����Q�L�ì�$�M�V�œ�o�	�‚�X�	�j�Q�•�h�$�M

%7L7.9H?FJ��+$�1�$���(�8�J���4�����8�±�9���’�Í�8�Û�Ô���|�r�h�’�Ý���d�œ�t�œ�s�8�ƒ

�c���ƒ�c�8�²�ž���(�"�0�F�,�O�R�¤�ô�Ý�2���ô�Ý�1�$���

�

�   =IIEH���LLL �L��DG<�.,�1 :7�GNEID�*#��

�� II �› 9 : �l�^�’�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 319

https://www.w3.org/TR/WebCryptoAPI/
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�ˆ�$�M���5�ž�ö�Q�-���4���N�:�4�L�B�&�R���”�ˆ�â�È�4�3���8�l�^�’�—�t�U�Ž�\�y�k�•�8��

��� �8�!�C�5�J�L���W�X�ƒ�¢�1�8�Ó�í�|�8�Í���!�á�"�0���M�8���·�K�N�B�"�*���‡�	�i�8


������ƒ�–�W�g�1�f�Š�	�v� �N�0���4���5�F�����P�K�%� <meta> �#/('�o�a�1�l�^�’�—�t

�U�Š�—�h�	�Q�í�|�"�0���M���2�������L�B�"�*���F���¶�.�8�p�E�9�+�¹�$�M�/�Ô�8�*�8���¬

�1�$���* +�…�r�p�	�8�W�8���9���+�¹�$�M�*-+�B�*�9�**+�…�r�p�	�1�8�C�{�Ú�4�`�Ú

�W�1�$���B�*���ý�Ý�Q�8�ñ�¼�8�J���4�•�F�(��� �N�0���L���u�„�š�V�Q�J�L�%�–�"�G�$���$

�M���û���…�4�p�E�Q�H���*�E�5���/�Ô�8�
�F�'�G���4�W���í�|� �N�0���B�$���±���:�

Timing-Allow-Origin ��…�r�p�	�8�›�V�˜�w�\�	�w�W�9���N�K�8�…�r�p�	�8����¦�¢�5�Ã

�N�0���B�$���ß�����ý�Ý�Q���p�E�Q�Â�F�$�N�:�����N�K�8�p�E�Q�&�L�5�Ÿ�Á�1���B�$���

�•�Ž�8�º�"���ã�£�9�ÿ���…�5�Ð�ú�`�8�“�	�g�	�Q�£���5�/�.�*�E�8� �K�5�3���8�/�Ô�Ž�\�y

�k�•�8�í�•�Q�È�À�$�M�1�"�I�����Õ���›�¥�Q�9�ý�Ý�Q�8���’�Q�ö���M�*�E�5���N�K�8�º�"��

�Ž�\�y�k�•�8����� �Q�Á�K�$���2�5�—�•�Q� �0�M�ÿ�Š�����L�B�$�����º�"���l�^�’�—�t�U�@

�È�8���ˆ�5�@�*�������M�¶�;�1���ð���…�º�"���Š�—�h�	�����ˆ� �N���@�*�2�2�F�5�3���8��

�ˆ�Q�±�0���L���$�?�0�8�Â�5�2�-�0�J�L�£���4�W�X�ƒ�Q�Û�C�v�"�0���B�$���

�f�Q �f�Q

1?A�17D:;HB?D:;D�

�L?AL7D:;HB?D:;D� � L?AL7D:;HB?D:;D�� L?AL7D:;HB?D:;D�� >JJFI���L?AL7D:;HB?D:;D�8;��

1?A�17D:;HB?D:;D�9&0�' ;KL;D�8 �?IJH?);J�¶�\�a�˜�	�„ ��� �8�d�œ�•�’�	�o�f�V�Y

�œ�j�×�)�é�€�8���Û�1�$���W�X�ƒ�2�z�r�v�›�	�`�l�^�’�—�t�U�8�¶�\�5�Y�L��

�R�1���L���²�5�W�X�ƒ�T�„�—�b�	�h�”�œ�2�„�š�v�d�˜�5�����M�o�V�Œ�œ�a�—�	

�`�5�d�«�"�0���B�$���

";HJ@7D�!H7DA;D�

�"%!-6� � "%!-� � =;HJ@7D
<H7DA;D� � >JJFI���=@<H�:; L�

";HJ@7D�!H7DA;D�9��&0�' ;KL;D�8 �?IJH?);J�¶�\�a�˜�	�„ ��� �8�Š�j�w�`�¶�\�¸�1

�$���W�X�ƒ�l�^�’�—�t�U�2�„�–�V�}�h�	�8�†���4�$�j�Q�¶�\�"�0���L���²�5�ƒ

�–�W�g�l�^�’�—�t�U�Š�—�h�	�8�C�«���å�5�d�«�"�0���B�$�����8�¶�\�8�¶�#�2

�"�0���}�a�8�–�V�‚�f�V�`�˜�Q�²�|�$�M�[�	�„�œ�n�	�j�s�	�˜ �K=#E= ��� �Q�%�–

�"�0���B�$���

����   =IIEH���9>HIG>C:I�8H�@JA:JK:C�7:��
����   =IIEH���9>HIG>C:I�8H�@JA:JK:C�7:��
����   =IIEH���<>I=J7�8DB��>HIG>(:I��J<"D<�

�� II �› 9 : �l�^�’�—�t�U

342 2025 HTTP Archive�5�J�MWeb Almanac

https://x.com/vikvanderlinden
https://github.com/vikvanderlinden
https://www.linkedin.com/in/vikvanderlinden/
https://vikvanderlinden.be/
https://distrinet.cs.kuleuven.be/
https://x.com/GJFR_
https://github.com/GJFR
https://www.linkedin.com/in/gertjan-franken/
https://gjfr.dev/
https://distrinet.cs.kuleuven.be/
https://github.com/DistriNet/BugHog
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https://developer.mozilla.org/docs/Web/API/Clipboard_API
https://developer.mozilla.org/docs/Web/API/File_System_API
https://developer.mozilla.org/docs/Web/API/Service_Worker_API
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https://github.com/tomayac/fugu-api-data
https://github.com/HTTPArchive/custom-metrics/blob/main/dist/fugu-apis.js
https://developer.chrome.com/docs/capabilities
https://developer.chrome.com/docs/capabilities
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Compression Streams API 
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const  text = "Hello Web Almanac 2025!" ; 

const  stream = new Blob ([text]). stream (); 

const  compressed = stream. pipeThrough ( new 

CompressionStream ( "gzip" )); 

const  decompressed = compressed. pipeThrough ( new 

DecompressionStream ( "gzip" )); 

const  result = await new Response (decompressed). text (); 

console. log (result); // "Hello Web Almanac 2025!" 
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https://developer.mozilla.org/docs/Web/API/Compression_Streams_API
https://web.dev/streams
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// Write text 

await navigator.clipboard. writeText ( "Hello from Web Almanac!" ); 

// Read text 

const  text = await navigator.clipboard. readText (); 

console. log (text); // "Hello from Web Almanac!" 
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Web Share API 
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const  data = { 

  title: "Web Almanac 2025" , 

  text: "Check out the latest edition of the Web Almanac!" , 

  url: "https://almanac.httparchive.org/en/2025/" , 

}; 

if  (navigator.canShare && navigator. canShare (data)) { 

  try  { 

    await navigator. share (data); 

    console. log ( "Data shared successfully!" ); 

  } catch  (err) { 

    console. error ( "Share failed:" , err); 

  } 

} else  { 

  console. warn ( "Sharing not supported on this device." ); 

} 
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Device Memory API 
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console. log (navigator.deviceMemory); 

// Example output: 8 (for an 8 GB device) 
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Media Session API 
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navigator.mediaSession.metadata = new MediaMetadata ({ 

  title: "Web Almanac Podcast" , 

  artist: "HTTP Archive" , 

  album: "2025 Edition" , 

}); 

navigator.mediaSession. setActionHandler ( "play" , () => { 

  audio. play (); 

}); 

�>HEC?KC�†�	�j�8�ƒ�–�W�g�2.7<7H?�1�à���f�Š�	�v� �N�0���B�$��!?H;<E N�9�¶���8�s�Š�4

�@�È�Q�f�Š�	�v�"�0���B�&�R���

(;:?7�.;II?ED��+$�9�P�%���4�Á�‘�Q�›�¼�"�B�"�*���•�}�V�˜�8���ˆ�9�
���Å�8�������K

�
���Å�8�����5�y�Ü�"���u�j�`�v�r�„�F�������K�����5�P�%���5�Ü�‘�"�B�"�*�����N�K�8

���9�Ÿ�û�1���L���¬�V�8���M�(�Ý�J�L�F�u�	�o�l�r�v�8�C���4�(�«�Q�â�Ã�"�0���M�â�È�Ó��

�ó���1�$�����8�…�5�%�ˆ�9�£�|�"�0���L���„�–�r�v�‚�Z�	�•�™�†�˜�8�Ž�u�U�T�d�œ�v�š�	�˜

�2�8�£�õ���“�	�g�	�Y�`�j�‡�—�Y�œ�j�Q�Ü�¢� �&�M�Û���„�™�	�‘�	�G�Š�r�w�^�•�j�v�T�„�—

�Æ�
��� �':9>6�-:HH>DC��*#�8�%�ˆ�ª�q�� �
�� �Å�
 �
�� �Å���� �

�� II �› 10 : �b�V�~�€�—�t�U

2025 HTTP Archive�5�J�MWeb Almanac 351

https://almanac.httparchive.org/static/images/2025/capabilities/media-session.png
https://almanac.httparchive.org/static/images/2025/capabilities/media-session.png


�4�3�8�[�	�u�U�[���€�u�[�f�V�v�5�l�`�"�0���B�$���

Add to Home Screen 
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Media Capabilities API 
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const  config = { 

  type: "file" , 

  audio: { 

    contentType: "audio/mp3" , 

    channels: 2, 

    bitrate: 132700 , 

    samplerate: 5200 , 

  }, 

}; 

const  result = await 

navigator.mediaCapabilities. decodingInfo (config); 

console. log (result.supported); // true or false 

console. log (result.powerEfficient); // true or false 
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  is_root_page, 

  COUNTIF(color_contrast_score IS  NOT NULL) AS 

total_applicable, 
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  COUNTIF( CAST(color_contrast_score AS NUMERIC) = 1) / 

COUNTIF(color_contrast_score IS  NOT NULL) AS 

perc_good_contrast 

FROM ( 

  SELECT 

    client, 

    is_root_page, 

    date , 

    JSON_VALUE(lighthouse.audits. `color-contrast` .score) AS 

color_contrast_score 

  FROM 

    `httparchive.crawl.pages` 

  WHERE 

    date  = '2025-07-01' 

) 

GROUP BY 

  client, 

  is_root_page, 

  date 

ORDER BY 

  client, 

  is_root_page; 
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https://cloud.google.com/compute/docs/regions-zones/#locations
https://github.com/HTTPArchive/custom-metrics
https://en.wikipedia.org/wiki/HAR_(file_format)


Lighthouse 
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https://developer.chrome.com/docs/lighthouse/overview
https://github.com/GoogleChrome/lighthouse/releases/tag/12.8.0
https://developer.chrome.com/docs/lighthouse/overview
https://developer.chrome.com/docs/lighthouse/overview
https://github.com/HTTPArchive/wappalyzer
https://github.com/HTTPArchive/wappalyzer/blob/main/src/categories.json
https://www.wappalyzer.com/categories/cms
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Chrome UX Report 
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https://developer.chrome.com/docs/crux
https://developer.chrome.com/blog/crux-rank-magnitude
https://developer.chrome.com/docs/crux/methodology#eligibility
https://developer.chrome.com/docs/crux/guides/bigquery
https://developer.chrome.com/
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/use_counter_wiki.md


Third Party Web 
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https://www.thirdpartyweb.today/
https://almanac.httparchive.org/ja/2019/third-parties
https://github.com/reworkcss/css
https://discuss.httparchive.org/t/analyzing-stylesheets-with-a-js-based-parser/1683
https://discuss.httparchive.org/t/analyzing-stylesheets-with-a-js-based-parser/1683
https://projects.verou.me/parsel/
https://almanac.httparchive.org/ja/2019/css
https://github.com/HTTPArchive/almanac.httparchive.org/discussions/4062
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